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Foreword

BY IRA MILLSTEIN

The corporate scandals of 2001 and 2002 have been referred to as the "perfect storm."
Everything that could go wrong at a few of our nation's largest public corporations did. At
the eye of the storm was the classic agency problem: the risk that managers and directors
may not always subordinate their own self-interests to the interests of the shareholders on
whose behalf they are supposed to be acting. The risk is heightened when countervailing
pressures from auditors, legal counsel, analysts, and other gatekeepers are absent.

Such was the case in many of the public corporations that made headlines. Agents and
gatekeepers failed shareholders by putting their own self-interests first or passively allowing
the status quo of management power to go unquestioned and, hence, unchecked. | expect
that most agents and gatekeepers are honest people who try to do the right thing. For
many caught up in these scandals, it may have been a matter of not having access to the
information required to detect poor behavior. Structural and cultural barriers may have
blocked the flow of important information, or may have impeded an understanding of the
context that made the information important. We saw how self-interest—heightened by rich
stock options in a boom economy, the opportunity of additional business or business flow to
related entities, and a prevailing culture of relatively unfettered CEO power—can result in
otherwise honest people acting badly.

Regardless of the extent to which the corporate governance system failed, the result
seriously wounded public confidence in our financial markets. When the public can't trust
agents and gatekeepers to provide effective oversight of assets provided by investors, the
public, in their own self-interest, will decline to invest. Therefore, restoring investor
confidence in the summer
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Preface

Regard your good name as the richest jewel you can possibly be possessed of—for credit is
like fire; when once you have kindled it you may easily preserve it, but if you once
extinguish it, you will find it an arduous task to rekindle it again. The way to gain a good
reputation Is to endeavor to be what you desire to appear.

—Socrates, 469 B.C.—399 B.C.

A recent CBS poll revealed that, as a result of corporate scandals at Enron, WorldCom,
Adelphia Communications, and others, a whopping two-thirds of Americans believe that
corporate executives are dishonest. This overall assessment is even worse now than during
the last financial crises, the savings and loan debacle of the 1980s. Congress has responded
to public outrage by passing the Sarbanes-Oxley Act. The act has far-reaching
consequences for every manager who works in a public company. It will not prevent fraud
or operational losses, but it will make a manager responsible for one occurring on his or her
watch. It requires senior managers to certify that their company has an operational system
of internal controls over financial reporting. In business, everything flows down the chain of
command. Virtually all managers will be required to maintain a system of internal control
and will be held accountable if a fraud occurs.

Now more than ever, managers need to understand that they are fighting a war. The
threats come from within their own ranks and from outside their world of influence. The
enemy is intelligent, better financed, and more dangerous than ever before. It seems as if
the front line is everywhere. Though fraud can originate from negative forces outside the
organization
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to easily assess their own control structure. |1 continue empowering managers with this
framework today. | am currently the director of audit for Weil, Gotshal and Manges, one of
the largest law firms in the world and a leader in the practice of corporate governance,
where | have global responsibility for evaluating the firm's control structure. | previously
worked as a managing director of operations at ING Barings, the global investment bank, as
well as at Goldman Sachs, Deloitte & Touche, and Boise Cascade Corporation, where | also
helped both internal and external clients wrestle with control issues. | have advised
managers on many diverse subjects, from executive compensation and reengineering
initiatives to due diligence on potential target companies. But no job is more vital to me
than advising management on how to set up strong, cost-effective internal controls, not
only because it is the right thing for the company and its shareholders, but also because it
is the best course of action to protect and preserve the jobs of managers and the livelihood
of their employees.

By writing this book, | hope to bring this exciting and unique approach to general managers
everywhere. The Control Smart approach enables managers to identify the risk types
affecting all businesses—and their owners—and to focus their energy on those areas where
they can make a difference. Moreover, Control Smart helps them to identify control gaps, or
procedural voids, in their business process that threaten the organization and to design
process-level controls.

To put these threats into context and help you avoid similar pitfalls, the book contains
numerous examples, most ripped from the headlines of our national media. You will come
to understand how to apply the lessons learned from the embezzlement at Harvard
University's Hasty Pudding Theatricals, the fraud at Adelphia Communications, or the
massive operational losses experienced by Firestone to your own business. Case studies will
give you insight into the personalities at Enron and Tyco, which enabled a fraudulent
culture, as well as read what one person did right to surface the smoke-and-mirrors
accounting at WorldCom. Once the framework is implemented, you will have a method to
monitor the operational risks inherent in your business. Information and knowledge are
empowering tools, and the ability to easily monitor operational risk will enable you to
identify whether controls are working. Armed with this data, you can prevent or obtain early
detection of fraud and operational loss. Knowing that your business is well controlled, you
can focus on serving internal or external customers and developing your career.
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to water down certain provisions of the Sarbanes-Oxley Act; however, the final rule for
management's report on internal control over financial reporting has been issued by the
SEC and will go into effect for most companies on or after June 15, 2004 (April 15, 2005 for
companies with a market capitalization under $75 million). As such, every CEO and
manager should expect that they will be called on to attest to the strength of their control
environment. Whether a manager likes it or not, he or she will be held accountable for a
fraud or operational loss occurring on his or her watch. A material control break or fraud
can seriously damage and even end a career. The time to address this risk is now.

Whether you are a board member, senior executive, or a middle manager, this book is
relevant to you. It will help you understand internal control, design a strong structure, and
make certain that a major fraud or operational loss does not occur to a function under your
charge and derail your career.
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CHAPTER 1

Sarbanes-Oxley Myth

Corporations are failing, employees are being laid off, pension funds are evaporating, and
executives are heading to jail. In the wake of this new round of corporate scandals, the
government again vainly attempts to prevent individuals from wrongdoing by passing more
stringent legislation. While dollar-hungry managers suck the life out of our corporations, the
government reaches for that representative wooden stake to kill the vampires taking refuge
within these entities. The latest weapon is the Sarbanes-Oxley Act of 2002. Some of the
more important changes incorporated within the act and related Securities and Exchange
Commission (SEC) regulations include:

e Audit committees must now consist solely of independent directors and at least one
financial expert.

e Chief executive officers (CEOs) and chief financial officers (CFOs) must certify that their
financial statements fairly present the financial condition and results of their company.

e CEOs and CFOs must certify that they have an operational system of internal controls over
financial reporting.

¢ A public company must disclose whether it has adopted a code of ethics for the principal
executive officer and senior financial officers.

e Qutside auditors must attest to and report on management's evaluation of the strength of
its company's system of internal control.

e Public companies may no longer make loans to executive officers or directors.

e CEOs and CFOs may be required to give back compensation if financial statements are
restated due to "material noncompliance"” with reporting requirements.
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e Officers, directors, and other insiders are prohibited from trading company stock during
pension-fund blackout periods.

e The SEC has explicit power to establish the new Public Company Accounting Oversight
Board.

e New professional responsibility rules for attorneys are required.
e New conflict-of-interest rules for financial analysts are required.
e New protections for whistle-blowers are created.

So will this new legislation slay the beast? Hardly. Just like the television soap opera Dark
Shadows, the same story will run again in syndication. (For those of you too young to
remember, Dark Shadows ran from 1966 to 1971. The main character of the program was
Barnabas Collins, a hard-to-kill vampire operating in a human world in a manner similar to
some of our unsavory corporate managers.) Where managers, employees, accountants, or
attorneys intend to do wrong, no amount of legislation will stop them. The penalties may be
more stringent and the chances of getting caught greater, but it is safe to say that neither
Congress nor the SEC can legislate individuals into doing the right thing. History has shown
that, regardless of the good intentions, such measures provide little deterrent.

Let's examine the managers, the employees, the accountants, and the lawyers to show why
this is true. We will then be ready to discuss what we can do to meet the control-related
goals of Sarbanes-Oxley and drive a stake through the heart of our vampires.

LEGISLATING EVIL OUT OF OUR CORPORATIONS
A good name, like good will, is got by many actions and lost by one.
—Lord Jeffery

There is no arguing that the stakes have been raised for board members, executives, and
employees. The consequences of illegal and unethical business practices are now front and
center in the nation's conscience. Government is taking a lead role by interrogating,
prosecuting, and stiffening fines for those managers associated with a company scandal.
Prosecutors are publicly parading to jail, with handcuffs prominently displayed, some of the
wealthiest businesspeople in our country. Consider the following lengthy
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list of those caught in the current financial crisis: Dennis Kozlowski, former Tyco CEO; Mark
Swartz, former Tyco CFO; Mark Belnick, former Tyco Chief Counsel; Frank E. Walsh, former
independent Tyco Director; Jerry Boggess, former Tyco Fire & Security Services President;
Paul Allaire, former Xerox CEO; G. Richard Thoman, former Xerox CEO; Barry D. Romeril,
former Xerox CFO; Philip D. Fishbach, former Xerox Controller; Daniel S. Marchibroda,
former Xerox Assistant Controller; Gregory B. Taylor, current Xerox Treasurer; Gary
Winnick, Global Crossing Chairman; Jim Gorton, former Global Crossing Chief Counsel; Greg
Casey, former Global Crossing Sales Executive; Jackie Armstrong, Global Crossing Counsel;
Philip F. Anscutz, former Qwest Communications Chairman; Joseph P. Nacchio, former
Qwest Communications CEO; Robin Szeliga, former Qwest Communications CFO; Grant P.
Graham, former Qwest Global Business Unit CFO; Thomas W. Hall, former Qwest Global
Business Unit Senior Vice President; John M. Walker, Qwest Global Business Unit Senior
Vice President; Bryan K. Treadway, Qwest Global Business Unit Assistant Controller; Albert
J. Dunlap, former Sunbeam CEO; Russell A. Kersh, former Sunbeam CFO; Bernard Ebbers,
former WorldCom CEO; Scott Sullivan, former WorldCom CFO; David Myers, former
WorldCom Controller; Buford Yates Jr., former WorldCom Accounting Director; Michael H.
Salsbury, WorldCom General Counsel; Susan Mayer, WorldCom Treasurer; Betty L. Vinson,
former WorldCom Accountant; Troy M. Normand, former WorldCom Accountant; John
Rigas, Adelphia Communications Founder; Timothy Rigas, former Adelphia Communications
CFO; James Brown, former Adelphia Vice President for Finance; Michael Mulcahey, former
Adelphia Director for Internal Reporting; Kenneth Lay, former Enron Corporation Chairman;
Jefferey Skilling, former Enron Corporation President; Andrew Fastow, former Enron CFO;
Richard A. Causey, former Enron CAO; Michael J. Kopper, former Enron Executive; Kenneth
Rice, former Enron Broadband Division Chief Executive; Ben F. Glisan Jr., former Enron
Broadband Division Treasurer; Dan Boyle, former Enron Broadband Division Finance
Executive; Kevin Hannon, former Enron Broadband Division Executive; Scott Yeager, former
Enron Broadband Division Executive; Joe Hirko, former Enron Broadband Division Chief
Executive; Kevin Howard, former Enron Broadband Division Executive; Rex Shelby, former
Enron Broadband Division Executive; Michael Krautz, former Enron Broadband Division
Executive; John Giesecke, former Homestore



Page 4

COO; Joseph Shew, former Homestore CFO; Eric Keller, former AOL-Time Warner
Executive; Sam Waksal, former Imclone Systems CEO; Richard M. Scrushy, HealthSouth
Chairman; Michael Martin, HealthSouth CFO; Clark E. McLeod, former McLeod USA CEO;
Stephen A Garofalo, Metromedia Fiber Networks Founder and Chairman; Jack Grubman,
former Salomon Smith Barney Analyst; Schuyler Tilney, former Merrill Lynch Executive;
Thomas Davis, former Merrill Lynch Executive; Phua Young, Merrill Lynch Analyst; David
Duncan, Arthur Andersen Partner; Robert Asti, former Symbol Technologies Vice President;
Enio Montini, Kmart Vice President; Joseph Hofmeister, Kmart Vice President; Frank
Quattrone, Credit Suisse First Boston Investment Bank Executive; Charles W. McCall, former
McKesson Chairman; Helen C. Sharkey, former Dynegy Risk Control & Deal Structure
Executive; Gene S. Foster, former Dynegy Vice President of Taxation; Jaime Olis, former
Dynegy Senior Director of Tax Planning; and Martha Stewart, Martha Stewart Living
Omnimedia Chairman.

If it was not obvious prior to the swift demise of Enron, it is obvious now. The managers
and employees on this list have one thing in common: their professional careers and
personal lives have been negatively and severely affected by events at their companies and
firms. They have been subpoenaed, investigated, interrogated, indicted, fired, or otherwise
lost their jobs due to the accounting, financial reporting, and disclosure practices at their
companies. In certain cases, these managers were directly involved in the destruction of
their companies. Many even face jail time. The SEC and the Department of Justice are
aggressively pursuing wayward managers. President George W. Bush established the
Corporate Fraud Task Force on July 9, 2002, and by May of the following year, more than
250 corporate fraud convictions or guilty pleas were obtained; 25 of these were former
chief executive officers. Criminal penalties for securities fraud now carry jail sentences of up
to 25 years and fines of up to $2 million.

Some of the biggest losers, however, are the employees: 85,000 at Arthur Andersen, 4,000
at Enron, and the thousands laid off at Global Crossing, Qwest, Tyco, Adelphia, and other
companies affected by these frauds. They are the innocents who pay the greatest price.

And while the list is stunning, it documents merely the most well-known cases of late. The
SEC, Congress, and prosecutors are far from done. They are now turning their attention to
the various boards of directors, whose members are charged with oversight, to their outside
advisors, and
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to managers who were enriched by trading investment banking business for access to "hot"
initial public offerings (IPOs).

The fallout from these financial scandals is massive. It involves some of the world's largest
companies and accounting firms and touches many different industries. The landscape is
changing, and managers at all levels, from the boardroom to the shop floor, need to take
action to improve controls throughout their organizations and protect themselves in the
process. According to governance expert Ira Millstein, "Today, every action or inaction is
potentially cause for, at least, public discussion, and maybe even legal liability."1 Managers
may not be the cause of the problem or want to get involved, but they owe it to their
families and employees to remain vigilant and do all they can to prevent and detect fraud.
Only through quick action can a company save itself from a few bad managers. Greater
transparency in how companies report their earnings is no longer optional, but a
requirement.

Even companies with a longstanding tradition of being "shareholder-friendly" have failed to
install the necessary checks and balances required to ensure that the financial position of
the company is properly disclosed. Boards of directors and managers must make this
happen. If ever there was a reason to take the initiative, the list of names given here

should provide that wake-up call. Even if innocent, the experience of being investigated,
indicted, or suddenly unemployed is not pleasant and can take a terrible toll on a person's
health and on the well-being of his or her family. And that experience pales in comparison
to losing one's job and being cheated out of one's pension, as were the employees of Enron.

Despite new laws, greater vigilance, and oversight, fraud still haunts us. The government
has stepped in before to exorcise these demons. After the stock market crash of 1929,
Congress passed the Securities Act of 1933 and the Securities Exchange Act of 1934 to
address corporate abuse. The savings and loan crises of the 1980s led to even more
regulation. Shareholder activists waged battles with corporations throughout the 1990s
against so-called poison pills (corporate actions that prevent an unsolicited takeover) and
secret executive compensation. These actions resulted in many boards and regulators
requiring more transparency. Nevertheless, we still had an epidemic of frauds surface in
2002. It should be clear that while legislation can help strengthen the system, it cannot
stop bad people from doing bad things. Just like the threat of life in prison will not deter a
single-minded killer, strong penalties will not discourage a manager determined
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to play by his or her own rules. The evidence to support both of these facts is served to us
with breakfast by way of our daily newspapers.

While | hope it will be different this time, history suggests that the importance of
implementing and monitoring a robust control structure may be forgotten and subsequently
doom many companies to fall victim again. Star managers will test boundaries just because
they believe they can without penalty. Auditors will provide clean opinions on failing
companies. Lawyers will set up legal entities that enable financial shenanigans. The
government will respond with even more regulation. How senior management responds to
these issues will determine the future of their organization. Ira Millstein speaks to our
corporate governance responsibilities by urging that "Everyone helping to guide the
corporate enterprise—directors, officers, accountants, bankers and lawyers alike—needs to
‘get it"."2 If we don't "get it", we will continue to undermine the very engine that drives the

nation's wealth creation.
EMPLOYEES, FRAUD, AND LESSONS FORGOTTEN

It was late 1996, less than two years after Nick Leeson left his famous note at work and
disappeared, leaving Barings Bank $1.2 billion poorer and headed for bankruptcy. ING, a
giant financial services company, eventually bought Barings out of bankruptcy and
attempted to turn the business around. Paul Gyra was the man in charge of addressing
Barings' control issues worldwide. He hired me to address what he perceived to be a clear
and present threat to the business. ING Barings continued to aggressively strengthen
controls worldwide, and Paul was satisfied with progress made in Asia and Europe, but was
still concerned with the Americas. Hence, he asked me to take on the challenge. Paul was
correct to be concerned, not only because the control environment in the Americas required
improvement, but because the culture of the industry made it difficult to identify and
correct control deficiencies. In good times, financial services executives seemed willing to
sacrifice controls to keep a star performer happy. They would turn a blind eye to the
secrecy and control these stars exerted over their empires and avoid asking the hard
guestions that would have surfaced fraud. It seemed that lessons of the past were just
swept under the carpet.

Examples of this behavior run deep. The SEC found in 1994 that Joseph Jett committed
"record-keeping violations™ and ordered him to repay Kidder


file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_217.html#EN-CH01-02

Page 7

Peabody more than $8 million in bonuses paid to him. Lack of supervision and an
unwillingness to challenge the huge margins earned by Jett contributed to, and even
enabled, the "record-keeping violations.” Kidder claimed more than $350 million in fake
profits had been booked and the firm was eventually dismantled and sold.

Then along came Nick Leeson and Barings. Leeson was able to set up accounts to hide his
losses from a declining Nikkei, resulting from the Kobe earthquake. Improper supervision
and segregation of duties delayed detection of the losses. Management continued to fund
these losses until Leeson went missing, but by then the damage was done. The resulting
$1.2 billion loss brought down one of the largest and most fabled financial institutions in the
world. (Barings, formed in 1762, purchased the Louisiana territories from France on behalf
of the United States and funded the Napoleonic Wars. It was sold out of bankruptcy for 1
pound.) Leeson was found in Germany and returned to a Singapore prison.

On the heels of Leeson came Toshihide Iguchi of Daiwa Bank's New York branch, who
executed in excess of $1.1 billion in unauthorized trades, including the sale of more than
$375 million in customer securities. Imagine if the securities he sold were yours! The fraud
was perpetrated over several years and discovery was complicated by management
attempts to conceal the losses.

This was followed in 1996 by the acts of Sumitomo's Yasuo Hamanaka who, for over a
decade, maintained two sets of books for his huge copper positions, concealing what
eventually became $1.8 billion in losses. Also in 1996, it was discovered that NatWest's
Kyriacos Papoulis was able to conceal well over $100 million in losses by overvaluing option
positions held on the books. You know things are getting bad when this awesome amount
seems like a pittance when compared to those losses experienced before it.

As recently as February 2002, John Rusak, a U.S.-based trader for Allfirst, a subsidiary of
Allied Irish Bank, lost more than $750 million. He was able to keep losses unrecognized by
booking phony options contracts to offset real losses. Even though the phony options would
expire with a profit, no controls were in place to ensure that "in the money" or profitable
options were exercised and money received. Instead, Rusak would simply replace the
expired options with more phony trades. Allied publicly admitted the loss was directly
related to a failure of internal controls and eventually entered into an agreement to sell
Allfirst. Rusak was sentenced to over seven years in prison.
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It is hard to explain how individuals, mostly acting alone, can cause such huge losses. In
every instance, there was a strong, apparently successful personality, exerting complete
control over key operations. There was also a lack of strong internal controls to prevent or
alert senior management of the staggering losses that were eventually realized. Where
there were clues, no one was willing to risk challenging these powerful icons. Many of these
rogues had perfected the art of misdirecting or intimidating subordinates, peers, and even
supervisors. Sumitomo's Hamanaka was so revered that anything he said could move the
copper market. Externally, regulators were slow to challenge him; internally, auditors were
powerless to force him to divulge financial information. Baring's Leeson would brag about
his $2 million annual bonus and unlimited travel expenses. His authority over both
management and trading operations, his physical presence, and his aggressiveness
overpowered diminutive, respectful Asian traders. Kidder's Jett was physically intimidating
and able to end any conversation abruptly just by asking, "Are you questioning me?"3

While these examples relate to companies with trading operations, arguably among the
most risky business models utilized in legitimate industry, recent events at Enron,
WorldCom, Global Crossing, and Adelphia Communications have proven that control breaks
can occur at companies competing in a wide range of industries. One common thread
among these recent failures is a company culture that rewards immediate results without
regard to ethical considerations or long-term consequences. In the end, the biggest losers
are the employees and those who invest in these organizations. The executives of these
companies damage the public trust in the markets and the image of corporate managers
everywhere. But executives are not the only ones to damage the public trust. Our view of
the trusty accountant has also changed.

WHY YOU SHOULD NOT RELY ON AUDITORS

In the latest congressional Enron hearings, those senior managers who did testify
complained that they did not know what was occurring on their watch and that the auditors
never brought the material issues to their attention. Whether the auditors did or did not
identify and report the irregularities at Enron, it is management that has final responsibility
for the financial statements filed with the SEC. What they did not know, they should have
prevented or discovered by way of strong controls.
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Every independent auditor's report states clearly that the financial statements are the
responsibility of the company’'s management. The auditors only provide an opinion on the
financial statements based on their audits. This sounds like doublespeak, but the distinction
is important. The auditors will normally have management represent their responsibility in a
signed letter that explicitly states the company maintains a system of internal controls
designed to provide reasonable assurance that accounting records are reliable for the
preparation of financial statements and safeguarding assets.

External auditors are unlikely to identify a lapse in the control structure of a company. Their
focus is to provide an opinion that the financial statements are fairly presented in
accordance with Generally Accepted Accounting Principals (GAAP). If competent, it is likely
that they will detect an irregularity only after it has a significant, negative effect on the
reported results of the company. If not competent, they will not see to it that the financial
statements fairly reflect the results and standing of the company, nor will they recognize
that the entire enterprise may be at risk of collapse. However, internal auditors are charged
with ensuring that preventive and detective controls are in place. But commonly, an audit
team may review each auditable entity once a year or even less often. In the period
between audits, the controls that were in place may have been changed or otherwise
compromised. Once again, it is management that bears the risk of a control break. To put a
career and a company at risk by solely relying on auditors to oversee a business is
shortsighted at best.

David Allocco, a life-long operations and control expert at Goldman Sachs, as well as a
personal friend and mentor, has a keen eye for helping managers spot their risks. Dave is
fond of saying, "The problem with the current process is that while the internal auditors are
chasing garbage trucks to determine if unshredded sensitive information is leaving the firm,
a trader is sending a firm's trading positions to a competitor via e-mail when his [or her]
supervisor isn't looking." This statement implies that yesterday's audit procedures are not
effective in today's electronic world. Sensitive information can leave a firm in a number of
ways, both physical (in the trash) and electronic (e-mail). Simply put, auditors have a hard
time keeping up with the ingenuity and initiative of those who would break our rules and
laws.

These are not new concepts. The General Accounting Office (GAO), in its investigation of
the savings and loan (S&L) crises of the 1980s, found that the accounting profession had
failed to keep abreast of the fundamental changes sweeping through the thrift industry.
The profession continued to
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apply decades-old procedures to transactions new to the industry. The industry had shifted
from making home loans to investing in real estate, land development, and junk bonds. The
result was that many S&Ls went belly-up only weeks or months after the auditors provided
clean audit opinions. When the bill came due, it cost taxpayers more than $200 billion.

Most recently, Arthur Andersen was effectively put out of business for its involvement in the
accounting shell game at Enron. The fact that one of the world's largest corporations could
just dissolve within months of receiving a clean opinion from one of the prestigious Big 5
accounting firms shook the nation. Through the Sarbanes-Oxley Act of 2002, Congress and
the SEC have created a new regulatory oversight board for the accounting profession; it has
been charged with the awesome responsibility of setting ethics and conflict-of-interest
standards, disciplining accountants, and conducting annual reviews of the largest
accounting firms. Called the Public Company Accounting Oversight Board, it has taken over
many functions that were previously self-regulated. Prior to this legislation, the profession
monitored itself through peer reviews and self-imposed standards with oversight from the
Securities and Exchange Commission. It is important that the new board quickly exercise its
new power, establish credibility with investors, and return integrity to the profession.

Unfortunately, the board is off to a poor start. The first person selected to head the board
was forced to resign after it was learned that a company for which he was a director was
under investigation. The revelation that Harvey Pitt knew of the investigation but did not
disclose it contributed to his decision to resign his position as chairman of the SEC. The
oversight board subsequently met without a chair, and as a first order of business, voted
themselves a salary in excess of $400,000—each. Call me crazy, but it seems that the first
order of business for a new body empowered to change the country's professional
landscape should be something other than setting its members' own compensation,
particularly at a level few laypeople would understand.

The SEC finally took a step in the right direction by appointing William J. McDonough, the
respected former president of the Federal Reserve Bank of New York. Because of the prior
missteps, however, | am keeping my expectations for this new board low in the hope that
they exceed them by a wide margin. The board has already opened itself up to criticism
and | rather fully expect that those resisting change will benefit. Only time will tell.
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YOU CAN'T TRUST THE LAWYERS EITHER

When one considers the various investment vehicles set up by Enron to shift assets and
debts behind an opaque financial curtain, a question regarding their creation must be
raised. Generally, a lawyer, or more likely, several of them, will diligently work to set up the
legal vessels that enable the transactions. In the clear light of day, many of these
transactions were so dubious it is hard to imagine a lawyer, or for that matter, an entire
firm, not questioning them.

Just as egregious, there seems to be nothing that will disqualify a law firm from being
retained to investigate accusations against management. The law firm investigating Sharon
Watkin's memo (the Enron whistle-blower) was rife with conflicts of interest. The firm of
Vinson & Elkins was a long-term advisor to the company and, predictably, its investigation
was ineffective. Good investigators leave no stone unturned. This investigation left every
stone undisturbed.

A law firm investigating the whistle-blower memo regarding Global Crossing's accounting
had similar conflicts of interest. Some of the attorneys reportedly owned their client's stock.
Are we surprised that this investigation also did not unearth any issues?

This is a good time to point out that while the accounting profession is regulated, lawyers
continue to be relatively unpoliced. In fact, the American Bar Association (ABA) is still
debating whether a lawyer's first duty is to a client or to prevent a crime. If the ABA is not
sure, how can we expect our nation's attorneys to make the distinction? The answer is, we
can't. Society can no more put its faith in the legal profession to do the right thing than to
expect a criminal to self-report his or her crime. Until the ABA sees that the client is truly
the shareholder of a company, rather than one or two company executives, and that they
must do what is ethically right on his or her behalf, there will be no progress on this point.

Sarbanes-Oxley allows the SEC to establish professional standards of conduct for the
nation's attorneys. These standards include "up the ladder" reporting obligations that would
be triggered when an attorney "becomes aware of evidence of a material violation by the
issuer or by any officer, director, employee or agent of the issuer." The lawyer would then
have to report the matter to the chief legal counsel of the company. If the attorney does
not receive an adequate response from the company's chief legal counsel and the CEO, the
lawyer must report the violation to the board
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the chief economic advisor to the Bush administration; Henry Paulson served in the Nixon
White House; and Jon Corzine represents New Jersey in the Senate.

The culture is so strong that, recently, the current chairman, Henry Paulson, was forced to
make a public apology to the firm's employees for implying that there are "15 or 20 percent
of the people that really add 80 percent of the value." This upset many employees who
were raised on the Goldman ethic that there is no star system, rather, that it is all about
teamwork. Troubled by this interpretation, Paulson issued a blanket apology stating, "I am
profoundly embarrassed about my choice of words.” Such a response is certainly not usual
in American business.

Contacts still working at Goldman tell me that the firm has changed somewhat since
reshaping the corporate structure from that of a partnership to a corporation. Though I'm
certain it is not the same paternalistic place of my memory, there is evidence that the firm
still values and acts on its business principles. These principles are presented in the firm's
annual report, and are prominent on its Web site. While not immune, it seems that the firm
has experienced fewer investigations and fines than those levied against its competitors
relating to the latest corporate meltdown (although the firm has participated with many
competitors in settlements involving industrywide practices). Chairman Paulson took a
courageous public stand recently by condemning the aggressive corporate accounting that
led to the high-profile bankruptcies of late. The cynics were quick to point out that it is
pressure from Wall Street to hit or exceed profit estimates that drives aggressive behavior.
However, Paulson's position is consistent with the firm's business principles and the public
stance of Goldman's legendary leaders before him.

The degree to which the firm has changed will become apparent quickly. Of interest is the
ongoing investigation into the relationship between the firm's investment bankers and
research analysts. Regulators in Utah are conducting a review of unprecedented scope by
searching more than 100,000 e-mails dating back several years for evidence that the firm
breached the regulatory wall between its investment banking and research units. If
evidence is found, the reward for Utah will be a fine levied similar to the $100 million Merrill
Lynch had to pay the State of New York to settle a similar case. How well Goldman fares in
this detailed investigation will tell outsiders a lot about the firm. The point will turn on
whether there were breaches of firm policy by individuals or that the firm as a whole
ignored
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regulatory requirements to manage these businesses separately. The outcome and how the
firm responds will determine whether the culture is alive and well.

As a manager, it is important to communicate and monitor your "culture." Your staff will
look to you to see how seriously to take a company's statement of shared values. Much like
Johnson & Johnson's Burke, managers need to reinforce how they have relied on these
values in making tough decisions. If your company does not have a statement of shared
values, credo, or business principles, then you have the opportunity to create one. I did this
for the audit department | built at ING Barings. | knew there were high expectations for the
department and that there would be a lot of pressure on new hires as the team addressed
the many control issues faced by the firm. | wanted there to be no doubt that | would
always support my staff to do the right thing. There was no need to be intimidated by bad
news in a star's business; conversely, the staff was required to treat their counterparts in
an honest, professional manner. | prepared the first draft of the statement of shared
values, refined them with my managers, and then presented them to the department.
Whenever confronted with a public decision, | would often refer to how our team values
applied.

The audit department definitely developed a culture and, in the process, a clear view of
how its members contributed to the firm. No longer a dumping ground for incompetents or
fodder for lashings of a star performer, our department gained the respect of the
organization. Even the National Partner for Investment Banking at KPMG went on record
with ING management stating that if we did not have the best audit team on the "Street," it
was one of the top two. Not a small achievement in only two years. | place the credit for
this success squarely on the team, for the way they perceived themselves (values) and
what they aspired to (mission). Values played a crucial role.

If you need to create a statement of values, Johnson & Johnson's credo and Goldman
Sach's business principles are provided in Appendix A for you to contemplate as a starting
point. Another excellent resource for help in creating a statement of shared values can be
found in the Criteria for Performance Excellence of the Malcolm Baldridge National Quality
Award. The information there can guide a manager through the design and implementation
of a value statement. The statement of shared values will be different for every
organization, and each one needs to make it its own, infusing it into every aspect of the
organization. J&J periodically revisits its
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credo to ensure it still matches the objectives of the organization. Like any great document,
it "lives.” It cannot be easily changed, but it has the ability to grow with proper nurturing.

To demonstrate that you take your value system seriously, you need to clearly articulate
behavioral attributes that are rewarded and those actions that are off-limits. One barrier to
openness can be the resistance to bad news. Those who express candid criticisms are often
accused of not being a part of the team, and managers may withhold rewards from such
employees. Employees at all levels learn not to speak up. They avoid being the one to alert
management to real problems. The best and the brightest with any character will find a
more rewarding place to work. The result will be an organization infested with sycophants
and cowards who remain silent even as the company collapses around them. Employees
must understand that they need to embrace positive corporate values if they are to be
successful. The best way to do this is to reward open communication, even if the news is
painful.

Naturally, a supervisor will repel the initiatives of subordinates to fix control issues if he or
she is the one perpetuating the fraud. For those who wish to report troubling behavior,
taking the problem to their supervisor may not be an option. Therefore, alternative
methods of communication need to be provided for these employees. A corporate ethics
hotline to independent outside legal counsel that reports solely to the board of directors can
be particularly effective. Truly independent outside counsel can confidentially capture and
relay issues back to the company's board.

Here, too, WorldCom provides an example of what can occur if no alternative method of
communication is made available to employees. A congressional committee released copies
of e-mail messages between the controller and a London-based vice president for
international finance and control. It seems that the vice president for finance objected to
the company's unilateral reduction of $33 million in expenses without explanation. Since
this would increase publicly reported profits, he tried to bring in outside accountants from
Arthur Andersen to support the position. The controller, David Meyers, ordered the vice
president to not have any more meetings with the team from Andersen. He wrote, "I do not
want to hear an excuse; just stop," and concluded with "Don't make me ask you again." 6

If the vice president had had a credible alternative means of alerting the board of directors
to this fraud, corrective action may have been taken much sooner. Had it been uncovered,
the board would then have been
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presented with an opportunity to reward in some fashion the London vice president and set
an example for others in the organization.

The Sarbanes-Oxley Act addresses the ethics of top executives by requiring that a public
company "disclose whether they have adopted a code of ethics for the company's principal
executive officer and senior financial officers, or if it has not, why it has not and to disclose
on a current basis amendments to and waivers from the code of ethics relating to any of
those officers." The code will be a "codification of standards that is reasonably necessary to
deter wrongdoing and to promote:

1. honest and ethical conduct, including the ethical handling of actual or apparent conflicts
of interest between personal and professional relationships;

2. avoidance of conflicts of interest, including disclosure to an appropriate person or
persons identified in the code of any material transaction or that reasonably could be
expected to give rise to such a conflict;

3. full, fair, accurate, timely, and understandable disclosure in reports and documents that a
company files with, or submits to, the Commission and in other public communications
made by the company;

4. compliance with applicable governmental laws, rules and regulations;

5. the prompt internal reporting of code violations to an appropriate person or persons
identified in the code; and

6. accountability for adherence to the code."

Additionally, a public company must disclose in its annual report whether it has a code of
ethics.

Frankly, it is sad that we are at a point at which the behaviors of our most senior executives
have to be spelled out. Why would an experienced executive need to be told to be honest
and ethical? The fact is that most don't. It is a very small group of executives who do not
have the best interests of shareholders and the company at heart, and these executives will
not be dissuaded from bad behavior by mere words. The words must be backed up by
board action that directly ties the success of the executive to these words.
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WHAT REALLY WORKS

So we know that a positive culture is vital to good governance and control and that the
government cannot effectively legislate it. We also recognize that we can't fully trust our
fellow executives and long-tenured employees, the accountants, or the lawyers to do the
right thing. The wake-up call has been received, and our eyes are wide open. But where do
we start? Each of us individually has the power to lead by example and set the proper tone
within his or her area of influence. We can implement tools to alert us to potential problems
and have the courage to act on the alarms. To do so, we need and require a control
approach that will help us to identify and take action on any breaches of acceptable
behavior. Furthermore, to be effective, this tool must be ingrained in our operations. A
good control structure starts with a positive culture, will contain elements to help monitor
the health of the enterprise, and alert management when a boundary of expected behavior
is compromised. More important, it will also provide feedback regarding what is going right
in the organization.

Internal control is not a separate discipline; rather, it is an important component of the
overall management process guiding the enterprise. Management tools such as value
chains, which help management understand their cost drivers; Balanced Scorecards, which
help align activities to corporate objectives; Six Sigma procedures, which ensure product
guality; benchmarking, which provides feedback regarding overall performance; and
employee performance evaluations all contribute to the control framework, and vice versa.

Unlike other control manuals and processes, the Control Smart approach speaks to the
health of the enterprise and its employees as a whole by infusing these management tools.
Enlightened management dictates that controls do not focus on what employees can't do,
but rather what is expected of them. Under this framework, managers and employees
should remain free to perform their tasks with creativity and be encouraged to make
improvements to processes within boundaries.

As good employees, managers, and directors, we recognize that it is no longer acceptable
to allow a star manager to run roughshod over our organizations. We need to actively
encourage and guide them. We can also do a better job of identifying those who would
destroy our companies by means of communicating false information to the public. But
even with increased vigilance, opaque financial reporting by a rogue CFO or star
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employees taking advantage of the system are not the only practices that can put a
company, its managers, and its employees at risk. The crimes of tomorrow will be different
from the ones today. To focus on a single risk is like overstuffing a suitcase. The more
pressure applied to one area will either result in contents proportionately protruding from
another area, or if successfully stuffed, may result in complete baggage failure in transit.
Pushing on a single control point may only place pressure on another point of vulnerability
in your company. It is better to evaluate the entire enterprise and select a vessel that can
properly contain and protect all that is important. The Control Smart approach is that
evaluation tool; it will help you establish boundaries appropriate for your operations.

While Congress has passed more legislation to dissuade damaging corporate practices, | am
quite certain that we have not heard the last of such behavior. If solid internal controls are
not in place, someone within an organization will find a way to take advantage of the
oversight. It is up to owners, partners, and senior managers to ensure that their business is
properly controlled and that no safe harbor exists for those intent on fraudulently utilizing
its assets. Do not trust others to play by the rules; make certain that they do. You can be
sure that employees will notice how seriously the company takes its cultural and procedural
boundaries and how it responds to the visible failures. This is your wake-up call. Use this
framework to learn from the mistakes of other managers. It is important that well-meaning
managers do not find themselves in front of the House Committee on Oversight and
Investigation trying to defend their actions. Protect yourself, your employees, and your
company.
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CHAPTER 2

Control Smart Approach

Over the course of 18 years, | have interviewed many smart, well-intentioned managers
regarding the operational risks of their business. The mention of controls makes their eyes
gloss over and attention spans dissipate like rain into the ocean. Owners and managers
often complained to me that they did not have any training in controls. They would argue
that it should be the role of the auditors to ensure that the control structure is in place and
operating effectively. But managers who rely on internal or external auditors for assurance
that the control structure is satisfactory are doing so at their peril. In general, auditors look
at the process at a given point in time. They do not monitor it on a day-to-day basis. Only
senior and line managers can effectively perform this task, and they are held accountable
for doing so by the board of directors, investors, and, now, regulators.

So how does a manager ensure that his or her business is properly controlled, especially in
the absence of tools to help? The answer can be elusive. The lack of research and
development in this area is astounding; it appears to be the least sexy of any managerial
discipline, so typically only accountants and auditors even attempt to ponder the world of
controls. Understanding and implementing a proper control structure, however, is a basic
managerial skill, not the sole province of accountants. While certain risks, such as credit
and liquidity are best tasked to specialists (the CFO, treasurer, and credit committee),
operational risks must be addressed by all managers.

Furthermore, past methodologies for addressing the control structure of an organization
have focused on what employees can't do. Labor and processes were divided into detailed
steps, with no variation tolerated and feedback not encouraged. Typically, these
methodologies were developed to ensure that an employee could not inadvertently make a
mistake or alter an outcome. For
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example, a factory worker in an auto assembly plant might be responsible for attaching a
front fender to a car. He would be instructed how to place the fender on the car: which bolt
to fasten first, second, and so on; and, when completed, he would be told to move on
quickly to the next car. Never mind if he identified design or procedural changes that could
make his job easier and speed up the manufacturing process. And why should he point out
existing defects he noticed while doing his job? Management perception was that stopping
the assembly line only cost the company money. If the line was stopped, he would have to
stand around while the foreperson fumbled for a solution. It was not his job to recommend
solutions to defects. It would only bring him unwanted attention and grief from his manager
and coworkers.

Modern management theory encourages lineworkers to participate in the design of an
automobile to make certain that the product can be produced with quality and efficiency. In
many automobile factories, workers are now free to stop the assembly line when a problem
surfaces. There is no stigma attached, as the company recognizes that the short-term costs
will lead to long-term profits. Furthermore, the line assembly crew is expected to use their
years of experience to help management find a solution. Such cooperation is highly valued.
The result of this shift in thinking is ever greater productivity and efficiency, which helps
bring higher-quality and lower-cost transportation to consumers.

In general, a highly divided labor process inhibits creativity, restricts activity, and raises
barriers to operational improvement. Depending on corporate objectives, however,
creativity may not be an encouraged attribute. Highly divided labor can be very efficient.
Repetition can result in productivity improvement and cost advantages. In The Wealth of
Nations, published in 1776, Adam Smith makes the case for division of labor. He cites the
manufacture of straight pins to support his theories and argues that one person, not an
expert in any process, would be strained to make one pin a day. But where each has
specific knowledge of a particular task, great efficiencies can be realized. In his example,
"one man draws out the wire, another straights it, a third cuts it, a fourth points it, a fifth
grinds it at the top for receiving the head; to make the head requires two or three distinct
operations; to put it on is a peculiar business, to whiten the pins is another; it is even a
trade by itself to put them into the paper; and the important business of making pins is, in
this manner, divided into about eighteen distinct operations... all performed by distinct
hands...." 1 The argument Smith makes is that each employee's productivity will improve


file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_217.html#EN-CH02-01

Page 25

as he [or she] better learns the intricacies of the job. What the theory ignores is the mental
and physical capacity of humans to continually perform such repetitive tasks. Fortunately,
technology has provided a solution in the form of machines, which are now capable of
performing routine tasks quickly and with ever higher quality, allowing their human masters
to focus on more creative and value-added activities. Today's technology is capable of
performing all the pin-making steps described by Smith, so that humans can turn their
efforts to improving product quality, sourcing inputs, material handling, distribution
efficiencies, and design improvements. Each process improvement increases productivity
and drives the cost of a pin down, making them accessible to anyone who needs them.

There are also certain processes that require strict attention to rules for safety or quality
reasons, such as the production of medications. From time to time, quality issues are
reported that put human health at risk. One recent high-profile example focused on the sole
supplier of anthrax vaccine to the U.S. military. The plant that produces the vaccine failed
Food & Drug Administration (FDA) inspections in 1999 and 2000, which cited poor
documentation and procedures. Problems with product quality caused the government to
stop production for three years until the manufacturer could guarantee the quality of the
output. With the threat of biological weapons on the rise, clearly the military could not rely
on the vaccine while sending its soldiers into harm's way. Senator Tim Hutchinson,
Republican from Arkansas, described these failures as "costing the American taxpayer
millions and millions of dollars and jeopardizing the safety of our troops [to whom] we're
not able to provide that anthrax vaccination." 2

In most cases, however, rather than requiring employees to follow a highly regimented
protocol, alternatives are available that can be implemented to quickly detect mistakes. As
long as the employees know that safety and quality are important and monitored, it is likely
that they will adopt behavior that is consistent with meeting these objectives. They will also
be free to find the most efficient ways for performing their responsibilities within these
boundaries.

Certain classical concepts or rules, such as proper segregation of duties, still apply under a
good control framework. But if decision rights and procedures are properly defined and
assigned, corporate objectives are communicated and understood, and cultural values are
known and respected, then employees should not inadvertently bump into control
boundaries on a regular basis, no matter how innovative their response to an objective.
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Like our assembly worker, an employee can find more efficient ways to put on a fender
without sacrificing quality, can suggest design improvements, and can participate in
developing a solution to a manufacturing problem. All of these activities are for the benefit
of the company. If, in the quality assurance process, it were identified that a change in how
a fender was being attached resulted in lower quality, this feedback could be used to help
the assembler modify behavior within acceptable boundaries.

By focusing on process and culture, managers can monitor the health of their control
structure without draconian measures. Our assembly worker knows what is expected of
him, and key performance indicators will alert management if his efforts need to be
redirected toward a company objective. These are the implied tenets of the Control Smart
approach.

SMART BASICS

By now we should all recognize the importance of a robust control structure. But since we
cannot rely on the auditors to guarantee that controls are operating, how do we implement
boundaries, identify threats, and develop a program that effectively enables us to monitor
our business? Welcome to the Control Smart approach. Our pathway to a healthy control
environment consists of an approach divided into five sections:

1. See the threats coming.

2. Know yourself.

3. lIdentify where you are vulnerable.
4. Protect yourself.

5. Monitor your health.

These sections, explained more fully in the following pages, will help you erase your
vulnerabilities and erect a strong defense.

See the Threats Coming

How can you protect yourself if you can't see the danger? Before controls can be
implemented, you must first figure out the risks you are trying to control. All businesses are
exposed to potential hazards, but the extent of that exposure will vary directly with the
unique characteristics of each enterprise. Even similar businesses in similar industries may
have greatly
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different risk profiles as a result of their capital structure, customer base, operating
methodologies, or even location. A reasonable person would think that two companies that
operate gas pipelines of equal length, with a comparable amount of transported gas at
similar quality and price would have the same risk profiles. But add to that information that
one company has no debt while the other is encumbered by junk bonds, or that one is
resident in the United States while the other is located in the South Pacific, and the risk
profile of the two companies changes dramatically due to capital structure and location. In
addition, managers will not be charged with mitigating all dangers to an organization;
rather, they will be expected to address those threats to processes over which they exert
influence.

This first section of the approach introduces you to common risk types, identifies those
managers normally charged with monitoring them, and shows you methods to help you
understand their impact on your business or department. Armed with this information, you
can focus on and devise methods to mitigate the most critical threats.

Know Yourself

After you assess your risks, you will know the types of threats to watch for, and those that
every manager is responsible to control. But managers not only have primary
responsibilities; they also have ancillary processes over which they have decision-making
capabilities. As an example, most managers must approve salary payments to new
employees or submit purchase requisitions. Unfortunately, risk does not respect titles or
functional boundaries. Poor controls in peripheral activities can also result in large losses.
Most managers have heard of rogues creating fake employees to receive extra paychecks,
or making unauthorized purchases for personal use. It is critical, therefore, that you
document all processes for which you have decision-making rights so that you can subject it
to the Smart Links assessment tool—discussed in the next section—to highlight gaps or
threats to your business.

Identify Where You Are Vulnerable

Smart Links is the most simple yet effective control assessment tool ever developed.
Voluminous audit checklists, programs, and workbooks are designed to take what an
auditor knows and apply it to any situation. Since it is unlikely that he or she will ever know
your business as well as you, the
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auditor develops lengthy checklists that apply to any number of processes and cover every
conceivable risk factor. In contrast, Smart Links relies on your knowledge of the business. It
consists of 13 steps designed to make you think about key components of your business
process, and focuses on the operational risks borne by all managers. It is designed to help
you to identify both the controls and the control gaps or threats to your organization.

Most managers find it useful to understand standard terms used by control experts. A
preparatory step to help a manager develop a basic understanding of what is meant by
"preventive or detective controls, control levers, or activities" is provided in this section as
well, along with real-life examples of fraud, embezzlement, and massive financial losses, to
bring these concepts to life.

This section of the approach next explores how to perform a control assessment utilizing
the 13-step Smart Link assessment tool. It delves into how each of these steps helps you
identify boundaries and improve your control structure. To provide context, each step is
supported by examples ripped from the headlines of the national media. Enron, WorldCom,
Qwest Communications, Global Crossing, and Adelphia are just a few of the well-known
cases discussed. After applying Smart Links, you will know where you are most vulnerable
and, hence, should concentrate your efforts.

Protect Yourself

Call them risks, threats, hazards, or dangers; the fact is that they are all irrelevant. By using
the Smart Links "antibiotic," you will become resistant to infection. You will not be
vulnerable because you have identified your control gaps and replaced them with strong
procedures. This section helps you develop that perfect procedure or report to address any
shortcomings you identified using the Smart Links tool. A case study, among other features,
will help you understand how to identify and implement the proper defense.

Monitor Your Health

You are feeling strong. Confident that your defenses are tight, you are ready to turn your
attention elsewhere. But just as your mind starts to change focus, you stop and ask
yourself, "How will I know if the controls break down or stop working?"

Feedback and reinforcement are required to guarantee that the structure put in place
continues to operate. For every Smart Links step, you
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now have a functioning control or set of controls. It is just a fact that controls sometimes
fail. It may be the result of a new system, the absence of a key employee, or the failure of
a supervisor to properly monitor a process—it might as well be kryptonite for all it matters.
Once a control fails, you are exposed. So you need an early warning system. It is likely that
key performance indicators or management statistics already exist that can identify an issue
with any given control. But for others, you may need to create a metric or a report to
provide that critical red flag.

This final section of the framework provides tools to help identify key performance
indicators and the various delivery systems that can be employed to alert you to the
presence of kryptonite or similar debilitating concerns.

In Summary

The Control Smart approach is summarized graphically in Exhibit 2.1. We will use this
diagram throughout the book to help us keep track of our progress. This pathway will help

every manager realize the goal of a strong

EXHIBIT 2.1 RISK AND CONTROL ASSESSMENT PROCESS

Image
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control structure designed to prevent or detect the types of frauds that can bring down a
company. While the topic of this book is major fraud and operational loss, careful
consideration of each step in the process will help a manager obtain important feedback
regarding the health of his or her operations, redirect employees and other resources
towards corporate objectives, and identify operational efficiency opportunities as a by-
product. Time, cost, and resources will be determinants of the final product. It is up to each
manager to decide how far he or she wants to explore, test, and strengthen the operating
environment. As with many things in life, the benefits correlate directly to the effort put into
it.

Before we launch into the Control Smart approach, let's examine a case that highlights how
the culture at Enron and its relationship with its accountants enabled one of the most
famous frauds in history.

CASE STUDY

Andy Fastow's Shell Game
These partnerships...were used by Enron management to enter into transactions
that it could not, or would not, do with unrelated commercial entities. Many of the
most significant transactions apparently were designed to accomplish favorable
financial statement results, not to achieve bona fide economic objectives or to
transfer risk.
—Excerpt from the Report of Investigation by the Board of
Directors of Enron Corporation (Powers Report)
Andy Fastow grew up in a tiny New Jersey suburb near New York City. In a bit of
foreshadowing, Fastow was a huge Star Wars fan. He would later name some of
the ill-fated Enron-related partnerships after Star Wars characters, such as
Chewco and Jedi. By all accounts, Fastow was extremely ambitious well before his
arrival at Enron. In high school, he was always seeking election to student
government, and he became the first student representative to the New Jersey
State Board of Education. Convinced of the business potential in China, he
successfully lobbied administrators to add a Chinese studies major to the
curriculum at Tufts University. He graduated with a major in Chinese studies and
economics. Fastow also earned an MBA from Northwestern University's Kellogg
School of Business.
Prior to his stint at Enron, Fastow learned the art of "securitization" at Continental-
lllinois, a failed Chicago bank. Securitization is nothing more
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than raising money by pledging security against default, a process similar to
obtaining a second mortgage on a house. You obtain money from a bank by
pledging the equity in your home as collateral. Smart investment bankers (and
some not-so-smart ones) have found all sorts of assets to securitize on behalf of
clients. Pools of mortgages and whole loans owned by banks, accounts
receivables, inventories, entire manufacturing plants, stock, lotto receivables—you
name it, someone will securitize it.

Fastow joined Enron in 1990 and quickly bought into executive Jeffrey Skilling's
plan to turn Enron into a trading giant. Trading giants need money to conduct
their transactions, lots of it. So there was considerable pressure on Fastow to
generate financing opportunities. It was widely known within Enron that Fastow
was keen to gain the favor of Skilling. He positioned himself as a trusted
lieutenant and quickly partnered with him to advance the Skilling agenda. At first,
the securitizations were not particularly risky and were fairly vanilla. Fastow would
raise money by pledging payments owed Enron from oil and gas producers. But as
the company's financing needs grew, the quality of the assets Enron made
available for securitizing declined.

In 1997, Fastow began creating Special Purpose Entities (SPEs) to hold assets and
provide the appearance of creating legitimate financing transactions when, in fact,
they were a sham. SPEs can be very effective financing and risk management
vehicles if used properly. A parent company's debt level or other risk factors can
hinder the capability of a strong business segment to obtain favorable interest
rates to finance its operations. In such a situation, the parent can create an SPE
and transfer the asset to it with the goal of receiving more favorable lending rates.
As long as there is another independent third-party investor that has contributed
at least 3 percent of the assets, the SPE does not have to be consolidated into the
parent for financial reporting purposes. Furthermore, if the assets in the SPE are
of high quality, banks will fall over themselves to lend to it, resulting in lower
lending rates. The SPE will then use this money to pay the parent for the asset
received. The bottom line is that the company obtains the money it requires, but
pays less to obtain it than would otherwise be the case.

But Fastow did not have quality assets, so he transferred inferior assets and
pledged Enron stock as a guarantee of payment to the banks. And who did Enron
find to be that 3-percent investor in the SPEs? One Andy Fastow, through a
partnership called LIM, among others. But why would he want to invest in poor-
quality assets? Because the fees Enron paid LIM eliminated his risk in these
vehicles. He effectively cashed out; so while he was an investor on paper, he
really had no downside risk.
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Enron was then able to move poor performing assets off its books and even report
the sales as revenues (inflating profits). Fastow received more than $30 million for
his deal-making role, and the banks had the assets and stock as collateral (some
were even wise enough to buy credit insurance in case Enron imploded) to offset
their risk. Everyone appeared to win.

Fastow's creativity did not go unnoticed. In 1998, at age 37, he became CFO of
one of the world's largest companies. In 1999, CFO magazine conferred an
excellence award to him for his ingenuity.

So how was Fastow able to create and perpetuate this fraud without the
knowledge of superiors, accountants, lawyers, and other Enron employees? It is
hard to believe, contrary to their claims, that senior executives were unaware of
Fastow's activities. They depended on them to keep the money machine working.
Fastow did work to limit the number of employees who were exposed to his
partnerships. Those who were admitted to the club he "took care of" with large
monetary rewards. Those who were not onboard, he belittled and intimidated. As
for the accountants and lawyers, who can believe that they could not connect the
dots to realize that as an investor, Fastow had no real risk in the SPEs? Realization
of this simple fact would have required the consolidation of the SPEs into Enron's
financial statements, and the game would have been over. And it is not as if the
accountants or senior management were never warned. Sherron Watkins, the now
famous whistle-blower, specifically told both Arthur Anderson as well as senior
Enron management of her concerns.

The Star Wars theme is an appropriate metaphor for Enron. The company became
the Death Star, and Fastow Darth Vader, doing the bidding of the Dark Side. In
their wake, they left in ruins the jobs and pensions of their employees. They
destroyed billions of dollars of shareholder value and a once stable, respected
company. Fastow is now facing indictment on 78 felony charges and decades of
jail time if convicted. On October 2, 2002, he was led away from his home in
handcuffs; his and his wife's passports were confiscated. And in his last
securitization deal, he had his parents post their home as collateral for his bail.
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CHAPTER 3

Threats and Dangers

The Control Smart approach represents a path to strong business processes. The
milestones along this pathway are represented in Exhibit 3.1. We begin the Control Smart

journey by learning how to see threats to our business.

How can you mitigate threats if you cannot see them coming? The obvious answer is that
you can't. Managers must build a control tower and employ radar technology to help them
see potential dangers before they arrive.

Image

EXHIBIT 3.1 CONTROL SMART PATHWAY
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The first section of the risk and control assessment process helps you evaluate the specific
hazards of your business. Not all risks apply to all managers, but understanding what they
are and how they affect the business will help managers understand their role in the overall
control environment of the company. It is less important that every manager perfectly
analyze every threat. More important is to understand that there is an owner for every risk
and how that owner communicates essential changes in the danger assessment. This
knowledge is particularly valuable if a risk type can impact or alter how a manager executes
his or her operational plan.

HOW TO RECOGNIZE A PENDING NIGHTMARE

There are many types of threats to a company, and new subcategories seem to be defined
daily. While there are many risks that can affect your operations, our primary focus will be
on the threats faced by all managers. The detection of harmful activities, including fraud,
embezzlement, and massive financial losses due to a lack of operational controls are
addressed in detail, because the management of these risks is the responsibility of every
manager. And though the types of hazards an enterprise faces are important to forming a
control structure, the in-depth exploration of all risk types is not relevant to most managers,
and so is beyond the scope of this book. (The subjects of value at risk, risk-adjusted return
on capital, hedging strategies, credit risk analysis, competitive strategy, and so on, are all
valid subjects of entire tomes.) Specialists will handle most of these threats; nevertheless, it
Is important that all managers understand the impact they can have on their operations, as
well as the methods employed to control them. Risks migrate and there are operational
controls that interface with procedures implemented by specialists to mitigate market,
credit, concentration, finance, liquidity and event risk. For instance, a liquidity crisis may
impact a purchasing manager's ability to source raw materials. While the purchasing
manager is not expected to manage the company's liquidity—that is generally the province
of the CFO and his or her reports—the purchasing manager's ability to perform his or her
job is directly impacted by this key factor. Thus, good managers will ensure that the
controls supporting these risk interfaces are operating effectively. In this case, the
purchasing manager would need to make certain to be informed of a pending cash crunch
so that he or she could do everything possible to ensure the supply of raw
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materials continues unimpeded and with as little impact as feasible on the cash position of
the company.

We will identify and explore the various types of risk an organization will face and who
would normally take responsibility for managing those risks. It is important that the
executives assigned as risk owners be aware of their mandate. They will need to have a
methodology to monitor the results of their efforts, such as regular reporting of relevant
metrics and benchmarks. For instance, a metric of financial exposure that combines
accounts receivable at least six months past due, inventory aged greater than one year,
rising payables, and debt maturities coming due would wave a red flag if the danger of a
liquidity crisis were increasing. WorldCom had receivables on its books seven years past
due. Clearly, the chance of collecting on these reported assets was practically zero. A metric
such as that just described would help an executive or board member identify such a
problem.

Risk Types

In order to see risks coming, a director, executive, or manager needs to obtain a clear
understanding of the various threats, identify the designated owner, determine how he or
she manages the risks and, to the extent the business is impacted, how the owner
communicates changes in risk levels and tolerance. Generic threats applicable to most
business operations include:

e Market. Adverse effects of consumer/customer sentiment or tastes. An example includes
the preference of travelers to book their flights and hotels online. Market share for this
delivery method is growing exponentially and already accounts for 13 percent and 7 percent
of the market, respectively.

e Credit. Counterpart default, where value has been delivered but not yet fully received in
return. An example of counterpart default might include recording artists receiving an
advance for their next album that is never produced due to the breakup or bankruptcy of
the band.

e Financial and liquidity. The amount of leverage used by a company is unsustainable, or
access to credit and funding sources has been compromised. Enron is an interesting
example. Its energy trading business needed liquidity to fund its positions. Once word of
trouble hit the Street, no one wanted to chance having Enron as a counterpart as it
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might not be able to honor its trading commitments. Funding sources quickly dried up,
revenue could not be produced because counterparts stopped trading with the company,
and its expensive trading platform became a white elephant that it could not sell. Within a
matter of weeks, Enron could no longer pay its bills.

e Operational. Breakdown in controls relating to initiation, pricing, delivering and booking a
transaction, and making good delivery of product or service, including systems controls and
errors. The examples here are numerous and varied. They include fraud, embezzlement,
and unintentional losses due to a lack of functioning controls such as the manufacturing of
a defective product that is widely distributed before the defect is discovered. We will study
many cases of operational loss in the following pages.

e Event. A specific action or occurrence that affects the company's ability to do business,
such as changes in the political, legal, or regulatory environment, a natural or man-made
disaster, or other event that negatively impacts the reputation of the company. An example
might include the recent terrorist attacks on New York and Washington, which had a
nationwide impact on our citizens and our economy.

There are also two important subcategories of threat we need to address: technology and
concentration. Many companies consider technology and concentration risks as primary
threats to their business.

Technology dangers can take the form of system malfunctions, hacker incursions, or even
new technology-driven disruptive forces that give a competitor an advantage. Concentration
dangers take the form of overreliance on a single or limited number of customers,
investments, or products. However, for our purposes, we will consider them subcategories.
This is not to say that technology or concentrations are not important, or even critical, to an
enterprise—only that they can be assessed in relation to the threats just detailed for the
purpose of control assessment.

Technology Risk

Technology is pervasive throughout every organization; it is a productivity tool, an enabler.
The risk that a given technology may not work, or be compromised, is an operational risk;

hence obsolescence and availability must be assessed as a part of the company's business

continuity planning.
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It may be that for some businesses, technology differentiates a product. For instance, the
new third-generation cell phones allow users to retrieve e-mail, browse the Internet, and
buy products online, capabilities that did not exist just a couple of years ago. In this and
similar cases, new or disruptive technologies raise the possibility that customers will choose
a new product or delivery system over your current offering. If technology plays an
important role in product design and differentiation or impacts the ability of the enterprise
to compete as a low-cost producer, then technology should be considered in the
development of the organization's competitive strategy and market placement.

Concentration Risk

Concentration risk can take several forms. Take Stan's restaurant, gift shop, and bar, for
example. Located across the street from Yankee Stadium, Stan's does a great business
when there are home games, and significantly less business during the off-season. It is safe
to assume that at least 80 percent of the business is derived from fans before and after
home games. If you classify Yankee fans as a type of customer, then Stan's has a
concentrated risk to this market. The business also has significant capital concentrated in its
establishments along this street. | do not know if the owner of Stan's has investments
elsewhere, but if not, he or she has concentrated financial and liquidity risk. At least,
management has diversified the product offerings to include memorabilia and clothing, in
addition to food and drink. The value of these businesses must be a multiple of comparable
restaurants, but what would be their value if George Steinbrenner decided to move the ball
club to newly built stadium in Manhattan? The damage to Stan's from an event such as this
would be compounded by the concentration risks it accepts.

Risk Migration

Most managers think of operational risk in terms of fraud, collusion, theft, or
embezzlement, but it is more that that. Operational risk can be differentiated from other
risks in that it exists in every step of the business process or value chain. For example,
improper business practices could lead to materially incorrect information or defective
products. It is important
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for a manager to understand all the risks an enterprise must manage, as they can morph
into operational threats throughout the company.

Of course, each of the threats defined will take on a different significance for the type of
market in which a business competes. The financial services broker/dealer business model,
for example, is inherently risky, as individuals, acting on behalf of a broker/dealer, can
commit large amounts of a firm's capital causing concentrated financial exposure. To
compound the risk, the committed capital is usually heavily leveraged, resulting in even
greater vulnerability to financial and liquidity shocks. Markets can cause wide price swings
within a trading day, which exposes a trader to market risk in the normal course of business
or to event hazards such as an earthquake or outbreak of war. Large amounts of money
regularly move in and out of a brokerage operation making operational threats such as
unauthorized transfers difficult to detect. Large amounts of money can also move between
businesses due to market forces and new products. The sudden growth of a business can
create additional operational dangers by straining its employees and those systems already
in place. Finally, the cycle time for a trade, from initiation to settlement, is usually very
short, normally a matter of days. Without proper preventive operational controls in place,
an individual can commit enough of the firm's capital and financial resources to bring it
down very quickly.

Lending institutions, too, take on significant risk, by leveraging their capital structure. Like
traders, they also deal in large amounts of money, but unlike traders, lending committees
can diffuse their power to commit capital, helping to mitigate credit exposure. The cycle
time for their product tends to be much longer, thereby allowing more time for a problem in
a portfolio to be identified. Using a mortgage product as a simplified example, a mortgage
cycle typically lasts from 15 to 30 years, from the time the money is lent to the time it is
fully repaid. During that period, a dramatic change in interest rates might cause liquidity
problems for the institution, or an economic slowdown might increase default rates in the
portfolio due to job losses. These threats usually occur over several quarters. Astute
managers can mitigate these as they become apparent, preserving the viability of the
institution.

Disruptive technologies can also end your business as easily as flicking a light switch. The
old story of the buggy whip business becoming obsolete due to the widespread acceptance
of the automobile still has a relevant lesson to teach today. Video-on-demand from cable
companies is challenging
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the future of video rental retailers such as Blockbuster. Likewise, new, more powerful
computers are providing a state-of-the-art delivery system for games, complete with
astonishing graphics, challenging the survival of game arcade franchises such as Midway
Arcades.

While each of the generic risks can be evaluated individually, lack of control over one risk
can lead to increased risk in the other generic risk categories. Risk can even migrate
downstream to other counterparts. For instance, constructors, utilities, basic materials, and
mining companies routinely develop large projects such as dams, power plants, smelters,
and mines. The amount of capital required for any given project may put the survival of a
company on the line, causing financial and liquidity concerns. An operational mistake in the
bidding process could lead to financial and liquidity damages that render a contractor
unable to complete the project. Such a scenario could snowball, leaving clients, banks,
investors, or taxpayers with an unfinished project that would likely cost much more to
complete, thereby increasing the financial and liquidity risk to these counterparts. The
Washington Public Power Supply System (WPPSS) bond defaults are a striking example of
such a problem.

WPPSS issued bonds to help finance the construction of five nuclear power plants in the
State of Washington, three of which were to be built at Hanford, Washington. Construction
of the reactors continued through the 1970s. By the early 1980s, the reactors ran into
enormous cost overruns, which, combined with downward revisions of future electricity
demand and the loss of Americans' support for nuclear power, forced WPPSS to default on
its bonds. It became fashionable to jokingly refer to these bonds as "Whoops!" bonds, but
those who had purchased them to finance the unfinished reactors were not laughing at the
real financial pain. One of my accounting professors, a conservative investor nearing
retirement, had invested in these bonds, believing them to be safe. The lesson he learned
he unselfishly passed on to his students, and | have never forgotten it: Only one of
Hanford's reactors was actually finished, and it was significantly behind schedule and
overbudget.

| SEE IT. SHOULD I WORRY?

You have spent a great deal of time building your control tower and now have your radar
turned on. With new eyes you see bogies everywhere. Which are real and which should you
be concerned about? To compare
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and evaluate risks to your organization, you must determine comparable parts—that is,
divide your business operations into manageable bits that can be compared and contrasted.
(You may prefer to evaluate your business by operating segment or generic product type.)

In Exhibit 3.2, we perform a risk analysis of a hypothetical conglomerate that provides
services in various travel industries: airline, hotel management, and online travel,
promotions, and ticketing. We will evaluate each segment against the others to determine
which we consider the riskiest. For simplicity, we will assign high risk as a 3, medium risk a
2, and low risk a 1. In practice, you can use any numbering scheme to help you compare
products or segments. The only criterion is that you be consistent among segments.

The analysis conducted in the exhibit makes a number of assumptions, but of all the
businesses in which our hypothetical company competes, the airline industry is identified as
the segment subject to the greatest threats. Why? Let's look at some of the components
analyzed.

We determined that the airline industry has high financial, operational, and event risk
profiles. Airlines, by their nature, require large capital investment to purchase or lease
airplanes. These costs are fixed, and payments must be made regularly no matter what the
business climate is. Even if the aircraft do not fly, there is still a large cash obligation to a
bank or finance company. As a result, if revenue does not come in the door, the airline can
find itself in financial distress very quickly. Airlines must also be masters at scheduling
flights, booking itineraries, selling seats, maintaining aircraft, providing in-flight services,
and monitoring passengers and flight crews. These processes are highly automated, and if
a problem occurs anywhere in the system, it can have a sudden impact on the operation of
the airline until the problem is detected or resolved. Maintenance procedures for an

EXHIBIT 3.2 RISK ANALYSIS MATRIX

Risk Airline Hotel Online Travel
Management

Market 2 2 2

Credit 1 1 1
Financial and 3 1 2
Liquidity

Operational 3 2 3

Event 3 2 2

Average 2.4 1.6 2.0
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airline are also critical. Poor maintenance procedures can lead directly to a loss of life.
Finally, an event such as a terrorist attack, a hijacking, or the downing of an aircraft can
threaten the reputation of an airline and, ultimately, its very survival.

Hotel management was deemed less risky. This is because the management and servicing
of hotels (as opposed to owning them) requires little capital. The company's assets are its
management contracts and the people who manage, clean, and maintain the hotels. Many
of the costs are variable personnel costs. If business is lost, these costs can be immediately
reduced.

The online travel reservations segment was also considered less vulnerable. There is a
significant investment and reliance on systems that leads to high operational risk, but
otherwise, the threats tend to be low. The reservations systems are portals that collect
monies in advance from the general public, limiting credit exposure. The transaction cycle
time tends to be a few weeks, and market forces are currently favoring online purchasing of
travel services.

While we would like to immediately implement control processes across our hypothetical
company, we recognize that if our resources are limited, we will focus on our most risky
products and processes. Under our scenario, then, we would focus on the financial,
operational, and event risks of our airline company, as these are the most dangerous bogies
on our radar. We would need to employ a process that establishes a comfort zone, where
we're confident that we've properly evaluated our financial health under various stress-
testing scenarios and arranged for backup credit lines. We also need to evaluate our
processing and system controls and put procedures in place to handle unpleasant airline
event risks, such as terrorist attacks or a downed aircraft. It is unlikely, for example, that an
airline would want to put a flight attendant in front of the media or in contact with victims'
families to explain such an event. Not only would it be unfair to the attendant, who is
trained in flight safety, not crisis management, it would probably compound the disaster
that has already befallen the airline, employees, and affected families. Rather, detailed
procedures regarding financial, liquidity, and event risks should be prepared (including the
identification of a media spokesperson) and ownership assigned to specialists such as the
CFO, treasurer, and communications departments, respectively. The operational risks,
however, would be shared by many managers. Most likely there is a manager in charge of
reservation systems, another in charge of flight scheduling, and at least one in charge of
maintenance. There is also probably a manager in charge of security at each airport;
likewise someone is responsible for
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sourcing and loading food, refueling and cleaning the aircraft, and getting baggage on and
off. Of course, the captain of each aircraft assumes responsibility for its safe operation. At
each stage, the individual parties must evaluate the risks inherent in their decision rights,
and design cost-effective controls to ensure the safe and smooth operation of the airline.

In light of the financial reporting requirements of the Sarbanes-Oxley Act, we will also view
the financial reporting process as a priority for our businesses. Rather than analyzing the
company product line, this regulatory event requires that we also evaluate our company
along functional lines. We discuss and analyze this risk further in Chapters 6 and 7.

The risk evaluation template provided in Exhibit 3.2 is purposely simple. Increasingly,
however, companies are attempting to take their risk analysis one step further by
guantifying potential losses and estimating the probability that these losses will occur. For
example, a new German law requires risk management systems for some companies. In
response, an American subsidiary of a German manufacturer is currently rolling out a
program to identify, quantify, and assign probabilities to the threats inherent in its business.
The German parent sent out a standardized template to each of their operations world-wide
asking each manager to evaluate six areas:

[ —

. Organization (e.g., documenting procedures)

N

. External factors (e.g., environmental risks, natural catastrophes)
3. Distribution (e.g., product liability, customs processing)
4. Finance (e.g., bad debts, currency risks, and embezzlement)

5. Personnel (e.g., succession, privacy rules)

(o))

. Information technology (e.g., data security, system failure)

The parent then provided a risk quantification table resembling Exhibit 3.3 for management

to complete for each of the six areas. Once the template is completed, the potential
operational losses, adjusted for probability, can be computed and reported to management
as a key performance indicator, and reserves can be established.

While any attempt at quantifying potential losses is a step in the right direction, and can be
an excellent addition to the risk assessment we performed earlier, the German approach is
weak. The risk definitions are unclear, the owners are not known, and there appears to be
no process in place to ensure that the program is applied consistently in all countries. For
instance, what exactly defines an "external environmental risk factor"?


file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_81.html#CH06
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_145.html#CH07
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_5F40.html#EXH03-02
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_43.html#EXH03-03

Page 43

EXHIBIT 3.3 RISK QUANTIFICATION TEMPLATE
Risk Area Damage Potential Occurrence Probability

Organization $ %
External Factors $ %
Distribution $ %
Finance $ %
Personnel $ %
Information $ %
Technology

This term is used as an example for "external factors," which is one of the risks to be
evaluated, but the example provides little added clarity. Does cutting down all the trees on
a property qualify? Sounds silly, but what if the trees are harvested and there is an
environmental backlash from eco-terrorists? This response is unlikely, but not unheard of. If
we want to avoid such a risk, who is responsible for safeguarding the trees? Is it a
corporate specialist in charge of environmental issues or event insurance, or is it the local
plant manager? The answers are not clear. The problem with operational losses and fraud
Is that they tend to occur where, when, and in a manner least expected. Furthermore,
when the losses occur, they tend to spike and can be massive, endangering the life of the
company. After the fallout, many companies launch a witch hunt to find the person who
was asleep at the switch—the one who failed to identify the risk and report it. Much to
everyone's chagrin, they generally discover that no single person was designated as an
owner for the "operational loss" that occurred, so often the most junior manager most
closely tied to the business is sacrificed whether or not he or she knew he or she was
charged with monitoring the threat.

To be effective, any attempt to evaluate operational losses has to be performed as a
component of a systematic approach similar to Control Smart to ensure that all risks are
assigned owners and that all processes are properly documented, analyzed, and monitored.
Without a framework, many processes or control gaps may be missed, leaving the related
potential loss unrecognized. The most sophisticated risk analysis system available is
ineffective if the information it uses is incomplete. Even more troubling, it may provide a
false sense of control and financial security.

A final word about risk evaluation programs: They must be tied to corporate values and
performed in a nonpunitive manner. While | have not
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reprinted the instructions that accompanied the German template, | can tell you that it
effectively communicated that "extreme risk that may threaten the very existence of the
enterprise will be intensively examined in the course of individual interviews or through the
creation of Project Teams." As a manager, this does not sound like the type of process to
which | would want to subject myself. There is also no discussion or tie-in to compensation
or other rewards. The only reward mentioned is the intensive examination.

Perhaps a better approach would be to explain that resources would be made available to
management to address any major control weaknesses identified. Additionally, it might be
stated that the number of major control gaps identified and closed would be taken into
consideration in the year-end compensation process, with the more gaps identified
garnering the most reward. Under this scenario, there is a benefit to management to self-
report gaps.

WHOSE JOB IS IT ANYWAY?

In any busy air-traffic control tower, there are a number of controllers working seamlessly
to make certain that all aircraft are identified and managed and that problems are avoided.
Each controller is responsible for a section of airspace and the safe handoff of aircraft to
other controllers. Likewise, there are a number of managers in an organization who are
responsible for mitigating specific risks. These managers must work together to ensure all
risks are accounted for and monitored. As mentioned earlier, credit, financial,
concentration, market, and event risks can generally be assigned to a specialist, department
head, or committee to study, monitor, and manage. This person or committee becomes the
"owner." It is relatively easy to understand the impact these threats have on a company
and the steps required to address them. In contrast, operational risk is diffused across the
entire enterprise, and for this reason can be difficult to identify, let alone assign to an
owner. Therefore, network access, system errors, turnover of key personnel, purchasing
controls, proper classification of revenues and expenses, and so on, must be supervised at
the managerial level.

In a large corporation, the chief operations officer (COO), CFO, or assigned committees
cannot effectively micromanage every executive in every business line—a COO at
headquarters in Boise, Idaho, cannot, for example, determine whether system access rights
for programmers in
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India are appropriate. Yet poor access controls can lead to stunning losses. This is not to
say that executive management should not establish organizational strategies and policies
and evaluate each manager on how well he or she conforms to the established protocol.
The point is that each manager must own and control threats to his or her people and
processes. Exhibit 3.4 illustrates the various generic risks and the senior managers typically

responsible for monitoring these threats.

So far we have not discussed the roles of CEOs or the boards of directors in this process.
The pundits might point out that the CEO and board are responsible for oversight of all
risks, and they would be right. The CEO is responsible for setting the overall tone of the
control culture and assigning risk owners. A good CEO will formally assign market and
product/customer concentration risks to business heads and/or strategy and planning
groups, credit risk to credit committees, financial and liquidity risks to the CFO, legal event
risk to the legal department, and disaster recovery planning (DRP) to a DRP specialist. The
CEO will then monitor the outputs from each of these risk owners. He or she will review and
actively participate in business plans and strategies produced, as well as evaluate their
progress, and

Image

EXHIBIT 3.4 GENERIC RISK OWNERS
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manage the capital allocation process in line with these strategies. He or she will review
reported credit exposure and expect to see periodic stress-testing of the company's
financial structure and resources. He or she will expect frequent legal updates, complete
with an analysis of the impact that pending legislation in the field will have on the company.
He or she will also want to know the results of periodic testing of the firm's off-site recovery
center, to ensure that the company is prepared to remain operational in case of a disruptive
event. Finally, the CEO will link company managers' ability to control risk objectives to their
performance review process.

But what about operational risk? Just as a doctor uses an EKG to monitor the heartbeat of a
patient, every manager, including the CEO, needs a way to monitor the health of his or her
business processes. This can be accomplished by establishing key indicators that alert
management to a problem. Furthermore, it is the responsibility of every manager to
establish a culture that will enable communication of increased threats. This entails creating
an environment that rewards candor and honesty, even if the news brought forward is bad.
The more eyes that search for a potential threat, the greater the likelihood that the menace
will be spotted early. Without a strong control culture and an effective monitoring program,
there is a much greater chance that the company will experience a severe loss.
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though they can also take the form of allocated expenses or other goods and services in
trade. For instance, the earlier example of the HR department illustrates the concept of
accepting payment for services by way of allocating expenses to those departments
receiving the benefit. The payment for a department to transmit financial information to the
office of the CFO may take the form of compiled profit and loss statements in return that
help the manager supervise his or her business.

Create Deliverable

The process most unique to every business cycle is the creation of the deliverable.
Companies differentiate themselves based not only on what they make, but also how they
make it. For instance, Compaq and Dell both make computers, but the way they make
computers could not be more different. Compaq builds standard systems and sells them
through a number of retail channels. Dell builds to specific customer orders and only sells
through the Internet or over the phone. How the deliverable is created can be a
tremendous source of competitive advantage, as evidenced by Dell's phenomenal growth
and profitability. As mentioned earlier, the output of a company, department, or individual
may be a manufactured or assembled product, a service produced, or compiled information.
Regardless of what is created, the creation of the deliverable has its own inherent risks. No
one wants to buy a computer that is difficult to use or does not work as intended. A good
control structure will provide timely feedback to help management adjust to quality threats.
Poorly controlled businesses can, and have continued to churn out, defective product well
past the point at which such a problem should have been discovered.

A good example is the recent recall of Weed Wizard trimmer heads, which use chain in their
manufacture instead of the more well-proven string. According to the U.S. Consumer
Product Safety Commission (CSPC), the company manufactured the heads from 1987
through April 2000. The CPSC alleges that the company knew it had a defective product
when, in August 1997, the failure of a chain resulted in one of its links being lodged in the
brain of three-year-old Alabama girl, causing her death. The CPSC further claims that the
company was aware of 19 other incidents, which they failed to report to the commission. As
a result, the
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CPSC fined the company $885,000 and initiated a recall of the product. Management either
failed to capture or ignored signs of problems, whose resolution could have led to
production improvements and the saving of at least one life.

Inventory

Many businesses manufacture standardized products that can be inventoried until needed.
For example, a microchip manufacturer may produce millions of chips that can be stored in
anticipation of future demand. But there are certain risks involved with inventory. For one,
constantly improving chip yields and performance can result in the impairment of existing
inventory. Simply put, the newest chips manufactured are faster and cheaper than their
predecessors. In such a case, inventory values may be overstated. Safeguarding assets is
another risk. As long as a product is in inventory, the company bears the risk of loss. An act
of God, such as a flood or theft, can result in large losses.

A Tennessee sofa maker uses its proximity to customers to eliminate finished inventory and
provide competitive advantage. Many sofa manufacturers are located abroad, so dealers
stock merchandise in their showrooms to meet demand. Even with transportation and
storage, foreign product can cost a fraction of a similar domestic product. It would seem,
then, that the demise of the U.S. sofa industry is imminent. However, if a customer has a
requirement for a specific fabric or color, that special order can take up to four months to
fill from a foreign manufacturer. Since many customers want their sofas and chairs to
match their décor, there is an opportunity for local producers. England Inc., based in New
Tazewell, Tennessee, fills this niche. It is able to turn out and deliver custom product in as
little as three weeks. The company produces more than 11,000 custom sofas and chairs a
week. Is this strategy effective? Sales are growing at over 8 percent a year, in an industry
where sales generally fell over 9 percent. At the other end of the inventory story, England
has reduced the number of fabric vendors it uses from over 40 to 4. It presses the
remaining manufacturers to deliver frequent, small quantities of fabric quickly so that the
company does not carry excessive raw material or get stuck with obsolete goods. England
has addressed the foreign threat and appears to be a survivor.
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Distribute

Delivery, by itself, can lead to competitive advantage. The various ways goods and services
can be brought to market is as diverse as the products themselves. Recall the different
distribution systems utilized by Compaqg and Dell: Compaq distributes standard merchandise
through various retail channels; Dell builds to order and ships output directly to the user.

Some companies utilize various methods to place their products. Starbucks, the premium
coffee company, not only sells its coffee through coffee shops. Other delivery systems
include branded coffee and ice cream sold in grocery stores, premium dried product
provided with a coffeemaker in certain hotel rooms, and prepared beverages on airlines and
in restaurants. All of these methods put the Starbucks trademark front and center, and its
product in the hands of consumers.

Regardless of the delivery system, each method of distribution carries different threats that
smart managers will study and mitigate. Their response could be as simple as purchasing
insurance on a load of merchandise, or as complicated as requiring armed-guard
transportation with multiple checks of every shipment, as is practiced by security carriers
such as Brinks.

Record Revenue

The primary reason most businesses are organized is to create wealth; we expect to be
paid for our efforts. Similar to our vendor payments, receipts can take many forms,
including currency, allocation of expenses, or goods and services received in trade.

Goods and services received in trade create additional issues. It is often difficult to identify
the value of, or contingencies tied to, services received as payment. For example, a recent
shareholder lawsuit against Homestore.com accuses AOL Time Warner of plans to
fraudulently inflate revenue at both companies. The complaint alleges that the value of ads
sold to Homestore.com was excessive and that the two parties participated in "round
tripping,” or artificially increasing revenue. In effect, the two companies agreed to trade
advertising, and both booked revenue. To complicate matters, some of the compensation
AOL received for ad placements was in the form of stock. Eventually, the company restated
its reported revenue by $190 million.

The risk that we may not get paid by external customers also needs to be managed. Credit,
collateral, and financial reserve requirements will
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somewhat mitigate these threats. But even with such policies, accurate, timely information
is needed to properly supervise and react to increased exposure.

Feedback

How did we do? Are we profitable? Is there a better way? At the end of every process, we
should be able to evaluate our performance and improve our ability to manufacture and
deliver a higher-quality product cheaper. We evaluate ourselves based on key performance
indicators. Such feedback will aid our evaluation of the timeliness, efficiency, and
effectiveness of our efforts, including an assessment of profitability and other financial
objectives.

We can easily imagine the popular Dell character, Steven, excitedly telling his friend, "Dude,
you're getting a Dell!" But what is Steven's friend really concerned about? He is excited
about getting a Dell because he knows he will get it quickly, delivered to his door, already
loaded with software, and in working condition at a reasonable cost. To make sure this
reaction is occurring regularly, management should monitor critical metrics such as the
amount of time required to build a computer, component defect percentage, customer
satisfaction rating, and competitor pricing. This feedback will help guarantee that the dude's
next computer is also a Dell.

It is likely that each of the key activities discussed here apply to your business. The specific
procedures performed can only be supplied by you. It is time to think through each of your
processes, identify the actions that relate to each activity, and, finally, document the
results. Memorializing your results will provide the foundation you need to subject the
process to the Smart Links analysis.

TELL YOUR STORY

You are now committed to writing your story. You want to communicate in clear fashion so
that your audience will understand what you do and how you do it. To do that, let's focus
on just one of the processes identified earlier for George, the sales manager for the sports
distribution company. Budgeting is something most managers are familiar with, so we'll use
this process to illustrate how to identify key activities and chronicle our operations.
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Creating a budget is not the primary product or service being produced by the sales
department, but it is nonetheless a process for which George has decision rights. It is his
responsibility to control and monitor every step from the request for information by the
finance department to the evaluation of his department's performance against the budget.
Exhibit 4.3 illustrates how this process is executed. Every year, the finance department will
issue a budget template containing instructions and guidelines representing an internal
customer order for information. George will source information from his salesman and
complete the template deliverable and review it with his supervisor, who will distribute it to
finance.

EXHIBIT 4.3 BUDGETING PROCESS

Image

By preparing this simple flowchart, we have a graphic understanding of the process and the
controls in place. Later | will take you through the Smart Links assessment tool to help you
identify controls in any process, but there are several safeguards | will identify now for the
budget process presented here. Finance manages the process so that there is a single
source for budget information. By reducing the chance that someone can manipulate
budget information, this control reasonably ensures its validity. The supervisor reviews the
budget to see that it meets the organization's guidelines and his or her goals for the sales
manager. Finance will look for the supervisor's signature as evidence of this review and
authorization. The department manager has now documented this process. But budgets do
not mean much if there is not a method to monitor actual performance against these
objectives. It is important to point out that further process
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and controls will likely enter the picture as the sales manager determines the best way to
evaluate departmental performance against the budget. The additional process may be one
already identified and documented, or one that came to light as a result of the manager's
evaluation. In this case, having prepared the budget, feedback is now necessary, in the
form of budget versus actual performance reporting. That procedure is illustrated in Exhibit

4.4

EXHIBIT 4.4 MANAGERIAL REPORTING PROCESS

Image

Every month, the finance department sends out reports to all managers and their
supervisors (this can be thought of as "payment” for the budget deliverable). These
management reports provide the monthly and year-to-date budget-to-actual results. They
may also compute the overall margin percentage, the margin by product, and, possibly, the
aging of receivables. Both the manager and supervisor review the reports and follow up on
items that look unusual or results that were unexpected. For instance, assume that sales
were exceeding budget, but that collections on those sales were lagging, resulting in an
increase in receivables. Management could investigate and make a determination whether
bad debts were likely to increase, thus requiring immediate attention, or this month's
numbers were likely an aberration that should be monitored. This may sound like basic
management, but review of this data (think key performance indicators) is an important
control. If supervisors had properly considered what kinds of margins were possible in the
government bond market, such a review


file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_61.html#EXH04-04
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_61.html#EXH04-04

Page 62

would have initiated questions regarding Joseph Jett's phony trading profits discussed
earlier. If a supervisor had properly considered the aging and value of contracts entered
into by Allfirst's John Rusak, such a review would have initiated questions regarding the lack
of realized profits (and the continued accretion of unrealized profits for Allfirst). So often,
basic management tasks equal good control procedures.

We may be getting a little bit ahead of ourselves, but it is important to understand that all
managers have decision rights over a number of processes, and that those processes have
a number of generic activities. We can use the key activities model introduced earlier to
guarantee that we have thought through each of the processes we identified. We are then
In a position to document these processes. But how do we identify the controls we have in
place? More important, which controls are we missing?

In the next chapter, | will define what I mean by the term "control" and the various types
available for us to call on when needed.
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CHAPTER 5
Identify Where You Are Vulnerable

According to Ben Franklin, "an ounce of prevention is worth a pound of cure.” But the
guestion remains, where do we apply that ounce of prevention? Thus far, we have
identified our risks, assigned risk owners, and identified and documented the processes
over which we have decision rights. Our pathway in Exhibit 5.1 tells us that we have yet to

determine where we are vulnerable. That is where we want to apply old Ben's adage. To
properly prepare for using the Smart Links assessment tool, it will be helpful to first develop
a basic understanding of what we mean by the term "“control."

EXHIBIT 5.1 CONTROL SMART PATHWAY

Image
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Controls are the reinforcing steel we will use to protect our operations. Just as there are
different types and grades of steel, there are different types and degrees of control. Not all
steel is appropriate for every application just as certain controls are not appropriate in every
instance.

WHAT ARE CONTROLS?

Our mission to identify present and missing controls will be greatly enhanced if we
understand what is meant by internal control or objectives and whether a control is
preventive or detective. Most of us think of the term "control" as generically referring to an
action that prevents a loss. That is how | have used the term to this point in the book.
There are, however, a number of different definitions of internal control tossed around in
the world of academia. The SEC, in an effort to lessen confusion, settled on the following:

A process designed by, or under the supervision of, the registrant's principal executive and
principal financial officers, or persons performing similar functions, and effected by the
registrant’'s board of directors, management and other personnel, to provide reasonable
assurance regarding the reliability of financial reporting and the preparation of financial
statements for external purposes in accordance with generally accepted accounting
principles and includes those policies and procedures that:

(1) pertain to the maintenance of records that in reasonable detail accurately and fairly
reflect the transactions and dispositions of the assets of the registrant;

(2) provide reasonable assurance that transactions are recorded as necessary to permit
preparation of financial statements in accordance with generally accepted accounting
principles, and that receipts and expenditures for the registrant are being made only in
accordance with authorizations of management and directors of the registrant; and

(3) provide reasonable assurance regarding prevention or timely detection of unauthorized
acquisition, use or disposition of the registrant's assets that could have a material effect on
the financial statements.

Clear as mud? What this really says is that a good internal control system ensures that the
financial statements are accurate and compliant with accepted standards, that good records
are kept, and that the assets of the entity are employed as intended by the company. The
SEC focused on
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internal control as it relates to financial reporting; but for our purposes, we will look at
internal control more broadly under the theory that any type of control break, whether
financial, operational, or regulatory, can lead to significant financial loss if not detected in a
timely manner. In other words, an unknown breach of a regulatory requirement might not
be covered in the financial reporting control system, but related fines might eventually be
realized that could materially impact a company, not to mention the career of the manager
in charge. Likewise, operational issues might not immediately impact the financial
statements, but could be material to future financial performance. A good example might
be the next generation of disk drives. If a company has issues ramping up the new
generation of platter, its market could leave it behind over a period of weeks. Additionally,
fraudulent activities are not restricted only to financial reporting. Therefore, we will cut a
broader path that will include financial, operational, and regulatory issues, and evaluate
preventive and detective controls that will alert us to potential problems.

What are preventive and detective controls? Simply, preventive controls are designed to
avoid a control break, and detective controls are designed to identify a break after it has
occurred. In my practice, | have always focused on preventive controls as the priority. In
financial services, if an unauthorized trade for several million dollars has settled, it can be
too late to fully reverse the damage. A detective control that identifies the break after
settlement will only tell you the size of the break and the challenges you face to limit the
damage. It is more prudent to put in trading limits that can be electronically enforced to
prevent an unauthorized trade from occurring.

That said, detective controls are also important. If a preventive control is missing, has
failed, or has been circumvented via collusion, then the detective control will highlight the
break so that management can take appropriate action before further damage is done. For
this reason, | always insist on at /least two control points for every objective over which |
have decision rights. Control points are positions on the business process or value chain
where the results of a procedure will prevent or detect a control break. | require at least
two control points simply to allow the structure to have a chance to work in the event that
the first control fails or is purposely circumvented.

A former supervisor and mentor, John Cirrito, was one of the most naturally instinctive
managers | have ever worked for; he had an innate sense of good control. He always
required "three separate sets of eyes" for every
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process where the risk of loss could threaten the continued health of the business. Although
not identified as such, these sets of eyes represented control points consisting of preventive
and detective controls. With three control points, John knew that collusion would be more
difficult and that it was highly likely that an operational control break would be prevented or
discovered. An example of a process requiring the three sets-of-eyes principle might include
wire room procedures. Good process requires the wire room to receive a written request
properly authorized by a supervisor (first set of eyes). The wire room clerk then sets up the
payment in the system. The wire room manager compares the input to the supporting
documentation and approves the payment for batch processing (second set of eyes).
Finally, the department head reviews all instructions and supporting documentation queued
and, if satisfied, releases the payment instructions to the appropriate banking institutions
(third set of eyes). John's "three separate sets of eyes" rule made it easy for me to install a
strong control culture throughout the organization.

As highlighted earlier, much of the damage done to companies occurs over many months
and even years. Good detective controls would have identified these problems much
sooner. As an illustration of how more than one control point is needed to detect fraud and
save a career, consider the case of Salomon Brothers' Paul Mozer. On February 21, 1991,
Mr. Mozer, a managing director in charge of Salomon Inc.'s government securities trading
desk submitted a bid at the 35 percent limit of the total amount of bonds offered by the
Treasury, apparently within government and firm limits. He also submitted two
unauthorized firm bids in customers' names, each at the 35 percent limit, thus flouting
Treasury rules. Salomon effectively bid for 105 percent of the offering and successfully
purchased 57 percent of the offering, well in excess of the 35 percent purchase limit rule.
He later moved the unauthorized positions from customer accounts onto the firm's balance
sheet at the original auction price. This is where the concept of having two or more control
points for each control activity would have paid off. If the firm ran a daily exception report
in the compliance department of total government positions held by the firm in excess of 35
percent, the auction manipulation probably would have been detected. The fraud would
have still occurred, as the preventive control was purposely circumvented, but the detective
control would have identified the fraud much sooner. Senior management learned of the
incident in April, when Mr. Mozer reported his conduct, but they did not report the incident-
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to authorities until August. It is not clear why executive management did not immediately
inform the authorities, but the delayed response of Salomon's management ended up
costing the firm $290 million in fines and causing the resignation of the chairman, vice
chairman, and president.

PULL LEVERS—OFTEN

There are a number of levers that can be employed to enable management to establish
preventive and detective controls. These include:

e Performance reviews

e Information processing
e Physical controls

e Segregation of duties

These levers can be used in isolation or in combination to provide a line of defense. The
more levers you pull, the stronger your protective armor. The more often you pull the
levers, the more timely your response to threats.

Performance Reviews

Performance reviews can be used to provide rewards for good behavior as well as to correct
undesirable activity. In combination with a well-designed compensation program,
performance reviews can be quite effective.

The compensation program at GE is often held up as a stellar model in the management
field. The objectives of the organization were folded into the performance review process
and senior management spent a considerable amount of their time traveling and conducting
face-to-face "Session C" human resources reviews. Good reviews that met not only P&L
goals, but nonfinancial goals such as implementing Internet tools into the business model,
would result in raises, bonuses, and options as well. If, when measured against company
objectives, a manager performed poorly, it meant that he or she had to change fast or
leave.

The performance review program at GE is often cited as one of the keys to its continued
profitability and success. Unfortunately, poorly designed compensation programs can
produce the opposite of what is desired if employees try to "game the system." Joe Jett
was paid millions in bonuses without creating wealth for his firm. It appears that the
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evaluation techniques that worked so well at GE had not been adequately implemented at
its Kidder Peabody subsidiary. Jett was not compensated on his ability to get along with
others or teamwork capabilities. As such, he was able to intimidate anyone who questioned
his explanations. No one wanted to ask him a question for fear of looking stupid. Input
from finance, legal, credit, and other departments, as well as the results of internal,
external, and regulatory audits in the compensation process can add a layer of comfort that
objectives are being honestly met.

Information Processing

In today's world, you cannot manage and control your business without the crucial control
lever of information processing, as those who would manipulate to take your business from
you will employ computers to meet their unethical objectives.

Let's look at one striking example: Without ever entering the United States, Vladimir Levin,
a Russian computer hacker, sent a wake-up call to the financial services industry by hacking
into Citibank's information systems, causing millions of dollars in unauthorized transfers
from customer accounts. For months, Citicorp executives watched helplessly as the hacker
transferred money from customer accounts. They were able to arrest pawns sent to collect
the fraudulent funds in countries all over the world, and over time they became better at
isolating the mastermind located in St. Petersburg, Russia. During a trip to England in 1995,
the 28-year-old Levin was arrested and finally extradited to serve justice in the United
States.

Levin's actions predictably led to Citibank's development of new electronic security
measures and other money center banks to evaluate its defenses. While no bank would
want to detail how it protects customer assets, good defensive countermeasures using
electronic firewalls, access restrictions, intrusion detection, access markers, audit trails, and
the like are required to protect such an enterprise. Effective tools will not only alert
managers when an outsider attempts to enter their systems, but will also tell them when
and where internal employees obtained access.

Physical Controls

We all know someone who has been the victim of a robbery or fire. The methods we
employ at home, such as locks and deadbolts on the doors,
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electronic security monitors on the windows, strongboxes for valuables, fire extinguishers,
smoke detectors, and so on, are some of the same physical controls we would want at our
place of work to protect our people and safeguard the assets of our enterprise. Among the
more visible and longstanding physical controls in use include installing electronic locks on a
data center or preventing the general public from entering sensitive areas like a warehouse
or trading floor.

Segregation of Duties

Segregation of duties is a common and basic control lever often deployed in organizations
that have enough human resources to divide tasks into discrete bits so that no single
person can effect a transaction without the help of others. This is done by separating the
custody, recording, and approval functions for any process. Functional segregation theory
can be visually mapped as presented in Exhibit 5.2.

Some of the largest frauds in history were made possible due to poor segregation of duties.
| have already explained how Barings' rogue trader Nick Leeson was able to set up an
account to hide his losses because he was responsible for both the front office
(authorization) and operations (recording) functions at the firm's Singapore branch.
Likewise, Yasuo

EXHIBIT 5.2 FUNCTIONAL SEGREGATION

Image
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Hamanaka, a copper trader for Sumitomo Corporation, not only entered trades
(authorization), but also was able to keep two sets of books (recording) to disguise
nonexistent accounts. His complete control over authorization and recording enabled him to
conceal the fraud for over a decade. Both of these frauds resulted in losses in excess of a
billion dollars.

While a business with only one owner and a single employee can utilize segregation of
duties successfully, a business would not necessarily have a poor control environment if
activities were not segregated. Alternative controls can be put in place. This is common in
small companies where it is difficult to properly segregate job functions due to the limited
number of employees. In these cases, other control levers can be pulled (performance
reviews, information processing, physical controls). However, if an enterprise has sufficient
scale, segregation is often the easiest and most effective method to strengthen controls.
Costs to implement segregation controls are usually low, as the assets (people) are already
in place. In addition, there are many different ways to segregate a single process, providing
flexibility.

Take the operating activities of George, the sales manager with the budget process
introduced in Chapter 4. Normally, salespeople would not physically deliver (custody) or
take payment (custody) for the product. Nor would they approve customer credit or the
release of goods for shipping. They would record the order into the sales system, so that
they would get credit for the sale, and call the customer, to make certain that delivery was
made and that the customer was happy.

But what if salespeople had a truck full of goods that traveled with them on a defined and
regular route? This is a common delivery method for stocking small stores and shops with
such goods as salty snacks. Clearly, the custody function resides with salespeople, and they
will record the amount of goods they sell (stock). They might even accept cash payment for
what they leave. So how would a manager control this? Perhaps cash is to be received by a
clerk at the end of every day and independently reconciled to the truck inventory before the
salespeople can request more goods.

As an alternative, perhaps the salespeople pay for the goods on their own accounts. Then
they can dump them in the river for all the company cares. Many businesses that deliver
product to their salespeople's homes are structured in this way. This limits the financial risk
of loss to the organization to a tolerable level. For example, Avon Products, the cosmetics
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company, sells its merchandise to independent contractors or franchisees that in turn sell to
the consumer. The salespeople buy products on their own accounts and are responsible for
collecting payment from the consumer.

As you can see, there are many ways to segregate duties. Some businesses, however, do
not have the operational mass to properly segregate all duties. In the absence of
segregation, supervision by way of information processing and performance reviews, or
access limitations by way of physical controls, could be substituted to limit risk of loss to
tolerable levels. One of my clients, an established hedge fund with a long, successful track
record, remained a small shop despite its success and its management of billions of dollars
in assets. It had only three IT personnel to provide desktop support, programming, and
data center administration. Clearly, segregating the IT duties without sacrificing a qualified
backup for each position would be a challenge. A corrective plan was conceived in which
access to systems was split among the three and limited to the extent possible. Backup
activities were to be enabled only when needed. Daily access and program change
management reporting was provided to the managing principal in charge of IT. These
reports would alert the manager if inappropriate access or program changes were made.
The key to this process was that the manager was cognizant of which types of access or
production program changes raised a red flag of increased operational risk. While generally
it is not a good idea to design controls around a single person's capabilities, this client
understood this risk and made a rational cost/benefit analysis. Important components of
the process used to develop the firm's control solution included the evaluation of resources,
the risk of loss, oversight capabilities, and the cost of effective preventive and detective
controls necessary to bring risk to a tolerable level. The end result was a properly
segregated and controlled operation with duties that could be carried by a small staff.

What managers want to avoid is the type of control break that could be material to or even
bankrupt a company in a short period of time. There is a series of vital questions you, as a
manager, can ask to assess risk of loss due to poor segregation:

e Can a single person control the recording, custody, and approval functions of any process
for which the manager has decision rights? If so, preventive controls are lacking.

e How would you know if someone decided to steal from the company? A positive answer
to this question identifies a detective control.
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e If a control break were to occur, what is the maximum damage that could be done? The
response to a total possible loss of $1,000 will be viewed differently from one resulting in a
catastrophic failure.

e Is this damage within the tolerable range of loss for the company? This question will help
you determine your risk appetite.

e If a possible loss exceeds the tolerable range, how much would the company be willing to
spend to control this risk?

By answering these simple questions, you can identify segregation issues, determine risk
tolerance, and develop a budget for corrective action.

ACTIVITIES THAT IMPROVE YOUR BUSINESS

We have addressed the two types of internal controls (preventive and detective), and the
levers we can pull (performance reviews, information processing, physical controls, and
segregation of duties). The next step is to define our control objectives. So, before we
move on to Smart Links, let's review the type of objectives we want to realize and their
related activities. (I will refer to these goals in our Smart Links assessment, so you may
wish to mark this page to refresh your memory as we work through the assessment
process.) The objectives we will utilize have been defined by the AICPA. These are:

e Validity

e Completeness

e Authorization

e Valuation

e Classification

e Presentation and disclosure
e Timing and cutoff

e Regulatory

Validity



Validity activities answer the question: "How would | know if someone tried to book a fake
transaction?"These activities are designed to reasonably



Page 73

ensure that recorded transactions include only those that have actually occurred. An
example of a validity control would be the matching of items on a sales order to a shipping
manifest by a person independent of the shipping function. This preventive measure would
reasonably ensure that only goods shipped would be recorded as sales. Subsequent aging
of receivables would detect if there were a problem. All shipments would eventually have to
be paid for the transaction to be valid. For services, where there is no physical item to
verify whether the purchase has been received, one Midwest company requires separate
people to approve service requisitions and related invoices. A third person ensures
compliance with this policy (another example of the "three sets of eyes" concept) before
making payment.

Perhaps the story of Barry Minkow best illustrates the absence of validity controls. In the
1980s, Minkow created a fledging carpet cleaning business, ZZZZ Best, which became a
darling of Wall Street and, eventually, the subject of a complex fraud. In order to support
growth projections for a public offering, Minkow created a fictitious insurance restoration
business that existed on paper only.

ZZZ7Z Best reported staggering profit growth from $400,000 in 1983 to an estimated $40
million for 1987. In 1986, the company hired Ernst & Whinney (E&W) to give some
credibility to its balance sheet for its Wall Street consumers. It would be expected that any
auditor would invoke normal control procedures to validate insurance restoration revenue.
Such procedures would include confirmation of restoration projects and payments from
insurance companies. This would entail preparing letters to the carriers asking them to
confirm the amount that they paid the company for a specific restoration. Knowing this,
Minkow convinced E&W to voluntarily sign a "confidentiality letter" precluding it from
contacting "contractors, insurance companies, the building owner or other individuals (other
than suppliers whose names have been provided to this firm by the company) involved in
the restoration project.”

Any attempt to limit the audit scope should have sent off warning flares and prevented
E&W from conducting its audit. In fact, after E&W resigned, Coopers & Lybrand refused to
propose on the engagement due to ZZZZ Best's refusal to allow it to review restoration
contracts. Justice finally caught up to Barry Minkow. He was eventually sentenced to 25
years in prison and fined $26 million. This was cold comfort for investors. They lost
everything.
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Completeness

Completeness activities are intended to reasonably ensure that valid transactions are not
omitted entirely from the accounting records. Examples of these kinds of controls include
the reconciliation of a cash account to a bank statement or a trade comparison process. If
more cash is in a bank account than expected, then this detective measure alerts us that
either the books and records are not up to date or that a transaction has been omitted. If,
during the clearance process, a trade surfaces from a counterpart that is not known, then
this detective control signals that a trade has either been recorded incorrectly or the
transaction has been omitted entirely.

An incident at Sumitomo that | introduced earlier provides a good example of a company
lacking completeness controls. Yasuo Hamanaka may not have been a household name in
the United States, but he was well known to commodities traders around the world.
Referred to as Mr. Five Percent due to the fact that his team controlled at least that amount
of the huge copper market, Hamanaka was given unusually broad power by his employer,
the Sumitomo Corporation. Like many other Japanese businessmen, Sumitomo practiced
the trust-based management style rather than implementing a system of controls. This
autonomy allowed Hamanaka to keep two sets of books, one with profits, and one with
unauthorized "off the book" trading, which contained stunning losses. Amazingly,
Hamanaka was able to trade "off the book" for over a decade before an investigation
uncovered an unauthorized trade that led to Hamanaka's downfall. How these trades were
funded, compared, and settled without detection for over 10 years speaks to a lack of
completeness controls over the balance sheet. It is clear that there were significant clues
internally and externally that were just missed. Internally, his division reported cash
reserves much greater than what it, in fact, had. Surely a reconciliation of these reserves
should have highlighted this problem. Internal auditors were twice sent to investigate
Hamanaka's dealings, but were unable to obtain key information, and both times
abandoned their investigation. Externally, an influential trader told the London Metal
Exchange five years earlier that Hamanaka had made fictitious trades, but no regulatory
action was taken. The lack of action, internally or externally, resulted in losses of more $1.8
billion for the trading giant. The head of the company's metals-trading internal control
division admitted that the scandal and related spectacular losses might have been avoided
had the company shared (segregated)



Page 75

responsibilities among copper traders and hired additional employees to verify trades. Not a
death blow, but a very expensive lesson for Sumitomo.

Authorization

As implied by the word, authorization activities are intended to reasonably ensure that
transactions are approved before they are executed and recorded. An example of
authorization controls would be the inability to book an order into a sales system to a
customer that had exceeded its credit limit or to a new customer that had not been
properly screened. These preventive controls provide reasonable assurance that all
transactions are appropriate to the goals of the organization prior to execution. Other
examples might be authorization limits for purchases, as well as for wire or check requests.
In fact, every organization should take careful note of its payment systems, as these
processes are a favorite target of those engaging in fraud and embezzlement.

Authorization controls are often the lever circumvented by those committing fraud. For
example, James Stewart, a former crude oil trader for Plains All American, was accused of
making unauthorized speculative oil trades between 1998 and 1999, resulting in losses of
$162 million. He has been indicted on charges of wire fraud. The indictment charges that
Mr. Stewart allegedly forged the signature of Plains All American's president on documents
that purported to give Mr. Stewart authorization to make trades. The letters were sent to
trading counterparts. The indictment also charges that Mr. Stewart manipulated the record-
keeping system by inaccurately entering the prices of trades. Mr. Stewart's trades required
Plains to sell large amounts of oil at below-market prices without purchasing oil in offsetting
trades. By entering into uncovered short positions, Mr. Stewart expected oil prices to fall.
When oil prices began to rise, he renewed his existing contracts by rolling his unrealized
losses forward, according to the U.S. attorney. By implementing this strategy, he avoided
confirming his losses.

Once again, this is an example where more than one control point would have exposed a
fraud. While no organization should rely on the procedures of outside parties, Plains’
counterparts did provide an external control by requiring Mr. Stewart to send evidence of
authorization to roll his positions. Mr. Stewart allegedly circumvented this by forging a
signature and hid his actions from his superiors. Regardless, several control points could
have been implemented, any one of which would have
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immediately exposed the alleged fraud. Automated exception reports warning of trading
limit breaches would have immediately alerted management of unauthorized exposure. A
daily review by Mr. Stewart's superior of trading activity and positions would have exposed
both the forgery and the unhedged positions. Independent confirmation of trades by the
back office would have brought to light the inaccurate trading prices entered. Independent
pricing of positions by back-office personnel would have identified the magnitude of the
accumulated unrealized losses. Finally, a daily value at risk calculation would have helped
management understand its financial exposure to the oil markets. It would appear that
none of these controls were in place given the length of time the alleged fraud was
perpetuated. In addition to the $162 million loss, the price of Plains' stock fell by half due to
its disclosure. Additionally, the company paid $30 million to settle related shareholder
lawsuits. All of these losses could have been prevented by spending modest amounts to
improve the control structure.

Valuation

Valuation activities are designed to reasonably ensure that dollar amounts are correctly
determined. An example of a valuation control would be the regular pricing of a securities
portfolio to ensure that gains and losses are properly recorded. Another example would
include periodic counts and identification of obsolete inventory to ensure inventories are
recorded at their correct value. These detective controls will alert managers to material
decreases in the value of these assets.

One of the most famous examples of a valuation fraud is attributed to Kyriacos Papouis and
Neil Dodgson of NatWest Capital Markets. In order to hide over £90 million of losses, Mr.
Papouis, with the help of his boss, Mr. Dodgson, overvalued the option positions held on
their book. More simply put, Mr. Papouis assigned his positions a price that was higher than
anything he could achieve in the open market. When his boss became aware of the
irregularity, he went to lengths to conceal the fraud to protect his protégé. While collusion
Is particularly difficult to detect, common securities controls, which normally include the
independent pricing of option positions by the back office, should have surfaced this fraud.
No matter what type of asset is on the balance sheet of a company, one of the strongest
detective control procedures a manager can put in place is the regular independent
valuation of assets.
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Classification

Classification activities make certain that business activities are recorded in accounts
designed to illuminate, rather than hide, their nature. These procedures are intended to
reasonably ensure that transactions are recorded in the right accounts, charged and
credited to the right customers, and so on. Examples of classification controls would include
a supervisor review and approval of a journal entry prepared by a staff accountant. Another
example would include the review and approval of a detailed sales and commission
statement by a salesperson and his or her supervisor. The approval of a journal entry would
be a preventive measure designed to guarantee proper categorization prior to the recording
of the transaction. The review of the sales and commission statement would be a detective
measure that would alert management if there were material recording errors among
customer accounts.

WorldCom has shocked the financial community many times over the past year and has
become the poster child for bad accounting. The CFO resigned when it was disclosed that
WorldCom classified billions of dollars of expenses as capital items. By misclassifying these
expenses, WorldCom attempted to defer recognition of these costs into future periods. So,
it really does matter where costs are booked. According to reports, the CFO intended to
take a nonrecurring charge in the next quarter to remove the expenses from the balance
sheet. A review by an internal auditor, however, brought the deception to the surface. It led
to the resignation of not only the CFO, but also the controller.

Presentation and Disclosure

Presentation and disclosure activities ensure that financial information and other disclosures
provided to regulators and the public fairly convey the health of the company. These
activities are designed to reasonably ensure that the accounting process for a transaction is
performed completely and is in conformity with Generally Accepted Accounting Principles
(GAAP) as determined by the accounting profession.

An example of a presentation and disclosure control would be the review of old receivable
balances against reserves and expenses for unpaid customer debts. Generally, companies
have knowledge of how many customers will find themselves unable to pay their debts.
Based on this, they will set up reserves and record an expense as a percentage of the
overall
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receivable balance, even though they do not know specifically which accounts will default
on their obligation. As a balance ages, it becomes more unlikely to be paid, so at this point
companies will "write off," or remove, the balance by reducing the reserve. This preventive
control provides reasonable assurance that receivables, allowance for doubtful accounts and
bad debts, are fairly stated in accordance with GAAP. It also makes certain that expenses
are recorded in the proper period prior to release of the financial statements.

Presentation and disclosure is now a hot-button issue with regulators, Wall Street analysts,
the press, executives, and directors. Concern over the reliability of financial statements has
led the SEC to require CEOs of the largest companies to attest to the accuracy of their
financial filings. Recent public restatements are numerous, and include Enron, WorldCom,
Global Crossing, Qwest, and Adelphia Communications, to name a few. Poor accounting
practices have been going on for so long in many of these companies that they are having
difficulty determining their true financial position. In some cases, the answer is that they
are bankrupt.

Presentation and disclosure risk is discussed in detail in Chapters 6 and 7, where we will

explore which steps senior managers and directors can take to protect themselves and their
shareholders from this threat.

Timing and Cutoff

Timing activities are designed to reasonably ensure a transaction is accounted for in the
proper time period. An example of a timing control would be the automated separation of
sales for each accounting period. During my tenure in public accounting, | had a client who
determined that one of his sales managers had prematurely booked sales at the end of the
year to improve his performance. He did this by including revenue earned in the beginning
of the new year in the results of the prior year. This preventive control protects the financial
statements from this type of manipulation by a manager trying to game the system.
Another example would be the existence of a trained backup for every position. If an
employee is sick, injured, or otherwise unavailable, the transactions can still be recorded in
a timely manner. This is also a preventive measure designed to address a problem before it
occurs.

Timing controls can also be implemented when it is important to determine where and
when a product was made. Examples include food
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and drugs where a bad batch can have serious health consequences. Contaminated batches
must be fully investigated, all affected product destroyed, and production issues corrected.
To ensure these steps can occur, a company may assign lot codes that provide the date
and shift on which the product was made. This audit trail will speed the investigation and
correction of the problem.

Regulatory

Regulatory control activities are designed to reasonably ensure that a transaction complies
with the applicable laws and regulations of the SEC and other regulatory bodies. An
example of a regulatory control would be the necessity to gain approval from a legal or
compliance department before a customer or counterpart could be set up in a broker/
dealer's sales or trading system. One would expect that either of these departments could
reasonably ensure that a customer had met regulatory requirements. Another example
would be an automatic alert when a firm's bidding on government bonds approached
regulatory limits. Both of these controls are preventive and protect the firm by alerting
management before a regulatory breach has occurred.

Breaches of laws and regulations can be expensive for a company, but how a firm reacts
can be even more important. For example, consider the reaction of management at Daiwa
Bank, where Toshihide Iguchi executed in excess of $1.1 billion in unauthorized trades,
including the sale of more than $375 million in customer securities. After management
learned of the crimes, it tried to conceal evidence of the fraud rather than report them to
regulators. The firm made false entries into its books and records, removed records of the
crimes to the apartment of the New York branch manager, and filed a false report to the
Federal Reserve. When these activities were discovered, the firm was ejected and
prevented from doing business in the United States.

In my experience, a policy of openness with regulators, be they FDA, OSHA, FTC, or the
SEC, is the best way to address a business problem. This is not always easy, and certainly
not second nature. Basically, there is not much upside to a regulatory review, but the
downside can be the complete cessation of business. Additionally, regulators often come
across as defensive or uneducated regarding your business. It should be clear to any
intelligent manager that an outsider can never know his or her business as
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well as he or she does. Also, many government jobs are training grounds for the industries
they regulate. In that regard, they do not pay as well as the private sector, hence
experience high turnover. That does not make them unintelligent, and it would be a
mistake to treat them as such. Those regulators who do not move into the private sector
have long memories.

Firms that have a policy of openness and that regularly report even minor flaws without
delay build goodwill and trust with regulators. For example, a senior manager at a broker/
dealer opened the newspaper one day and found that the reported Street short position in
a security was less than the short position of his desk alone. Naturally, he recognized
something was wrong. The firm found a problem with its short position reporting process
and immediately reported it to the NASD, with an explanation of how the firm was going to
correct the problem. Given the reputation the firm had with the regulatory community, the
regulators saw it for what it was: a mistake, not an attempt at market manipulation. They
accepted the fix and the firm continued to conduct its business uninterrupted.

As you subject your business processes to a control assessment, it will be helpful to review
these control objectives. They will help you identify methods for dealing with gaps and
weaknesses. As an added tool, a list of controls sorted by generic activity, lever, and Smart
Links step is presented in Appendix D. We explore Smart Links further in Chapter 6.
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CHAPTER 6
Smart Links

We have all heard the saying that we are only as strong as our weakest link. This could not
be truer than when describing a control structure. Just as a chain that is reinforced with
higher-quality and thicker steel is stronger than one that uses inferior materials, a structure
with more robust and numerous controls will better defend a company than a thin one. No
single link is more important than the next. Twelve of the 13 steps may have deep
defenses, but the single weak link can be the one that leads to a terminal ending. With a
grounding in control levers and objectives, we are now ready to introduce Smart Links.

Smart Links is an essential, user-friendly flowchart designed to help managers think about
business processes, controls, and key performance indicators (KPIs). This template (see
Exhibit 6.1) treats each process as if it were a discrete business producing a "product"” or
"deliverable." The starting point for the exercise is to take all of the activities for which a
manager has decision rights and identify the products or deliverables to be produced.
Keeping that product or deliverable in mind, a manager simply needs to start answering the
questions under the Analysis section of the flowchart for every step or link. If an answer is
no to any question, a control is missing and needs to be identified and implemented.
Possible types of control objectives for a manager to consider will be provided in the
Common Actions section of the flowchart. (Refer to Appendix D to identify common controls
for that particular activity.) If a manager answers yes to any question, the proper control is
in place. For every step, the manager will later identify a key performance indicator that will
help him or her monitor the activity, which will be documented on a KPI matrix or report.
Management can use this checklist as a daily, weekly, or monthly reference tool to ensure
that all key performance indicators have been received and reviewed.
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EXHIBIT 6.1 SMART LINKS
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STEP 1: ESTABLISH BEHAVIORAL BOUNDARIES

The anchor link is one of the most important. Employees and managers at all levels must
have a common understanding of the company mission, vision, and shared values, and how
they relate to their specific tasks. Employees want to know what is expected of them.
Shared corporate values and job-specific procedures provide this feedback.

To obtain a common understanding, mission, vision, values, and procedures must be
connected in a coherent and understandable way. They should tell a story; a good one with
a happy ending that will energize the organization. The first chapter begins with the
mission. It communicates the organization's reason for being. Vision provides the imagery,
the picture of the desired end state and should help employees visualize the strategic
direction that will help them achieve the dream. Values establish boundaries around
methods and behavior deemed acceptable to obtain the vision and objective. Finally,
procedures describe, at a level each employee can relate to, how his or her efforts
contribute to the organization's mission. All this is tied together with performance
evaluations that ensure activities are directed toward company objectives. The role mission,
vision, values, procedures, and performance evaluations play in providing clear behavioral
boundaries and feedback is presented in Exhibit 6.2.

EXHIBIT 6.2 ESTABLISHING BEHAVIORAL BOUNDARIES

Image
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The story can be written at any level within the organization. While it is most commonly
told at a company level, not all organizations have bothered to write these chapters. Such
an omission will provide a manager the opportunity to create one. Even if the company has
its own mission, vision, and values statement, a manager can still write his or her own book.

A good example comes to us from the investment bank of Keefe, Buryette and Woods
(KBW). It has developed a reputation for excellence in the niche of financial services
company research. Whenever an institution wants to invest in the insurance, commercial
banking, investment banking, or asset management sectors, often its first step is to consult
the research published by KBW. However, the firm recently suffered a tremendous setback
when they lost a large number of their employees in the attack on the World Trade Center.
The company has provided for the families of those lost, and continues to take care of
those who survived the trauma of this experience. It has also, through Herculean effort,
largely rebuilt the franchise.

A large part of this rebuilding effort was to reconstruct and improve the technology
infrastructure of the enterprise. The firm recruited Linda Orlando to head this endeavor. In
Linda, they obtained not a prototypical techie, rather a seasoned and smart manager. Linda
recognized that she had inherited not only an uncertain systems platform, but also a fragile
and incomplete team. She needed to address both if she was going to be successful.

Linda knew the firm needed her to stabilize and protect its systems, but she also recognized
that the hard work of writing her management story was important. Consequently, she not
only began tackling the critical stability issues, she also made time to prepare a mission,
vision, and values statement to cement the IT foundation. She wanted her story to not only
reflect the culture of the firm, but also to convey an understanding that the firm needed a
strong technology function to be successful. Success would be realized when her
department was viewed as a strategic partner rather than just a back-office function. Each
team member needed to appreciate that the firm was counting on him or her to contribute
what he or she could to their common success. Her first draft was as follows:

Mission

Global Technology Operations (GTO) provides world-class service and management tools to
our customers via the integration of people, technology, and business systems.



Page 87

of customers, followed by the service they receive from her team. It is obvious that if an IT
employee puts him- or herself ahead of a client, he or she will have stepped out of bounds.
Such behavior not only dishonors the spirit of their shared values, but also places the
mission and strategy of the department in jeopardy. It is equally apparent that the team is
considered more valuable than any single individual, and that to mistreat any team member
would not be acceptable behavior.

Importantly, the department also has a role in protecting confidential information. It is
evident that failure to do so would damage the department and the firm. Linda also desires
to instill a culture of continuous improvement, something that has been lacking in the past.
This value will not be easy to implement, but she has given notice of her intent by
mentioning a commitment to best practices. Plans are already underway to provide training
that will introduce teamwork and customer service, as well as technical best practices to
back up these values.

Honesty and integrity are not only valued, but expected. Linda chose language to convey
that these traits are "core" to the department. She also wants to ensure that only qualified
people are hired. This may sound like something so obvious that it does not need to be
mentioned, but the department is shifting its focus from simply filling a role with an
acceptable candidate to identifying someone with "runway," or the ability to grow with the
firm. It is critical that this is frequently conveyed to the firm and that the positive impact is
understood. A different hiring pattern is about to emerge that will draw the attention of the
firm, and Linda will need to continually remind decision makers of the change and remarket
her vision to her public.

Linda now has a document that she can use to set and evaluate employee goals and
performance. Her mission, vision, and values will be effective only if employees embrace
them. Reinforcing these values in group meetings and through targeted training is critical to
success. But the most effective method for infusing these values is by including measurable
employee objectives that are aligned with shared values in the evaluation process. In this
way she will be able to differentiate between those who add to the firm's mission and those
who detract. She can then take appropriate action based on the results.

Linda recognizes that she is missing the final chapter of her story. None of her systems or
processes are documented. She has specifically requested and
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While well-designed systems will provide performance feedback and stimulate positive
change, the integrity of the data and the system must be sound. Data cannot be corrupted
or systems compromised, which could lead to an operational loss and customer
dissatisfaction. Statistics often cite that 80 percent of attacks on computer systems
originate from within the company. Strong access controls can provide the necessary
integrity. An evaluation of any system must encompass not only customer focus (the output
the system is designed to deliver), but also the soundness of the system. While most
attacks come from within a company, implementing system controls as a tool used solely
for punishment can be as dangerous as the system vulnerabilities themselves. Nearly all
employees will act honestly and appropriately, and may accidentally bump up against
control boundaries now and then. Overreacting to a single inadvertent boundary contact
may send a message to employees that initiative and creativity are not welcomed and may
limit operational improvements. Just because an employee attempts access to a restricted
level in a system does not mean it was for an illicit purpose. But it is important that
employees know what is acceptable, and gentle redirection of their efforts is important to
maintaining a strong control culture.

Those intent on disrupting or taking advantage of your systems will surface through their
own repeated pattern of probing and testing system boundaries. An alert manager will
recognize serial offenses and, when identified, take strong corrective action to redirect the
behavior of the employee toward company objectives, or else remove the employee to
protect the company culture. Publicly redirecting employee behavior is in itself a powerful
message to an organization. It communicates that the company is aware of boundary
probes and takes them seriously.

The process of delineating, assigning, and supervising access levels must be included in a
system assessment. For most applications, determining access is not a technology function,
rather a business function. This is because access controls are not designed to prevent
legitimate business from happening; instead, their function is to ensure the integrity of a
company's systems. Those who have a legitimate business purpose for accessing a system
module or application should be welcomed and encouraged to use all of the system's
attributes to achieve the best possible results. The business manager is best positioned to
determine who should have access, and the depth of that access.

At the investment banking firm ING Barings, technology and business owners are assigned
to each business system. Together they plan and prioritize-
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system and improvement upgrades. The technology owner makes certain that programmer
access is properly controlled, and the business manager takes responsibility for assigning
admission to system users. Admittance requests are approved by the appropriate system
owner and forwarded to Information Risk Management, which independently evaluates the
requests for any conflicting rights.

The needs of the business are, however, sometimes in conflict with good internal control.
To illustrate, let's listen in on a phone call between Jane, a risk manager, and Irene, the
manager of the wire room, regarding new access rights to Irene's employee:

Jane: Hi Irene, it's Jane.

Irene: Hi, what's up?

Jane: | received your request to assign John, whom | believe is your wire
room supervisor, the right to release wire payment instructions.

Irene: That's right.

Jane: Well, I notice that he already has wire creation capability, so he could
create and release a wire without anyone else involved in the process.
As you know, we like to see at least two sets of eyes—and ideally
three—review a payment request before it is executed.

Irene: | understand, but | need to delegate my supervisory responsibility to
John. I just do not have time to do it any longer, given the new wire
room installation project.

Jane: That's fine, but we should remove the wire creation capability.

Irene: But then there will be no backup for the clerk. We will have to hire a
new clerk just to provide backup. That just does not make any sense.

Jane: | agree that does not make sense. Why don't we remove John's
ability to create a wire? And if the clerk is absent, | can temporarily
reinstate his capability. You could then perform the supervisory
function in a backup capacity to John.

Irene: | guess that works. Alright, restrict the wire creation module.

Jane: Done. I'll see you at the operation's manager meeting this afternoon.
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As we learned earlier, the creation of the transfer should be segregated from the approval
and release of the wire payment. Normally, a clerk would prepare the wire instructions and
a supervisor would release it for processing. When these processes are not segregated, a
good risk manager will challenge the assignments. In our example, Jane not only
challenged access rights, but also helped design a solution. Additional responsibilities of an
information risk manager include monitoring unauthorized access attempts and reporting
them to the appropriate system owner. They also coordinate a quarterly review of access
levels with system owners to guarantee that access levels are current.

Technology management will generally address the operational risk of internal
programmers and outside technology consultants through a rigorous change control
program. Change control procedures make certain that all software upgrades or changes to
code are properly tested in a environment that is separate from, but identical to, the live
production environment. The code is only moved into production after both the technology
and business owners sign off that they are satisfied as to the level of testing and readiness
of the change.

Legacy systems, those systems put into service several years ago, can raise unique control
issues. A former client of mine, a financial institution located in midtown Manhattan, has a
proprietary client tracking system written and maintained by a single programmer. The
system maintains customer information such as addresses and phone numbers. It preserves
a log of client contacts, regardless of which salesperson makes the contact, so the firm
does not trip over itself trying to oversell. It also tracks buy and sell recommendations, and
has functionality to help salespeople mail research to the client list. Both the architecture
and the programming language are archaic, but the system works and the salespeople like
it. They do not want to take time to learn another system no matter what bells and whistles
it may have. They also like the fact that they can request changes to the program and have
them implemented immediately by the programmer.

Despite user satisfaction with the system, management is taking on massive risk, which
they are only now beginning to understand. The archaic infrastructure of this system is
already visible, as it is straining to meet current demand. Additional growth without
addressing the platform could render it useless. It is also likely that the vendor providing
the programming tools used to maintain the system will soon decline further support of this
product due to its age. Furthermore, there is no change control
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process in place; rather, all changes are made directly to live production. Mistakes made in

production could bring down the system. Finally, there is no documentation for this system

or related processes. If an angry programmer went in and deleted the program, it would be
permanently lost.

No programmer should have unfettered access to production unless an emergency situation
exists. Furthermore, any changes to a computer program should be performed and tested
on a standalone test server before implementation. In such an environment, code can be
checked for security flaws before it is installed. Once tested, implementation can be safely
approved by appropriate technology management.

Sometimes, systems require emergency service in production, and in these rare instances, a
password lockbox procedure can be effective. Under such a system, the programmer can
approach the data system manager, who keeps one half of a password to attain access to
the system; the programmer possesses the other half. At the request of the senior
technology management, the data center supervisor can release the password so that the
programmer can access the system at detailed levels. Senior technology management can
then audit the work performed in production and ensure the integrity of the systems. The
data center manager changes the password after each use and places it back in the lockbox.

The importance of change control is illustrated by the alleged rigging of a bet placed at the
2002 Breeders' Cup, one of the nation's great horse racing events. In a con reminiscent of
the classic movie The Sting, with Paul Newman and Robert Redford, a modern-day Newman
character, a "rogue software engineer," exploited a weakness in a wagering program to
change bets subsequent to the race. Working with his former college fraternity brothers,
the team would bet pick six tickets, which required that the holder pick the winning horse in
six straight races. As a matter of procedure, betting information was not immediately
processed; rather, it was compiled until after the fifth race and then transmitted to a
processing center. The software engineer allegedly changed the bets of his college
fraternity brothers to ensure they had the winners of the first five races. The ticket holders
then picked every horse in the field for the final race to guarantee a payoff. The payoff on
this day was in excess of $3 million, which initially drew the attention of authorities; then
the unusual nature of the bet ensured an investigation. If not for the large payoff, one
wonders whether the fraud would have been detected by existing controls or, for that
matter, investigated at all. We do have some insight into this question
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as it was discovered that two previous bets were placed that went undiscovered. The first
bet paid $1,152, and the second $104, 560. Neither was so large or unique as to raise
suspicion. Only the large and illogical bet called attention to the alleged fraud. A well-
designed change control testing program will identify "rogue code" and prevent potential
losses such as this before a bet is placed. Under such a program, no changes can be made
to an active system without testing on a separate test server. And, then, the migration of
new code into production is closely supervised. If changes are made to production on an
emergency basis, the review of code changes should be signed off by a supervisor
knowledgeable about the code of the system.

While most system attacks originate from within a company, the trend is changing. The
Computer Security Institute and the Federal Bureau of Investigation's Annual Computer
Crime and Security Survey found that 70 percent of companies cited their Internet
connections as a frequent point of attack in 2001. Protecting an organization's systems from
outside incursions is primarily the responsibility of the chief technology officer. The
information technology department is best positioned to know the methods hackers use to
infiltrate a company's network and how to protect the firm from outside threats.

At a minimum, all managers should evaluate the systems used to produce their product or
deliverable, identified in Smart Link Step 1, and discuss with their technology partner what
they can do to protect their systems from inside and outside threats. A major priority for all
managers is to evaluate access rights for each system to guarantee proper segregation of
duties, such as the wire transfer process we studied earlier, as well as business purpose (is
there a need for this employee to have this level of access?). As we learned earlier, the
information risk manager can be good resource to help with this analysis. If your company
does not have a risk manager, system auditors and technology consultants can also be
useful resources for analyzing admission capabilities. Closing system accessibility gaps can
occur quickly and significantly improve the integrity of the process.

STEP 5: WHAT'S IT REALLY WORTH?

Undetected product defects can generate large operational losses. Solid quality-assurance
procedures will continually test your products to make certain that they meet customer
standards. Implementing Six Sigma procedures in a
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process can help identify and eliminate product defects. The Six Sigma framework uses
data and statistical analysis to measure performance. It refers to the targeted results, which
is 3.4 defects per 1 million opportunities. Regardless of the process employed, testing
procedures should be frequent enough to ensure that bad product can be identified prior to
shipment to the customer. Infrequent or tardy testing can result in lost productivity, product
liability, and damage to a company's reputation.

In June and July 2002, Con Agra announced the recall of more than 19 million pounds of
beef products contaminated with the E coli bacterium. The beef was produced in the
Greeley, Colorado, plant from April 12, 2002, through July 11, 2002. For 34 production days
over a three-month period, the plant produced defective product without detection. The
Centers for Disease Control (CDC) documented multiple cases of illness connected to the
recalled beef. While the Department of Agriculture regularly inspects plants for safety, a
proper testing program for E coli would have identified the contamination sooner and
prevented one of the largest recalls in history. Preventive measures also would have
protected a number of people from getting sick. Plant management should have insisted on
receiving frequent and timely testing reports. Effective reporting would have communicated
the quality of the product produced. If applied correctly, testing procedures could have
prevented the additional production of millions of pounds of contaminated beef. Quality
assurance procedures are not always easy or inexpensive to introduce, but compared to the
damage done to the reputation of a company, the litigation, and the costs of a recall,
testing is cheap. If they are effectively implemented, they can lead to immediate
improvement in productivity and cost savings.

Quality assurance procedures are not only applicable to goods; service and information
deliverables should also go through this process to guarantee that the service or
information provided to a client meets expectations. Such procedures might include a
supervisory review of a report to be delivered to a client, or the corroboration of
information contained in the work product to a second source. Independent inspections and
consumer satisfaction surveys are among other quality-control tools that can be utilized to
evaluate the effectiveness of a service after it has been performed.

Periodic revaluation and counting of inventory and other assets will detect whether any are
missing, as well as whether there has been impairment of values that should be disclosed
to executive management, the board of directors, and investors. How often they should be
appraised is a
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matter of judgment, but as a general rule, the more liquid or marketable the asset, the
more often it should be revalued and counted, as illustrated in Exhibit 6.3. Prices for liquid
assets, such as foreign currency and securities, can rise and fall in value very quickly;
therefore, they should be priced more frequently than real estate or other illiquid
possessions.

EXHIBIT 6.3 ASSET VALUATION AND VALIDATION FREQUENCY TO LIQUIDITY
RELATIONSHIP

Image

The valuation of holdings can cut both ways. If a company does not write down impaired
assets, stock values may be artificially high based on those values. If a company does write
them down, only to sell them later for full price, margin and profits will be artificially
boosted. Obviously, there is plenty of room for manipulation.

Gateway, Inc., the computer manufacturer known for shipping its product in printed boxes
resembling the hide of a cow, recently settled a lawsuit for more than $10 million. The
complaint alleged that Gateway failed to write down impaired assets in a timely manner.
When the company eventually revealed its plans to take a $200 million charge, the stock
was devastated. Within minutes, billions of dollars in market capitalization were lost.
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Another technology giant, Cisco Systems, recently reported taking a $2.5 billion charge
against the value of its inventory. To put this in perspective, it is nearly equal to the cost of
goods sold for an entire quarter. Some Wall Street analysts question whether Cisco's assets
were really impaired, that perhaps the company was simply positioning itself to boost
margins at a later date.

If I were a director of Cisco, | would be interested to know how the impairment was
identified and which process was used to value the inventory. To ensure that asset values
are properly recorded, the valuation of the assets should be performed by someone
independent of the custody and approval functions. An outside valuation firm would be the
most desirable; conversely, a rough calculation by the CFO would be the least desirable.
Certain questions need to be answered, including: How much of the impaired inventory was
sold in the last month? What is the trend and does it support the impaired value? Good
performance indicators such as these would ensure that reported valuations seem
reasonable. Finally, the decision to value the inventory should happen at regular intervals,
and the decision to take a large write-off should relate to the fall in the prices of the assets
since the last valuation.

Financial institutions often have trouble with pricing their inventory. The same principles
that apply to technology and other segments of the economy also apply here. Poor
segregation has led to traders and managers manipulating the valuation of their
investments and securities to prevent losses that might impact their compensation. Earlier,
| related many cases where traders managed to overstate assets and related profits. These
included NatWest's Papoulis ($100 million), Sumitomo's Hamanaka ($1.8 billion.), Kidder's
Joe Jett ($350 million), Plains All American's James Stewart ($162 million), Barings Nick
Leeson ($1.2 billion), and Allfirst's John Rusak ($750 million).

While | was employed there, the international investment banking giant Goldman Sachs
implemented a monthly valuation process to price its corporate bond portfolios. These
procedures ensured that no single individual could set an artificial price. A program would
receive pricing data from several sources and match them to the firm's securities. Where at
least two prices were materially close, one of the sources would be used. For instance, if
Reuters reported a price of a bond at 104 7/8, and Bloomberg quoted the same bond at
104 3/4, then the market values might be deemed close enough and the most conservative
value would be used. If the prices were materially different, or there was only one or no
price



Page 104

guoted, then the market would be deemed too illiquid to produce solid price discovery. In
such a case, a pricing committee consisting of senior management would determine a price.
This process brought more objectivity into the valuation process and a large measure of
control.

The frequency at which assets should be counted is also a matter of judgment. It is harder
to conduct a major fraud moving hard assets, but it can and has been done. In fact, the
once venerable Arthur Andersen, recently undone by fraud and corporate scandal, initially
made its name by paying attention to details and uncovering theft of hard assets. A story
recently retold in the Chicago Tribune, describes how, in 1969, a young Andersen auditor
was sent to certify the inventory of a million bricks. He counted the pallets over and over
again, but kept coming up 100,000 bricks short. The angry factory owner refused to believe
the young auditor and told him to count the bricks once again. Again, the count was
900,000. The factory owner finally investigated and determined that the plant manager had
been taking bricks out of the back gate after hours. Performed competently, independent
verification is an extremely effective method of validating assets.

In order to establish the basis for counting and validating hard assets, a good tracking
system must be in place and operating effectively. If there is no effective basis, then you
can count all you want, but there is nothing to validate the count against. In the case of the
brickyard, the factory owner knew that there should have been 1 million bricks. This
information set the baseline for the auditor's count.

To illustrate further, the General Accounting Office (GAO), the auditing arm of Congress,
recently reported that the Pentagon's system for tracking protective biochemical gear is
flawed. Nearly 1.5 million sets of trousers, jackets, gloves, and boots specially designed to
protect against biohazards have been issued and cannot be completely accounted for. As
the United States faces an increasing number of hostile countries suspected of harboring
weapons of mass destruction, it might be a good idea to determine which items can be
accounted for, which soldiers have the gear, and where they are located. In this case, it is
not just a matter of money; lives are on the line.

There are a number of factors to consider when determining a count schedule for assets.
These include liquidity, whether the asset is fungible, scarcity, size, mobility, value, and
regulatory requirements. Product inventory should be taken at least once a year. Auditors
will likely call for a real
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estate investment trust (REIT) to value its real estate holdings annually. Regulations
demand quarterly security counts for brokers/dealers. Given the mobility of trucks, earth-
moving equipment, trailers, and the like, these items should be counted after every
construction project.

While unlikely to be material to all but the smallest public companies, the issuance of
corporate assets to employees should also be periodically validated. At specific intervals,
each employee should attest that he or she does have a laptop, pager, cell phone, and so
on, in order to corroborate that the records are accurate and that the assets have not been
misappropriated.

STEP 6: GROWTH BUSTERS!

Many of the companies making headlines today have experienced years of incredible
growth. Enron, Tyco, and WorldCom all entered into new businesses or acquired entire
companies to help fuel their expansion. Growth, by itself, is a key indicator of success, and
it had turned these companies into "Wall Street darlings.” But business expansion can also
cover up a number of sins. Serious control issues can surface if a company is ill-prepared to
manage escalation of the business and its implications. A company must solicit feedback
from its managers and employees regarding its ability to handle planned growth. Key
indicators regarding a company's preparedness include capacity utilization and throughput
thresholds (the physical limits of machines and other capital assets employed); employee
training, overtime capacity and morale; and the ability to acquire resources needed to meet
increased demand. Expansion places stress on an organization's culture, processes, and
resources. If the company finds itself unable to meet customer commitments, its reputation
will be damaged, and operational losses could result.

Not all businesses will grow, however; it may be the strategy of an organization to simply
maintain operations in order to funnel resources to other areas with brighter prospects.
Once the strategy is known, a good planning process will gather cross-functional teams to
prepare detailed plans to execute the strategy. If growth is a strategic aim, each process
supporting the business must be evaluated to determine whether it can still meet corporate
objectives at a higher operating level. The current manufacturing capacity of the plant and
the availability of trained labor and components are some of the issues to consider. What
will be the impact of growth on customer delivery times, product quality, employee morale,
cost
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structure, other important internal projects or initiatives, and the suppliers? These types of
guestions need to be asked and answered. Once any adjustments are made, feedback
regarding how well the organization is responding will be required so that improvements
can be made. This will take the form of key performance indicators that are most relevant
to each individual business. For example, the number of employees satisfactorily completing
a training program may be a key metric if management believes that not having enough
well-trained employees could be the company's greatest vulnerability. Or product defect
percentage may be a key metric if management perceives that higher volume could put a
strain on existing manufacturing processes. At higher volumes, machines wear faster, need
more maintenance and calibration, and can result in higher defect levels and lower
productivity per unit of product. Regardless of the indicator, a planned and measured
strategy can lead to sustainable growth. As with a car, a "pedal to the metal" growth
strategy can blow the engine or end in a speed-induced disaster. Good managers identify
such problems before they occur or as they are occurring so that the organization can
adjust and survive to compete another day.

Take Lincoln Electric, long one of the premier manufacturers of arc-welding products in the
world. Lincoln got that way by being a pioneer in combining a bonus system with
piecework. In a piecework compensation system, employees are paid based on the number
of units they produce rather than the number of hours they work. At the end of the year,
bonuses earned were given to each employee "based on four criteria: quantity of work,
guality of work, dependability, and cooperation."1 This system made Lincoln an efficient
and fierce competitor whose employees earned among the highest remuneration in the
world. In the late 1980s, Lincoln went on an extensive globalization program. Over a five-
year period, the company expanded into Japan, Venezuela, Brazil, Germany, Norway, the
United Kingdom, the Netherlands, Spain, and Mexico. In certain countries, such as
Germany, the company bought existing businesses, and in others, such as Japan, it built
new plants.

Prior to this expansion, Lincoln had little experience manufacturing and competing in
foreign countries, and the pace of the international development effort left little room for
determining what was working and what was not. By 1992, the company was in serious
trouble. Its U.S. operations were still performing well, but the foreign operations were
performing so poorly, they threatened the survival of the company. The primary problem
was that
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STEP 9: CASH IS THE SAME AS MONEY

The cash receipts process is particularly vulnerable to manipulation and fraud. Depending
on the type of business, it can also be one of the easiest to control. As the widespread use
of credit cards, debit cards, and the establishment of bank lockboxes takes hold, it becomes
increasingly likely that all customer payments will be received directly into corporate
accounts at financial institutions. Since such payments are never received by a company
employee, the custody function has been effectively segregated from recording and
authorization functions.

Alternative and backup procedures can be implemented, but if payment is received directly
into the company, whoever opens the mail will have access to the receipts and will
effectively control the recording process. It will be up to them to log the checks and make
sure they are prepared for deposit. For instance, if checks are received directly into the
company, one preventive control would be to have two people present at the time the mail
Is opened. One can open the mail, stamp checks "For Deposit Only" together with the name
of the company, and then communicate to the other employee the customer name, invoice
number, and payment amount so that it can be recorded by the employee for processing in
company systems. The person who opens the mail can then prepare the deposit. Someone
completely separate from this process should be responsible for reconciling the account.
This will provide a detective control if a payment is not deposited.

These procedures are most certainly not appropriate for retail businesses where
transactions are primarily consummated with cash. For these organizations, strong
reconciliation controls must be implemented. A clerk not associated with sales should
compare cash register balances to sales and, eventually, to bank statements. The risk still
exists that an employee will omit a transaction entirely from the register. Alternative
controls, such as offering customers half off if they do not get a receipt, surveillance
cameras, or regular merchandise counts, can mitigate this risk. The movement of money
also increases the risk of loss for retail establishments. Regular deposits should be prepared
and made by someone other than the reconciliation clerk. An employee can also be bonded
or insured, which lowers the potential impact a theft can have on a small- or medium-sized
business. | was made aware of an instance where a successful restaurant was forced into
bankruptcy when the manager stole several weeks' worth of receipts
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from a safe to which the owner had given him access. Had the owner bonded the manager
or verified that deposits were made daily, it is likely that he would have remained in
business.

STEP 10: WHERE DID IT GO? HOW DO YOU KNOW?

The reconciliation of bank accounts, company assets, and customer accounts is a control
linchpin. In my experience, many operational control breaks are first identified at this stage.
The control is, however, effective only if it's done by a capable individual independent from
the rest of the process. For instance, a comparison of bank and company records should be
performed by someone who cannot authorize a payment from the account, does not post
purchases or sales, and does not have access to wire systems, check stock, or a debit card
for the account in question. Complete independence ensures the integrity of the process.
Differences can be passed on to others for investigation, but the items should be tracked,
the time the item remains open monitored, and the solution signed off by the person who
identified them. Correcting entries should also be approved by a finance supervisor who
does not have recording capability.

Customer statements can also be a critical validation tool if the company controls customer
assets. Once again, financial services firms, whether they are in the brokerage, banking, or
investment management business, have a fiduciary responsibility for assets entrusted to
them. Frequent customer transaction confirmations and monthly statements will ensure that
independent but interested parties had the opportunity to identify problems with an
individual's account. But this process can only work if the statements are prepared
(recording function) and mailed out by someone other than the manager who controls the
assets (custody function).

As an example, Frank Gruttadauria, an employee of S.G. Cowen, and later Lehman
Brothers, was convicted of securities fraud, mail fraud, and identity theft for bilking his
clients out of more than $50 million. According to the charges, for over a decade, Mr.
Gruttadauria sent out false statements and shifted money among accounts to cover up the
$50 million in losses. Had the statements been prepared independent of sales and trading,
as is standard procedure at many brokerage firms, the losses and movements of funds
would have been properly reported to customers, and the fraud could not have been
perpetrated for so long.
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STEP 11: TAKE YOUR TEMPERATURE OFTEN

Frequent feedback is a component of any closed system, and is a determinant of natural
selection and survival. Without learning, an organism has no opportunity to adjust to ever-
changing threats to its survival. For many generations, the Bighorn sheep in the wilderness
areas of Idaho had not received visual information that Man was a threat; for years,
hunting was not allowed and the Bighorn felt comfortable enough to walk within a couple of
feet of any visitor. This was exciting to those participating in rafting trips in the wilderness
areas along the Salmon River. Tourists would marvel at how close they could get to the
sheep, and would leave food for them. Thus, Bighorns were not only unafraid of people,
but regarded them as a food source. However, for the past several years, due to the
increased herd population, the State of Idaho has allowed a limited hunt. Henceforth, to
ensure their survival, it will be critical for the Bighorn sheep to begin to see Man as a
threat. As they process the feedback that humans can be hunters, thus dangerous, they will
respond in more appropriate—that is, cautious—ways.

Likewise, feedback is important for the continual enhancement and survival of an
enterprise. Information is a tool that enables managers to monitor key processes, identify
problems, analyze trends, and measure process improvement. Great companies understand
that they can only manage what can be measured. The reporting of these key metrics can
take different forms, and may be a series of reports rather than a single tool.

Regardless of the source, feedback from key indicators should meet corporate objectives.
Too much information can create "noise" and cloud the picture. Apparel retailers that are
able to quickly identify and react to customer buying trends can create a competitive
advantage. Wal-Mart Stores, for one, has identified buying trends as a key indicator. The
company responds to changes in consumer behavior in real time. The retailer uses an
active data warehousing system to immediately adjust inventory to buyer habits.

Learning systems can also provide information to a company's vendors. Manufacturers are
increasingly turning to sole suppliers that monitor component usage and automatically
replenish inventories. Now, even products "learn.” | have a neighbor who races sailboats.
His boat was recently equipped with an on-board computer that is capable of calculating
the most efficient method of sailing between two points based on wind
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strength, direction, and ocean currents. The boat is even capable of steering itself and
avoiding known threats. As impressive as this is, | noticed during the outing that the
autopilot often overadjusted, jerking the boat side to side when changing direction. |
learned that the computer was still getting to "know the boat" and that its handling would
smooth out over time. Sure enough, the next time | sailed on the boat, the autopilot made
adjustments smoothly and accurately. One can envision a day when such a computer could
eliminate mistakes, repair itself, and adjust easily to new threats.

The most comprehensive management information tool in use today is the Balanced
Scorecard, which, as explained in the book of the same name by Robert Kaplan and David
Norton, retains the traditional financial measures of past performance and complements
them with drivers of future performance such as Wal-Mart's buying trends. This concept of
historical versus future performance drivers is an important distinction. Most financial
information only tells you where you've been, not where you are going. Take an
independent refiner as an example. You may look at its financial statements for the past
year and determine that this is an awful business. Oil prices are high and competition for
refined products intense, squeezing margins and resulting in losses. But if you also know
that the industry is running at 98 percent stated capacity, that no new refineries can be
profitably built due to environmental requirements, and that demand is expected to
increase markedly over the next few years, your view of this business changes. A manager
might want to embark on a strategy that calls for investment in existing assets that could
increase refined output to meet the anticipated high-margin demand, despite current losses.

The Balanced Scorecard institutionalizes key information needed to navigate your business.
It links financial, customer, internal process, learning, and growth objectives to the
corporate strategy. Resources are allocated and progress monitored to make sure that the
enterprise is headed in the direction intended. Whether you formalize your processes with a
Balanced Scorecard or utilize other methods that tie your organizational strategy to
performance, good management information will report not only the current health of your
organization, but also its capability to make strides toward corporate objectives. Indicators
such as capacity utilization, employee satisfaction and retention, and market share can
provide needed insight into the capability of the organization to grow. Being prepared for
growth is an important control in itself. Many companies run into operational problems
associated with expansion that can impact their customers and the
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reputation of the companies themselves. Clearly, if an enterprise is running near capacity,
has high employee turnover, and the auditors have concerns about the strength of process
boundaries, the objective of the enterprise should not be growth. More appropriate
objectives might be to add capacity, investigate why employees are leaving and address
their issues, and work to improve process controls. Once these objectives are met, then
expansion can be a worthwhile and attainable goal.

Soliciting, assimilating, and acting on feedback is an art. As such, it can be misunderstood
or rejected if it does not fit the manager's view of the operating environment. If a
manager's antennae are not tuned to identify red flags, no amount of management
information will help improve the operations of a company. Take the discovery in February
2001 of a reactor vessel in a nuclear power plant that was so severely corroded that it was
in danger of bursting. The operators and safety inspectors of the Toledo, Ohio, reactor
registered shock, but in fact there had been clues to the plant's condition dating back to
1988. A former Nuclear Regulatory Commission inspector had been hired by the company
to write a report on maintenance procedures at the plant. In his analysis, he identified
management's poor relations with the craft workers as a barrier to their full understanding
of the condition of the plant. Rather than assimilating this information and taking corrective
action, management ordered the inspector to change his report. The inspector, quite
appropriately, quit instead.

As a result, nothing was done for years, until the near-disastrous condition was identified.
The discovery was made after corrosion had spread to a ventilation duct observable in plain
sight. The Nuclear Regulatory Commission is now examining the management structure and
culture at the plant. Management has responded with communication workshops and
facilitators to improve the company culture. Unfortunately, it took a chemical eating
through 70 pounds of steel and bringing the plant to the brink of a catastrophic loss to
bring about this change, thus putting a community and industry at risk for over a decade.

The management information step is designed to make managers think about what they
need to monitor and to identify, analyze, and measure problems, trends, organizational
strength, and capability. The health of the control structure is a piece of the puzzle. For
every control identified in each step, a manager should search for corresponding indicators
that describe its health. A feedback loop should be created where none currently exists. For
instance, a manager may ask a back-office clerk to independently price



Page 121

trader positions in order to make certain that there is no potential to hide losses. How
would he or she understand how well this control was working? Since only the most liquid
markets will experience perfect price discovery, there is likely to be some differences
between the trader's price and the independent verification. A manager could ask for a
report that summarizes the number of positions, gross pricing differences, and the
estimated value of illiquid or unpriced inventory. A spike in any of these might alert a
manager to a problem either with the control methodology or with an employee's activities.
The frequency of the feedback is subjective and will depend on how the indicator is
produced and used. Customer complaints and percentage of product defects may be
produced daily or weekly; capacity utilization, monthly; and attempted security breaches on
an exception basis as they occur.

Managers earn their keep by using their judgment to make key decisions regarding which
metrics are important and how often they need to see them. Healthy organizations get to
choose how to take their temperature, just as healthy people can choose to use oral or otic
measures. Medical professionals may force an unpleasant third method on the sick.
Likewise, unhealthy companies have this decision made for them by regulators, creditors,
and other unfriendly forces. The manner by which they take the temperature of the
organization may be more than a little uncomfortable.

STEP 12: SPEAKING OUT LOUD TO A CROWD

As a complement to Step 11, which introduced the concept of feedback to management,
this step considers the issues of the organization providing information to investors,
regulators, and other outside parties. Investors expect feedback in return for their purchase
of company stock. Regulators are charged by the public with ensuring that companies
adhere to the rules, laws, and morés of our nation. They expect management to give
proper information to help them gauge compliance. Much attention has been focused on
these issues of late due to poor financial reporting and disclosure practices at some of the
world's largest companies.

Recent experience has revealed the kind of damage that can occur to a company's
reputation due to a lapse in presentation and disclosure controls. This kind of risk is usually
borne by the CFO of an organization, therefore, most managers will not have decision rights
regarding it. That said, though, this step may not apply to those managers who do not
oversee any



Page 122

processes for which information is captured for financial reporting. Due to the current focus
on this subject, however, all managers should be cognizant of the "red flags" of financial
reporting. If you do have decision rights that will have an impact on the financial
statements, you must implement controls to ensure you are complying with company
policy. This would normally include an independent review of information being provided to
ensure it fully complies with the firm's finance guidelines, regulatory requirements, and
generally accepted accounting principles. In short, the information you pass on must be
accurate and compliant with the company's accounting policies. Step 12: Speaking Out
Loud to a Crowd will help you determine whether your company's accounting policies are
conservative or aggressive. In Chapter 7, we will also focus on some additional tools for

assessing financial reporting processes controls.

If you are a CEO or a member of the Audit Committee of the Board of Directors, this section
of Control Smart is perhaps the most timely and important to you. The oversight function of
CEOs and boards of directors makes it imperative to take immediate steps to ensure that
financial statements filed with the SEC, other regulators, or banks, or otherwise
disseminated to the public are materially accurate and that the accounting principles behind
them are sound. Simply relying on the CFO is no longer sufficient. Auditors can provide
some comfort, but the number of recent material presentation and disclosure errors
overlooked by auditors would lead a rational CEO or audit committee to take additional
precautions. Simply doing a one-off review to certify financials with the SEC is not enough.
Controls need to be implemented at the CEO and board level to ensure that proper
accounting practices, financial reporting, and disclosure continue beyond the current crisis.
The National Association of Corporate Directors (NACD) Blue Ribbon Commission on Risk
Oversight has said that active risk management should be a primary concern of both
management and directors: "Directors should help management develop policies addressing
risk, bringing new perspectives and ideas to the debate over what specific risks the
company faces, and what the company should do about them."4 Accordingly, the most
effective control tool can be a board culture of open and uninhibited challenge of an
organization's financial policies.

Certainly, the number of potential presentation errors and disclosure omissions are
numerous, but there are patterns that CEOs and audit committee members can look for to
help them identify where they must further
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dig into the organization's accounting policies. H. David Sherman and S. David Young in
their article "Tread Lightly through These Accounting Minefields,” published in the Harvard
Business Review,5 and Charles W. Mulford and Eugene Comiskey in their book, The

Financial Numbers Game: Detecting Creative Accounting Practices,6 have identified many of
these red flags for us:

e Aggressive revenue recognition policies
e Frequent nonrecurring charges or reversal of charges

e Frequent changes in accounting policies regarding bad debt reserves, depreciation, and
amortization expenses or comprehensive income

e Related party transactions

e Complex products or strategies few company managers understand

To these red flags, | add three more:

e Unsupported topside entries affecting income

e Underfunded defined benefit plans

e Management compensation that is seriously out of line with company performance

The flags may not be readily apparent and may take some digging to unearth, but it is
incumbent upon directors to ask tough questions to uncover poor and improper practices.
Asking tough questions is not an act of disloyalty; rather, doing so can lead to a healthy
dialogue based on trust and candor. Complicating the effort, however, is that the
interaction between a board and executive management is generally a formal affair with
guarded communications. Yale School of Management Associate Dean for Executive
Programs, Jeffery Sonnenfeld, in his article titled "What Makes Great Boards Great," makes
the case that too much effort is spent on "tightening procedural rules for boards."7 He
argues that highly effective boards foster a culture of respect, trust, and candor, "challenge
one another and engage directly with senior management."8 Executives will often go to
great lengths to ensure they do not say anything controversial at board meetings that might
invite meddling. Indeed, corporate governance expert Ira Millstein has pointed to
boards'lack of information about the corporation's business and...risks"9 as one of the
most important inadequacies leading to the current crises. A healthier model is the timely
sharing of important information with the board. The CEO needs to trust his or
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her board, and the board should adopt the Reaganesque policy of "trust but verify.” This
process will include challenging the financial policies of the company. This has not been a
widespread practice, and many CEOs and boards are not sure how or where to begin. As an
aid in this regard, the following subsections provide some helpful questions and examples
for managers to consider concerning each of these high-risk activities.

Aggressive Revenue Recognition

Are revenues matched to expenses and free of any contingencies? The answer was no for
the sales of fiber optics and other services at Qwest Communications. Qwest recently stated
that it incorrectly accounted for more than $1.1 billion in transactions between 1999 and
2001. Revenues were contingent on the purchase of capacity or future services, but they
were improperly booked as earned. Unify Corporation went even further when, in 2000, it
boosted revenue by loaning money to customers, who then bought Unify products with no
reasonable expectation that they would ever repay the company. A $15 million profit was
restated as a $7 million loss.

A board member cannot be too careful in asking pointed questions of the company's
managers and auditors. Understanding when revenues are recognized is the first step to
understanding the quality of the revenue stream. Revenues that are booked after the
customer has received and accepted the product or service without any further
performance requirement or contingency are of the highest quality. Discussing the
methodology and detailed results of sales-confirmation testing with the auditors is not out
of line; rather, it is prudent. Inquiring of management whether there are loans to customers
or asset-swap agreements is not meddlesome; rather, it communicates to management that
the board is serious about proper financial disclosures. Asking a CFO or an auditor whether
there are more conservative revenue-recognition methodologies and how they would
impact results is not being overbearing; rather, it is exhibiting good governance on behalf
of the shareholders.

If a company is not using conservative revenue-recognition policies, a director must ask
why. The most common defense is that everyone in the industry applies the same
methodology. As the recent disclosures at Qwest, WorldCom, and Global Crossing illustrate,
this defense is not good enough. "Everybody else does it" is an excuse you expect to hear
from your teenager,
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not a CFO. The revenue policy applied must have a sound business rationale, one that is
easily understood by senior management and directors.

Nonrecurring Charges

Companies are continually making provisions for costs, to be realized in the future, even if
they are not sure exactly how much they will be. Merger costs, product returns, lawsuits,
obsolete inventory, and bad loans all are expenses that usually give rise to reserves, or
nonrecurring, charges. The Center for Business Innovation reports that the number of S&P
500 firms declaring special losses has grown from 68 in 1982 to 233 in 2000. In other
words, 47 percent of the S&P 500 had nonrecurring charges. The Center for Business
Innovation also found that, over time, those companies that did not declare special items or
took minor charges performed better than those that did—even if you ignore nonrecurring
charges so that companies declaring special items would not be penalized.

But there are many legitimate one-off provisions due to acts of nature, mergers, and asset
sales, so how does a director or CEO identify the misuse of this accounting method to hide
underlying weaknesses in operating results? One clue is when a company regularly takes a
reversal of a reserve, such as reorganization expenses, back into operating income. This
type of activity creates inflation in reported results. In 1999, the SEC sued W.R. Grace for
fraud when the company failed to properly classify a reversal of reserves. To prevent this
type of regulatory action, directors should ask probing questions of the CFO and auditors
regarding the existence, validity, classification, and disclosure of provisions. Questions
might include:

e Why is the charge nonrecurring and not a part of normal operating income?
e How was the amount of the charge determined, and how accurate is it?

e What is the likelihood that all or a portion of the charge will not be utilized?
e What will be disclosed about the charge in the financial statements?

Investigate further confusing or hesitant answers to these questions. Document responses
and have them on hand for future meetings. If non-recurring charges are reversed at a
later date, solicit and challenge detailed explanations regarding this occurrence.
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Changes to Reserve, Depreciation, Amortization, or Comprehensive Income
Policy

Does a company regularly change its accounting policy for bad debt reserves, depreciation
and amortization expenses, or components of comprehensive income? Frequent changes in
accounting guidance can also mask manipulation of the numbers. One of the "poster
children” for bad accounting, WorldCom, recently reported another $3.3 billion in bogus
profits, using various techniques, including the reversal of bad debts into income.

It is to be expected that the dollar amount of reserves will change with the business
climate, but the methodology should not. If an increase in sales results in an increase in
accounts receivable, then a corresponding and proportional increase in reserves and bad
debt expenses would be expected. If there does not seem to be a direct correlation,
directors should challenge the consistency of the reserve calculation. Likewise, capitalized
costs should not increase at a rate greater than revenue over time (there may be a lag in
related revenue until after capitalized projects are completed). Directors should question
capitalization techniques that appear aggressive.

The waste management industry in particular has been known for aggressive capitalization
and amortization policies. In 1989 and 1990, Chambers Development Company, Inc.,
capitalized significant amounts of landfill development costs based on targeted profit
margins. This practice allowed the company to report profits when revised accounting
provided by the SEC showed a loss. Another company, Waste Management, Inc.,
depreciated its fixed assets over too long of a life. This, combined with other accounting
adjustments, resulted in a $3.5 billion charge in 1998. Expensing rather than capitalizing
operational costs is the more conservative approach leading to higher-quality earnings.
Generally, any change in methodology should be justified by long-term trends, not short-
term needs. Anything less would lead one to believe that the financial statements are being
managed and do not fairly reflect the company's operations.

Related-Party Transactions

Does the company enter into related-party transactions? Adelphia Communications did. Not
only did the Rigas family allegedly borrow more than $3 billion using company assets,
Adelphia created a Rigas-run investment firm, helped purchase the Buffalo Sabres hockey
team, and built a golf
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course on Rigas-owned land. To compound matters, the Rigas debt was not presented or
disclosed in Adelphia’'s financial statements. Conflicts of interest can be among the most
damaging control weaknesses absorbed by a company, particularly if they occur between
the company and its founder.

Conflicts of interest can also arise when professional managers enter into related-party
arrangements. The fall of 2001 will be remembered not only for the tragic events of
September 11, but also for the collapse of the energy trading firm Enron. A star CFO
managed the creation of off-balance sheet companies with the effect of creating an
unrealistic picture of financial health for Enron. In certain instances, the CFO was also
responsible for managing the off-balance sheet companies in which he had a financial
interest. This insider dealing resulted in the collapse of one of the world's largest
corporations. The truth of what happened at Enron will take years to fully understand due
to the complexity of the various entities, the many conflicts of interest involving senior
managers, and the contribution of outside financial institutions that enabled the shell game
to occur. What is clear is that the chief executives and the audit committee of the boards of
directors should have had completeness, as well as presentation and disclosure, controls in
place to alert them to these irregularities. Insightful analysis should have been made of
asset movements, and incisive questions should have been asked regarding Enron
employees who supported affiliated entities. Finally, if it had been company policy for mid-
level and senior management to annually attest to their knowledge of any related-party
dealings, the true story would have begun to surface. Simply asking the auditors or counsel
if they were aware of any related-party activities might have led to a detailed discussion
regarding how the CFO was compensated for managing the financing vehicles. It was the
auditors and lawyers who worked hard to ensure that certain transactions were completed
guickly so that management bonuses could be earned. The senior managers of Enron were
extremely well compensated to run the company on behalf of their shareholders. For these
managers to say they were unaware of the widespread interdealing is, at a minimum, a
declaration of their failure to ensure shareholder assets were properly protected and
controlled.

Directors and CEOs need to inquire about any related-party activities within their
organization. Where they exist, the conflicts need to be neutralized, or additional controls
established. If such transactions are allowed to occur, checks and balances must exist to
ensure that the interests of the shareholders are fairly represented.
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Imclone's former CEO, Sam Waksal, was convicted for acting on insider information. He not
only sold his stock but also tipped off family members prior to the FDA's rejection of the
company's cancer drug Erbitux. The revelations forced the resignations of senior executives
and continue to weigh heavily on the company at a time when it should be concentrating its
efforts on correcting its application and getting its drug approved. Waksal was eventually
sentenced to seven-plus years in prison for his actions.

CEOs need to avoid any hint of unfair dealing. Such issues, at best, can consume senior
management time and, at worst case, end a career and even a company. The board of
directors should institute a policy to automatically investigate any sale of stock by senior
management if it precedes the release of bad news. Such a policy will cause senior
managers to ensure they consider all legal and ethical requirements before they issue a sell
order.

General Auditor Reporting Lines

One final concern to explore is the reporting line of the general auditor. This is not
necessarily a red flag or a pattern indicative of major fraud or operational risk, but the
reporting lines of general auditors can serve to either greatly improve or detract from
effective communication with the board. Does the head of internal audit report directly to
the audit committee as well as the CEO? Does the audit committee have a hand in
determining compensation for the general auditor? Are significant control issues discussed
at each meeting? If the answer to any of these questions is no, then the board of directors
should review its governance model to ensure that information can flow freely to its
members.

Many organizations have their general auditor report to the CFO. The theory is that the CFO
understands finance and control, so this reporting line makes sense. However, the general
auditor must feel free to report issues to the board without reprisal. The CFO has such an
important role in the control structure of a company that he or she can easily be conflicted
regarding audit findings. CEOs and audit committees must take responsibility for
guaranteeing that auditors can report material issues freely. Direct, uninhibited
communication to the CEO and audit committee is a key component of a strong control
culture. The fraud at WorldCom came to light due to the courageous actions by the internal
auditor. She exposed and reported the false accounting, over the pleadings
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and objections of the CFO, who wanted to take a charge (one of the red flags discussed
earlier) in the next quarter to remedy the problem.

Providing a direct reporting line to the audit committee will not, however, guarantee auditor
competence; the committee has to challenge them to objectively evaluate the job being
performed. To that end, every audit committee should have a control expert to perform this
role. Current or former CFOs, public accountants, and general auditors from other
companies best fit this profile.

Summary

The pitfalls described in the preceding sections represent just a few of the most common;
the list is not meant to be exhaustive. The point is, nothing replaces the hard work of senior
managers and board members to obtain a detailed understanding of what is being reported
in their financial statements. It starts with setting the right cultural tone from the top and
ends with challenging a company's CFO and auditor regarding a company's financial
reporting, and rewarding management for compliance with proper accounting standards.

CASE STUDY

The Cynthia Cooper Story
On June 11, 2002, Scott Sullivan summoned Cynthia Cooper, the general auditor
of WorldCom to his office, and gave her 10 minutes to get there. Sullivan was a
legend, not only within the ranks of WorldCom, but also on Wall Street. In 1997,
he engineered the takeover of MCI, a company nearly three times the size of the
upstart would-be acquirer. In 1998, he received an excellence award from CFO
magazine in the mergers and acquisitions category and, at age 37, was earning
well over $19 million a year.
In contrast, Cynthia Cooper led a small, underfunded group of auditors who
continually had to prove their worth to senior management. When she entered the
room, Sullivan got right to the point: He asked her what her group was up to. She
let him know that she was reviewing the capitalized expenses of WorldCom.
Calmly, Sullivan asked her to delay the audit. In one of the most important
decisions ever made by a general auditor, she rebuffed the former CFO of the
Year by politely declining his request. In doing so, she set the stage for an epic
battle for the company's soul.
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Cynthia Cooper was 38 years old, remarried with two children, and the sole wage
earner for her family. She knew that taking on Sullivan was, once embarked upon,
a path of no return. She would be isolated both in the company and small
community; her job would be imperiled; and tremendous pressure would be
placed on her family. Many whistle-blowers end up lonely, depressed, and
alcoholic. With so much at stake, why would she risk standing up to such a
powerful executive? The answer can be found in concepts as simple as good
versus evil and the willingness to speak truth to power. The battlefield may be
different, but the bravery required is just as great. It calls for an innate belief that
one should care not only for oneself, but also for those not able to defend
themselves. Cooper put herself at risk for others, while all those around her put
themselves first, looting and plundering a corporation, carrying away all they could.
In retrospect, it is easy to see that Sullivan was outmatched. Throughout her life,
Cooper was a fighter. She came from a home life where money was tight. As soon
as she was able, she began working at fast food restaurants, including a stint at
the Golden Corral, known as the supermarket of fast food and a waitress's
nightmare. At the Golden Corral, she started slow, struggling with the volume of
heavy plates. Rather than quit, she quickly built up her strength, learned the
business, and thrived. In college, she would unrelentingly shower her accounting
professors with questions, extracting every bit of knowledge she could from them.
Her tenaciousness carried over to WorldCom. During the go-go growth years,
senior executives had little time for the nitpicking internal audit department.
Growth covers over a lot of sins, and management did not understand how audit
could add to its bottom line or protect the franchise. This did not stop Cooper. She
called a meeting, which included Bernie Ebbers, the chairman of WorldCom. In
true Cooper fashion, she refused to start the meeting for over 30 minutes until
Ebbers showed up. She was intent on demonstrating what internal audit could do
to improve the financial performance of the company, and did just that. Sullivan
would have been wise to take note of this persistence.

Cooper first became aware that something might be amiss at the company when a
senior executive complained to her that a reserve he established had been
reversed to boost income by $400 million. Normally, internal auditors do not
conduct financial audits, as it would only duplicate the work of the external
auditors—in this case, Arthur Andersen. More commonly, internal auditors focus
on operational audits, testing the effectiveness of the control structure. But
Cooper was not your run-of-the-mill
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internal auditor. When something troubled her, she was determined to satisfy
herself that the risk to the company was properly mitigated. She contacted Arthur
Andersen regarding the reversal of the reserve. Andersen told her it was
appropriate. Recognizing that Andersen also blessed the dicey accounting at
Enron, Cooper then approached Sullivan. Furious at her questions, he told her to
back off. That was when her character and intuition kicked in. In a recent
interview, Cooper commented, "When someone is hostile, my instincts are to find
out why."16 Recognizing she was embarking on that path of no return, she

removed her personal items from her office and secretly began an after-hours
investigation of WorldCom's accounting practices. Her team worked late hours,
kept quiet about the investigation and their findings, and took precautions (such
as burning financial information onto CDs in case management later tried to
destroy it).

By the June 11 meeting with Sullivan, Cooper's team had uncovered billions of
dollars of operating fees paid to local telephone companies that were capitalized—
in effect, moving expenses from the income statement and putting them on the
balance sheet. This had the effect of turning a loss into a multibillion-dollar profit.
After her meeting with Sullivan, Cooper took her findings to the audit committee
chair. At a June 20 meeting of the audit committee, Sullivan was effectively
terminated.

Cooper is still paying the price for her courage. Many in the company and
community still blame her for WorldCom's collapse, naively believing that the
company could have borrowed its way out of trouble had it been given more time.
These people would put their trust in a management team that lied to them, to
their investors, and to the public to save them. Amazingly, Cooper has received no
promotion and has not been publicly embraced by the new management team.
The rest of the investing public does, however, recognize her story as a profile in
courage, even if she does not. In 2002, Time magazine named her one of their
"Persons of the Year." According to Cooper, "I am not a hero; I'm just doing my
job."17

STEP 13: KNOWING THE BEST AND BRIGHTEST

Steps 11 and 12 of Smart Links established feedback loops for management, investors, and
regulators. No less important is the feedback we provide to our employees. They are the
ones who provide labor, and most have a psychological need to be recognized for their
efforts. While pay is one reward, it is not the only method of recognizing their vital
contributions.
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Some businesses look at employees as a commodity. As mentioned earlier, they are not a
commodity, but rather a splendid resource, a key component to quality output and control.
High employee turnover generates training costs, impedes the development of a corporate
culture, contributes to regression of productivity gains, and weakens the health of the
control structure. Well-run companies experience turnover rates two to four times lower
than poorly run companies. Good employees can be worth up to five times as much as
average ones. Simply put, the quality of a company's operations is only as good as the
quality of the people doing the operating.

Even great companies struggle to implement and link performance to compensation. One of
the biggest mistakes many of them make is linking pay directly to performance without any
other major determining factors. If a salesperson is paid only on sales, his or her incentive
Is to push as much product as possible through as many channels as possible. The fact that
certain channels are inappropriate or that he or she knows a certain channel is stuffed with
product will make little difference to the salesperson. He or she will continue to push
product, sacrificing future sales for today's commissions. If a wide range of aspects are not
taken into account, the salesperson may be well compensated, but at the expense of the
company's overall profitability.

So how does a manager get the salesperson to consider these factors and do the right
thing for both the customer and the company? As noted by Stephen George and Arnold
Weimerskirch in their book Total Quality Management,18 many management experts

believe performance appraisals support quality improvement under the following conditions:

e "The performance appraisal must be separate from the compensation system."19 The

focus must be changed to improve performance because it is the right thing to do rather
than because it is more profitable for the individual. While performance appraisals should
be frequent and separate from the compensation process, this is not to say that chronically
poor behavior will not result in reduced incentive compensation or even dismissal. Rather,
the processes should be distinct from one another. The idea is to frequently evaluate and
redirect undesired behavior and pay based on the achievement of corporate objectives.

e "The performance appraisal must be based on observable, measurable behaviors and
results."20 The identification of key performance indicators should be recognized as being

as important in measuring the
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health of the operating or control environment as it is in measuring the performance of
employees.

e "The performance appraisal must include timely feedback. Annual evaluations are too
infrequent to support continuous improvement."21

e "The performance appraisal must encourage employee participation.”22 In order for an
evaluation to be effective, the employee must be a participant in the process.

Goals and actions must be owned by the employee and encouraged by management. The
SMART acronym (no relation to Control Smart) has often been used as a guide to
developing goals and objectives. They must be Specific, Measurable, Achievable, Relevant,
and Timely to be useful for assessment. By having employees set their own objectives and
perform self-assessments against these goals, management has an active tool to evaluate
and counsel them. This continuous feedback loop between manager and subordinate will
help management make sure that employees understand corporate objectives and guide
them to optimal team performance.

An effective performance evaluation program will have clear, measurable attributes that are
known to the employee and are regularly reinforced. An objective to comply with the
company's policies and procedures and its statement of shared values should be an integral
component of any performance evaluation. Many companies do not put these objectives out
in front until a control break has occurred. Then an employee is promptly punished. This is
backward logic and is the type of management activity that leads to employee
dissatisfaction and turnover. With the exception of illegal behavior, it is likely that there are
plenty of opportunities to address procedural issues in a positive manner prior to a control
break. If management has the right indicators, and continuous feedback loops are
operating, behavior can be corrected without harm to the company or employee.

Key performance indicators are indispensable tools for measuring compliance with policies,
procedures, and values. Good, timely information will not only protect the company, but will
provide management the opportunity to interact and direct employees in a proactive and
fair fashion. We will spend more time on the concept of monitoring indicators in Chapter 8,
but for now, be aware that performance evaluations are an important tool that requires a
manager's special consideration, effort and time. To be effective, this feedback has to be
acted on before significant damage is done to the enterprise.
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Let's examine how the evaluation process can work to the advantage of both the company
and the employee. Let's eavesdrop on a performance evaluation meeting between Sarah,
an IT development manager, and Matt, a programmer who reports to Sarah. Early in the
year, Matt and Sarah set as his primary objective the completion of a new order entry
system for the sales staff of their office products distribution company. The project was
completed on time and on budget, with users giving high marks for the implementation. But
Matt had some problems during the year working with other members of the development
team. Sarah also had to speak with him about his attempted access to an unauthorized

application:

Matt:
Sarah:

Matt:

Sarah:

Matt:

Sarah:
Matt:

Sarah:

Hi Sarah, is now a good time?

Hi Matt. Sure, please sit. I've been going over your self-evaluation
marks. | noticed that you rated yourself high on technological skill,
control awareness, and efficiency—giving yourself a "substantially
exceeds standard"—but somewhat lower on teamwork and project
management, with a "meets standard." Why don't you explain your
thinking behind your ratings?

Well, as you know, my main objective for the year was the
implementation of the order entry system, which was completed on
time and underbudget.

Yes, everyone sees the project as a success. Your technical expertise
certainly contributed to that success, and | agree with your technical
and efficiency marks. But you rated yourself lower on teamwork, and
your peer reviews were a little low.

Yeah, well, there was certainly some friction between me and the
other team members.

Why do you think that was?

Honestly, | think they are jealous of my technical capability. It just
seems that anything | say they ignore, no matter how right I am.
There may be truth to that. | could see the team getting defensive if
they perceived you as much brighter then they are, and you
constantly show it. You are not exactly a wall-flower. (She chuckles.)
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Matt: (Smiling) Yeah, that's true. | guess | can be pretty direct. But that does
not change the fact that there are better ways to do things.

Sarah:Exactly. There might also be better ways to interact with the team to
get your point across. How might you help the team overcome their
fear of you?

Matt: Really, I don't know.

Sarah:Remember when we talked about softer approaches? Perhaps you
should ask other team members for their opinion once in a while. You
can also pick your battles. If the issue is not that important for the
success of the system, perhaps you can let the team make what you
perceive as the less optimal call. Maybe even phrase your feedback
differently—instead of saying, "The right way would be to..." you could
say, "One option is to...."

Matt: Yes, | remember. I'll try harder to use those tactics.

Sarah:Good. | was also curious about your high mark for control awareness.
What was your thinking on that?

Matt: Well, I am very aware of how important controls are.

Sarah:I rated you a notch lower, at "meets expectations,” based on your
unauthorized access attempts on the Peoplesoft system.

Matt: Oh yeah, | forgot about that. You know that | was just trying to find
the names of salespeople for user acceptance testing and thought the
HR system would have been a good place to get that kind of
information.

Sarah:l know, Matt, but you have to follow procedure. That is a core value.
You should have asked me for permission. Instead, you repeatedly
tried to access a system containing sensitive information over a period
of days. I did not rate you as "does not meet" because | have noted no
other attempts since then.

Matt: No, and you won't. | learned my lesson.

Sarah:Okay. Enough on that subject. On the bright side, | did mark you
higher on project management. Your task-tracking skills and work ethic
are qualities that really helped bring in the project.
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Matt: Thanks. | marked myself lower because of the issues | had with the
team.

Sarah:Well, we handled that in the teamwork section. | think that once you
master the personal skills you need to work well with the staff, you will
make a tremendous manager one day.

Matt: | appreciate your confidence in me. What do you think about my
objectives for the coming year...

Sarah and Matt have had a constructive dialogue, which highlighted both Matt's strengths
as well as those traits he still needs to work on. Sarah refrained from being overly
authoritative and allowed Matt to explain his rational for his self-evaluation. As is often the
case, Matt recognized many of his weaknesses and was able to discuss them. This may be
due, in large part, to Sarah's practice of discussing these issues with him during the year,
rather than only during the evaluation process. She also helped reduce tension by kidding
with Matt about his direct demeanor. Humor can be effective where there is a strong
working relationship between a manager and his or her staff. But it can also be dangerous
if that rapport does not exist or if there is infrequent communication between a manager
and employee. Here it worked to Sarah's advantage and helped Matt open up to different
possible courses of action.

A difficult problem arises when an employee rates him- or herself significantly higher than
his or her manager. When this happens, a manager must be ready to give the rationale to
support the rating. Sarah did not agree with Matt that his control awareness exceeded
standard, and she could back this up. While she was firm, she also credited him with
improvement in this area. Finally, Sarah finished on an up note, which will help motivate
Matt going forward. He is ready to set objectives for next year to prove himself. A key
success of the evaluation process was that the objective of completing an order entry
system was specific, measurable, achievable, relevant, and timely. Sarah very capably
managed this important process and will ensure that the objectives for next year also are
SMART.
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Rich:

Scott:

Rich:
Scott:
Rich:
Susan:

Scott:

and similar event risk, Rich manages any regulatory and legal issues
relating to human resources, and | will take responsibility to manage
any other legal threats to our operations. Credit and market risk are
managed by headquarters, so we play only a supporting role, by
providing information as requested. Greg pointed out to me that each
of us is responsible for managing the operational risk inherent in his or
her individual departments, and that will be the focus of this project.

| think the idea is very good, Scott, but | am no control expert. | am
not comfortable that | can get this right. | also believe many staff and
supervisors might resist this project, as it will highlight problems in
their areas that have been present for a long time.

Point taken. The reason | retained Greg is to facilitate our evaluation
and implementation. He can keep track of our progress as well as help
us identify and address any gaps. Regarding employee resistance, |
firmly believe this will work only if it is perceived in a positive light. We
must make it clear that there is an amnesty regarding any control
weaknesses identified. We should also put together a recognition
program for those employees who identify the most gaps, are most
energetic in supporting the assessment process, and so on. Rich, can
you put together a couple of recognition options for this team to
consider, along with a draft communication to the organization?

Sure. When do you need it?

How about the end of business tomorrow? Will that work?

That's fine.

I'm not sure this applies to me. | am trained in controls, and besides,
headquarters prepares the financial statements. They are responsible
for the accuracy of the numbers and for ensuring there are proper
disclosures.

| recognize your expertise in this area, Susan, but it is always helpful
to have a new set of eyes look at a process. | would also point out that
this business can be material to the operations of our parent, so we
want to make sure we have a belts-and-suspenders approach to
reporting our numbers.
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Brent:l understand from Greg that we need to assign business owners to
each user application and to review access levels. When do we do that?

Greg: We can actually start on that right away. | can sit with you to
determine who the most logical business owner of each system is. We
can then have each owner review and approve the access levels of
users.

Brent:Great, | appreciate the help.

Scott: Any questions, Allan?

Allan: No, sounds great.

Scott: Okay, if there are no more questions, let's begin identifying and
documenting all processes for which we have responsibility. Let's plan
to meet every week at this time to assess our progress. Remember to
keep Greg in the loop. He will keep track of all areas and help you set
target dates for completion of each task. Let's set a goal of having all of
our processes identified and at least one major process documented
and evaluated by next week.

Scott has done a great job of establishing structure, creating goals, and setting a positive
tone for the project. By setting regular meetings and requiring that certain tasks be
accomplished before the next meeting, he has given the project a sense of urgency. The
amnesty and recognition program will also break down resistance and provide momentum.
By making Greg available, he has also provided confidence to those without control training
that they can succeed, and lets everyone know that the program will be continually
monitored and reported to the president. At this point, everyone seems onboard—though
Scott did notice some hesitation from Susan, and made a mental note to check in on her
later to make certain she is moving forward with her assessment.

APPLYING SMART LINKS

Allan Schott, the operations manager, was actually ahead of the process. In previous
discussions with Scott, Allan had recognized his concern about the control structure—Scott
had been going on about the losses experienced by other companies and asking pointed
guestions about Allan's procedures.
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I noticed that another common control mentioned is that we should
track defect percentage. Most of this stuff is fine and we are able to
resell it, but we really don't track that. It would be better to formalize
both return notification and testing of returned merchandise. | will
mention this to Scott.

Very good. | agree that it would be a great improvement. Maybe Scott
can do something to bring greater control and more feedback to this
process—Ilike getting the VP of customer service to agree to set up a
committee with a mandate to improve the return process. It is often
hard for separate departments in different cities to coordinate customer
queries and returns. Traditionally, cross-functional teams are effective at
improving these types of processes. Regardless, it is important that
defects be categorized and investigated. Typically, | have seen
companies log a returned product, assign an investigator who will
analyze the defect, and determine the cause. When he or she is assured
that the cause has been corrected, he or she will then report back to
client service and agree with them that the case can be closed.

IS right. Intercompany handoffs between departments and functions are the Bermuda

Triangle of business. Transactions, nonstandard processes, and related controls all fall off
the radar screen in this netherworld. One department believes it has handed off a
transaction to another, and the other believes that the first department is still working on it
or, worse, may not be aware of it at all. When identified, cross-functional teams are usually
a good approach to addressing interdepartmental problems.

Greg:

Step 9 addresses payment. Do you ever receive anything into
shipping in trade for product sales?

Allan: No, | do not recall any instances of this, and all payments are booked

at headquarters. We simply tell finance what has been shipped and
they ensure that we get paid. | know they do that reconciliation
there, which is the focus of Step 10.

The next is Step 11, cost controls and metrics. Scott follows our
productivity and defect numbers. He is always asking me why they
went up or down.

Greg: Given the focus on productivity, that is understandable. That means

Scott is also a client as far the management reporting
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product is concerned. We will want to come back to the management
reporting process and subject it to Smart Links separately.

Allan:Definitely. Step 12 does not apply to me; I will let Susan wrestle with
that one.

Greg:Well, your departments do have an impact on financial reporting. Do
you have cutoff procedures at the end of the month?

Allan:Oh that. Yeah, we get instructions from finance that tell us the day and
time of the cutoff. They usually come by to identify the last sales
shipment and inventory receipt on that day.

Greg:That control helps finance ensure the financial information is reported
consistently and in the right period.

A manager often will not fully understand his or her role in the overall function of the firm.
In this case, Allan knew he was required to follow cutoff procedures, but did not identify it
as a control for financial reporting purposes. Greg did a great job pointing out this
interrelationship to Allan. He also delineated the management reporting function from
production. So, again, he has surfaced another area for which Allan has decision rights and
responsibilities, which should be separately subjected to Smart Links.

Greg: The last step has to do with performance evaluations.

Allan: Yeah, we use a standard 360-degree process developed by Rich. It's
his baby and he is on top of us at year-end to get them done. We tie
corporate objectives to individual goals. This seems to work pretty
well.

Greg: Take me through how that works.

Allan: It all starts with Scott. He sets the corporate objectives for the year.
For instance, this year, the main objective is to increase productivity
by 10 percent. We then set our goals, which must somehow
contribute to corporate objectives. We use the SMART format
meaning that they must be specific, measurable, achievable, relevant,
and timely. My goal is to automate our packaging process, which is
highly manual. This target meets the SMART profile; and, for little
investment, | can achieve most of the productivity increase Scott is
looking for from my department. At the end of the year, Scott will ask
me to perform a self-evaluation on my performance. He will
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also solicit feedback from Susan, Rich, and Brent to make certain | am a
team player; and from subordinates to ensure | am adhering to
corporate values. We discuss any differences in perception between my
self-assessment and how others view me.

Greg:What do you think of the process?

Allan:It works, but honestly, | would rather that subordinates not have a say.

Greg:Why is that?

Allan:It just makes my interaction with them uncomfortable during this
period. None of the operations guys are touchy-feely types, you know?
But we have to sit down and discuss our relationships with each other. |
think they dislike it as much as | do.

Greg:But you said it works.

Allan:Yes, we do identify better ways to do things and, from time to time,
clear up some miscommunications.

Greg:Maybe you and your team could benefit from better training regarding
how to conduct these evaluations. The focus should be primarily on
performance. Sometimes, the approach can be altered to make the
interactions more businesslike, which might help eliminate that
uncomfortable feeling.

Not all employees will be thrilled with every control procedure, but they will be more likely
to comply if they understand the rationale for the process. Allan's reaction to the
performance evaluation process is understandable. Fortunately, Allan recognizes that
despite being uncomfortable, this course of action is important for meeting corporate
objectives and identifying operational improvements. Greg also has put forth a solution that
may help Allan and his subordinates better execute this vital step.

Allan:  Wow! Done already, that was pretty easy. It looks like | need to close
the loop regarding returned items.

Greg: Yes, you also need to prepare your Q&A procedures, prepare a depth
chart, and meet with Brent to assess access levels and determine how
your information is backed up. But this is an excellent start. You are
way ahead of everyone else. | will get the project plan updated and
the gaps you identified documented. Good work!
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Allan:Thanks. We wanted to get out in front of this project. | will get you
these other items ASAP. Let's schedule some time to go through the
other procedures.

Greg:Great. There will be some overlap in the other areas with production, so
they should go much faster.

This interaction between Greg and Allan did not take a lot of time because Allan was
prepared. Greg was able to walk through Allan's processes and easily identify issues
because they were documented and easy to follow. Allan identified certain weaknesses such
as the process for returned merchandise, and Greg aided the process by pointing out that
the quality assurance procedures were not documented, and that there was no depth chart
to help management analyze coverage for each position. He also reminded Allan that it is
his responsibility to ensure critical data is backed up and system access supervised. A
manager cannot rely on IT without confirming procedures and implementing a method to
ensure compliance. The plans may need work to standardize, but the basic information is
available and gaps can be immediately identified and addressed. Greg can take the
documents Allan gave him to update the project plan and the control and gap template for
Allan's department.

But not all of the work is going so well.

INTERRUPTING AN EMBEZZLEMENT

Greg next sits down with Brent, the IT director, and Susan, the head of finance, to go
through system access levels.

Susan: Well, let's get through this. I have things to do.

Greg: Should we reschedule? This could take a bit of time. We need to
understand the system capabilities each of your staff has been
awarded.

Susan: | really do not think it will take long. I am very familiar with system
controls.

Brent: | brought the access report for Susan's department.

Greg: Let's start with accounts payable. | noticed something on the report
that we should look at. It appears that the supervisor, Jason, has the
capability to set up and approve a vendor payment. Normally, these
two functions are segregated.
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Susan:Well, he used to be the accounts payable clerk. We just did not
remember to take away his recording capability when he was
promoted.

Greg: We should probably remove that capability immediately. You might
also want to review recent payments as an additional check that these
powers were not abused.

Susan:I'll do that. Let's move on.

Greg: Okay. Well, that will be one feather in your cap, Susan. Scott sees the
identification and correction of these types of control gaps very
positively.

Clearly, Susan is not fully onboard with the assessment program, but Greg did a good job
keeping to business and forging ahead. The identification of conflicting recording and
authorization powers is not by itself a problem. In fact, the identification of the conflict and
the applied solution of restricting Jason's capability strengthen the organization and should
be encouraged. Greg did a good job reminding Susan that there is a sort of amnesty on
control gaps found and that she will be rewarded for addressing them.

A week later, however, Susan enters Scott's office with troubling news.

Susan: Scott, do you have a moment?

Scott: Sure, is everything all right? You look troubled.

Susan: We have a problem. | admit, I initially did not think that a review of
controls in my area was necessary, but in working with Brent and
Greg, we discovered that Jason, our accounting supervisor, had
system access to both the preparation and supervisory functions for
procurement payments. If you remember, he used to be the accounts
payable clerk before his promotion. When he became a supervisor,
we provided him with supervisory access so that he could release
checks for vendor payments, but we never eliminated his ability to set
up a payment.

Scott: Okay, that seems simple enough; we just restrict his access.

Susan: Well, there's more. When we discovered this, Greg recommended that
we review vendor payments for the last few months. | normally
review payments made at the end of the month to ensure | have
approved all checks over $5,000, in accordance with policy. But,
honestly, there are so many payments that |
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only focus on those over the limit. In reviewing the payments for last
month, | saw a check made out to SouthFork Bank.

Scott: Well, that's our bank.

Susan:Right, but it usually credits our account for any bank charges, and debt
payments are usually well over $5,000. I could not think of a reason
why we would send them a check for more than $3,000 last month. In
looking at the vendor file, the payment address was not to the
corporate clearing center we normally send loan payments to. When |
pulled the canceled check, the endorsement mark was from SouthFork
Bancard Services.

Scott: A payment on a credit card?

Susan:That's right. Here's the canceled check. And, Scott, there are more. |
went back 10 months, and there are similar checks every month,
totaling almost $20,000. | will need to pull records from the warehouse
to determine how long this has been going on.

Scott: Well, when was Jason promoted? That is when he was granted
supervisory access.

Susan:Believe it or not, it has been almost four years. You know he has been
with us for over 12 years now. | just don't understand what he is
thinking. | thought we were friends.

Scott: Let's quietly pull all of the records and get our lawyers and accountants
to look at them.

While the purpose of a control assessment is to deter fraud, it is possible that the process
may interrupt a current embezzlement. The profile of an effective embezzler is often similar
to Jason's: an educated male who is a long-term employee in a trusted position. Jason will
likely be arrested on the advice of counsel and end a long career with a good company.

FINISHING THE JOB

Once Greg has met with the other members of Scott's management team, he will combine
the templates to provide Scott with the overall view of the major controls protecting his
business. The template Greg prepared can be seen in Exhibit 7.3.
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EXHIBIT 7.3 SMART LINKS PRIMARY CONTROL SUMMARY
Dentex Corporation
Primary Control Structure
February 15, 2004

Smart
Link
Step Analysis/GAP Control Implemented
1 Boundaries Documented policies and procedures (P&P)
and Statement of Values.
2 Customer credit and  All products are paid for prior to shipping by
regulatory restrictions credit card or check at headquarters.
3 All materials received All purchases received are matched to a
and independently purchase order and invoiced by person
validated independent of purchasing and receiving/
inventory. Customer orders are scheduled for
production and personnel scheduled by floor
foreman and approved by the operations
manager.
4 Access restrictions Shipping/receiving, inventory, accounts

payable, accounts receivable, sales are all
electronically segregated and restricted.
Supervisors have read- only and approval
functions only. A report of all changes is
received by the technology manager daily.
Firewalls are in place and tested regularly.
Information sent over the Internet is
encrypted. Access to the data room is
electronically restricted to the database
administrator and programmers. Audit trails
are electronically maintained and backed up
automatically off-site every day.

5 Identify product Quality assurance independently reports
defects and report in a defect percent daily to the operations
timely manner prior to manager. Aged inventory report sent by
shipping inventory cage to Operations Manager and

Controller monthly.
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Capacity constraints

Complete and timely
shipments sent in
good form

Detection of defective
items shipped

Customer payment

Plant capacity and system utilization reports
prepared weekly and reviewed by the
Operations Manager. Plant and systems stress-
tested and bottlenecks identified. Manual
backup plans prepared and volume
benchmarks set for additional investment in
plant and systems. Safety, overtime, and
illness monitored. Turnover metrics, depth
charts, career planning process are
operational.

Shipping manifests matched to open orders.
Aged open and partial order report sent to
operations manager, controller, and to
headquarters daily.

Customer service directs defect complaints
directly to floor foreman, operations manager,
and president.

All payment received prior to shipping.
Payments are processed by accounts
receivable and credited to a customer order.
Only items paid in full can be released by the
system for shipping.
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10Cash account is reconciledCash account is reconciled daily in finance by a
person independent of the accounts receivable
function. The reconciliation is reviewed daily by
the controller.

11Financial cost controls Budget to actual reports, manufacturing
efficiency variances, margin percent,
performance reviews.

12Government regulations Internal OSHA compliance reviews, safety
metrics, and so on

13Staff reviews Include policy and procedures compliance in staff
reviews.

Now that Scott has addressed control gaps, it would be prudent for him to make certain
that policies and procedures are updated to reflect additions and changes to processes.
Further review of the revised procedures by internal or external auditors would provide
further assurance that the changes are sound and adequately address control objectives.
Most managers avoid frequent contact with their auditors. This is a basic human reaction,
as no one enjoys being critiqued and, worse, having it reported to others. Get over it. By
being proactive, managers can develop good rapport with auditors and control experts, and
benefit from frequent, informal communication regarding best practices. Smart managers
will reach out to internal audit every time they take on a new assignment.

By getting feedback upfront, you can address control issues before you take ownership of
them. If internal audit does not have the time to address your concerns (due to risk
priorities), or the audit culture is too cold for comfort, then it would be appropriate to retain
control consultants to provide necessary feedback. There are a number of added benefits to
using consultants: You'll obtain an outsider's point of view; the consultants will report
results solely to you, the manager; and the report can be used in future audits to effectively
demonstrate the integrity of the control structure.

APPLYING SMART LINKS TO FINANCIAL REPORTING PROCESSES

The purpose of Section 404 of the Sarbanes-Oxley Act is to improve internal controls over
financial reporting. The primacy of financial reporting requirements of the act makes these
processes the highest priority for
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documentation and evaluation. As we now know, terminal risks can migrate from almost
anywhere in an organization to the financial statements. This is why all managers, not just
financial managers, must assess their internal control structure and the impact that their
operations have on their company. Most managers are not trained in internal control, a
shortcoming this book hopes to remedy. Most financial managers do, however, have some
internal control training. Even for these managers, Smart Links can serve as an additional
reinforcing tool to evaluate their accounting and financial reporting processes.

The process for applying Smart Links to a financial manager's operations is the same as for
other processes. The most important starting point is for a financial manager to know which
accounts, group of accounts, or reporting classifications he or she has responsibility over.
Depending on the size of the organization, a controller or CFO will generally ensure that
there is an "account owner" for every general ledger account. That owner is responsible to
deliver the financial product attributable to that account. For most accounting and financial
reporting processes, the end deliverable will be financial information that is valid, accurate,
properly classified, and timely. This deliverable is a financial product that has been
manufactured from raw material inputs taking the form of information originating in other
systems, hard copy sources such as vendor invoices, subledgers, management estimates,
and so on. The conversion of information into reportable financial data, including the
sources of the raw numbers, must be documented and mapped (Smart Link Step 1). The
relevant accounting standards and policies for these accounts must be well understood so
that misclassified transactions can be identified (Step 2). Completeness and validity controls
must be present to ensure that all information was captured in good form (Step 3). Access
to accounts and related systems must be safeguarded from unauthorized access (Step 4).
Quality control procedures such as supervisory review, analytical review, account and
systems reconciliations, impairment evaluations, and so on must be present to ensure that
the information is properly valued, directed and compiled (Step 5). Human and system
constraints must also be known, to ensure the job can be completed in a timely manner
and to meet regulatory deadlines (Step 6). There must be a completeness control to ensure
that the deliverable (financial data) made it to its destination in good form (Step 7). Proper
segregation and detective controls will be needed to discourage undetected manipulation
(Step 8). Controls are needed to verify and val-
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transaction to another department or branch, only to have it hang out there indefinitely
(commonly in an intercompany, suspense, or other "unowned" account). Either the sender
did not notify the receiver of the transaction, or the recipient did not properly pick it up. As
illustrated in Exhibit 7.4, these handoffs can occur anywhere within the financial reporting

process, but primarily can be found between the sources of information and financial
accounts, as well as between the general ledger accounts and the reporting classifications
found in the financial reports.

EXHIBIT 7.4 FINANCIAL PROCESS INTERFACES

Image

Even systems that worked perfectly in the past will fail to hand off information from time to
time. This could be due to system upgrades, new transactions not properly mapped,
unknown software bugs, and so on. A recent case in point involves a Connecticut money
manager who recently reported that he bought tens of millions of dollars of stock over a
period of several months without knowing it. His unknown buying spree accumulated stakes
in two companies that required disclosure via regulatory filings, but were not made. While
the details are not yet known, the money manager has inferred that three layers of
software had failed. If true, this implies that trades were being executed and settled, but
that the transactions did not flow upstream to the management information used to run
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the business. If position and dollar reconciliations had been performed between the trading
systems or the financial systems and management reports, or a simple reconciliation had
been made of the firm's positions to depository or broker statements, such errors would
have been caught months ago. This manager now faces upset investors and angry
company boards, and he could face SEC action over his failure to make timely disclosures of
his controlling ownership in these companies.

So the importance of documenting and mapping the financial reporting processes is clear.
Exhibit 7.5 reviews graphically a simplified single source of information, a payroll system for
a partnership, as an example of how to map accounts to their sources. Note that the
payment processes for salaried and hourly employees are highly automated, but the
payments to partners, which consist of advances and periodic distributions of profits, are
non-routine. That is because the amounts can vary with results as well as from changes in
each partner's ownership percentage. These variables require manual intervention and
introduce a greater chance for error. Since partners are not employees, rather owners of
the business, activity will be booked to the partners' capital account, rather than an
expense account. Additionally, partners pay their own taxes based on profits, so payroll tax
Is unaffected, whereas the firm must pay employment taxes on their salaried and hourly
workers.

Now let's look at how the general ledger accounts will map to the financial reports; that is
shown in Exhibit 7.6. In this example, the treasurer of the partnership is responsible for

maintaining liquidity and ensuring that the reported balance in the bank account is correct.
The payroll manager is responsible for the accounts that roll up into employee expenses.
The CFO is responsible for ensuring the partner accounts are correct. Therefore, every
account has an owner and is mapped to the consolidated financial reports.

These additional documentation tools will help a financial manager identify and apply Smart
Links to those processes critical to significant accounts. The application of Smart Links to
each process impacting these accounts will help the manager identify and assess controls.
The appeal of Smart Links is its flexibility. The tool can be applied to almost any process:
operations, finance, human resources, and so on. All can be subjected to the Control Smart
Approach and Smart Links. The results will provide a viable action plan to implement
controls and prepare a reporting mechanism for your key performance indicators.
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expected to report any problems or potential issues immediately. | would make sure
everyone understood that our policy was not to shoot the messenger, but to encourage full
disclosure. Knowing of a problem but not reporting it was not acceptable. My employees
would be evaluated on the "surprise quotient™ as a part of their year-end performance
evaluation. Daily flash reports were delivered by e-mail and provided me with early warning
of operational risks in the event that one of my managers did not pick up the phone and
notify me of a problem. | could then address these issues immediately before they had a
chance to grow into larger problems.

The daily, weekly, and monthly reports described may sound like a lot to handle, but
actually, they did not take much time to review unless there was a concern with one of the
metrics. Once | became comfortable with the information and knew what to expect,
exceptions would spring off of the page. As our culture took hold, potential problems were
known before they showed up in any report. Overall, | had an efficient and effective way to
know that the organization was well controlled and that the operational risk was normal and
within a tolerable range.

The frequency and format of KPIs is up to each manager. Using the control assessment
example performed earlier for Dentex, a basic template has been prepared (see Exhibit
8.2). It effectively captures and monitors metrics for the Dentex management. (Note: For
brevity, not all of the metrics identified in our example have been included. In practice, you
will have more than one KPI for most steps; and for those steps over which you do not
have decision rights, you may have none.)

WHAT HAPPENS NOW?

We now have a way to monitor our control environment, and can take comfort that the
controls we identified or installed are operating. So what happens now? The principal
executive officer and principal financial officer must evaluate these results in conjunction
with other assessments made by specialists such as risk managers, treasurers, actuaries,
general counsel, internal auditors, and so on, together with any other entity-level controls
so that they can prepare a report on internal control and certify the company's internal
control over financial reporting. Section 404 of the Sarbanes-Oxley Act is fairly specific
regarding what is required for management's report on internal control. The final rules
"require a company's annual report to include an internal control report of management
that contains:
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EXHIBIT 8.2 KEY PERFORMANCE INDICATOR REPORTING*

Dentex Corporation
February 15, 2004

Smart
Link KPI KPI Delivery Benchmark/
Step Description FrequencySource Method KPI Threshold
1 Policyand  Annually, Direct Formal All policies 100 percent
procedure  as needed reports review and compliance
updates procedures
updated
annually
2 Customer Exception IT Printout Items Zero
credit and reporting shipped
regulatory without
restrictions payment
override
3 All materials Weekly IT Printout Number Aged P.O.s
received and open/aged P. and
independently O.s shipments
validated received
without a P.
O. are
assigned for
investigation
and tracked.
Purchase
agent
comments
documented
in report.
4  Access Exception IT Printout System Number of
restrictions  reporting access changes =
change report number of
approved
change
requests.
4  Access Exception IT Printout Unauthorized Any attempt
restrictions reporting attempts by users to
report access
unauthorized

modules
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Identify
product
defects and
report prior
to shipping
Capacity
constraints

Daily

Weekly

All shipments Daily
sent in

timely

manner,

complete

and in good

form

Quality
assurance
report

Floor
manager

Sales

E-mail

Report

E-mail

Number of  Six Sigma—

defects 3.4 defects
per million

Utilization Manufacturer's

percentage stated

by capacity

manufacturing

function

Number aged All orders

customer shipped on

orders time
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8 Detection of Daily Customer  E-mail Number items Six Sigma
defective service returned due
items shipped to operational
error
10Reconciled Monthly  Accounting Report Unexplained Zero
cash accounts reconciling
items
11Financial cost Monthly  Finance Report Total cost of Target cost
controls—cost each unit per unit
per unit produced by based on

product and sales target
cost variance

by input
component
12Government Quarterly Internal Report Compliance 100 percent
regulations audit with OSHA compliance
regs
13Staff reviews Annually, Operations Formal All employees 100 percent
as needed Manager/  review employed compliance
direct reports more than 3
months
reviewed

* "Payments received and applied" (Smart Link Step 9) is performed at
headquarters for this example, so it is not included in the exhibit.

e A statement of management's responsibility for establishing and maintaining adequate
internal control over financial reporting for the company

¢ A statement identifying the framework used by management to conduct the required
evaluation of the effectiveness of the company's internal control over financial reporting

e Management's assessment of the effectiveness of the company's internal control over
financial reporting as of the end of the company's most recent fiscal year, including a
statement as to whether or not the company's internal control over financial reporting is
effective. The assessment must include disclosure of any "material weaknesses" in the
company's internal control over financial reporting identified by
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management. Management is not permitted to conclude that the company's internal control
over financial reporting is effective if there are one or more material weaknesses in the
company's internal control over financial reporting

¢ A statement that the registered public accounting firm that audited the financial
statements included in the annual report has issued an attestation report on management's
assessment of the registrant's internal control over financial reporting."1

Section 302 of the act also requires that the principal executive officer (normally the CEO)
and principal financial officer (normally the CFO) certify that they have a control structure
that provides reasonable assurance regarding the reliability of financial reporting. (An
example of the required certification is provided in Appendix E.) It should be clear to any

CEO and CFO making this certification that they are held responsible for the internal control
environment over financial reporting and disclosures.

External auditors also must perform procedures to attest to management's report on
internal controls. How they will assess it is really no secret; it is pretty well spelled out in
the COSO framework. While the emphasis may change depending on the approach and
experience of the auditors, as well as for conditions that are unique to the business or
industry, auditors will evaluate the company's control environment, risk assessment,
information and communication, control activities, and monitoring capabilities as
recommended by the COSO framework. While | would recommend that all managers
familiarize themselves with their entity-level controls, CEOs and CFOs must be prepared to
answer and provide evidence for their activities in these areas. A senior manager can use
the checklist in Appendix D, which is based on the COSO framework, to prepare for this

assessment at the entity level. While the approach and emphasis of your outside auditors
may differ, this list should get you most of the way home. This is not cheating; it is being
prepared and proving to the auditors your competence in the area of internal control.

For most of us, the majority of items contained in the checklist will not be directly relevant
to our area of responsibility, but will help us think about entity controls that help protect our
company. A breakdown in entity-level controls could have a serious impact on all company
operations, including our own, so we all need to be vigilant to identify control


file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_218.html#EN-CH08-01
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_208.html#APP05
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_198.html#APP04

Page 180

problems, even if we do not have decision rights over them. Whether we report these to
the responsible manager, internal audit, or senior management will largely depend on our
relationships and receptiveness of our suggestions. Regardless, they must be reported and
corrected to protect our company and our jobs.
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CHAPTER 9
Call to Action

The great orator William Jennings Bryan said, "Destiny is no matter of chance. It is a matter
of choice. It is not a thing to be waited for, it is a thing to be achieved.” Together we have
fully explored the Control Smart approach. As illustrated in Exhibit 9.1, we have come to the

end of our pathway.

You now know which risks affect your company and how to determine ownership. You can
identify the processes over which you have decision rights, and can document each
process. You have the ability to subject each

EXHIBIT 9.1 CONTROL SMART PATHWAY

Image
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process to Smart Links and to address control gaps. Finally, you can capably monitor the
health of the environment. Our goal of a strong, well-controlled environment is established—
all that is needed is the energy and will to achieve it.

Preventing fraud and operational loss requires diligence and control smarts. If it were
simple or easy, there would never be a successful fraud or devastating operational losses.
As we have learned, fraud can originate from almost anywhere in an organization.
Preventing fraud begins by reinforcing positive values in our schools, our government, our
families, and our workplace.

In response to the recent corporate scandals, President George W. Bush signed the
Sarbanes-Oxley Act into law. The reforms are far-reaching, the standards high, and the
penalties severe. President and CEO of the American Institute of Certified Public
Accountants (AICPA) Barry C. Melancon has embraced these important measures. In a
recent speech at the Yale Club of New York, he reasserted the need for strong cultural
ideals: "Culture must build upon the profession's traditional values. Values like rigorous
commitment to integrity. A passion for getting it right. A commitment to rules—not just to
their letter, but their spirit—and zero tolerance for those who break them."1

Kim Clark, the dean of the Harvard Business School, recently sent out a letter to alumni
outlining the school's response to the recent business crises. In addition to the "values and
learning initiative™ that it began five years ago in an effort to define a new approach to
accountability for its students, the school plans to hold ambitious workshops on campus.
These will bring together the "faculty, business leaders, government, and academia to
examine topics ranging from ethics, values, and leadership to executive compensation."2

This is the type of call to action we all must undertake. We may not be in a position to
assemble the business leaders of our country like Dean Clark, or mold the accounting
profession like Barry Melancon, but we are able to set an example for those with whom we
come in contact. It begins with our family and our workplace. Our discussion of values and
ethics must be public, steadfast, unrelenting, and meaningful—backed up by positive
examples and action.

An example close to home that I can relate involves our local school system on the North
Shore of Long Island. One night, a group of high school students conducted a scavenger
hunt that resulted in damage to homes and
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businesses in the community. Although not sanctioned by the school, the principal of the
school took responsibility, called together the seniors of the school, explained how the
actions of a few had hurt the community in which they lived, and called on the students
and their parents to make a bad situation right. The students responded as a group;
recognizing that they were part of a larger community, they came together to repair all the
damage done. The school district then followed up with a letter to the entire community
explaining what had happened and that the student class as a whole was committed to
mend all that was broken. It is this type of positive value reinforcement that will establish a
template for life-long behavior. High school students destroying property is not new or
uncommon and will continue to happen, but how a community responds to an incident is
what is important. The principal and superintendent are to be commended for their support
of the community and taking a leadership role in establishing values in our future leaders.

We can "walk our talk" by taking the culture of our companies seriously. We are able to
create positive values as company objectives and appropriately compensate those who
uphold the company image. Employees need to feel a part of something they can be proud
of and have a hand in nurturing. Control Smart provides an inclusive approach that relies on
user-friendly tools to assist in a manager's evaluation and monitoring of the control
environment. Managers and employees can work together as partners to improve
operations and protect their company. Many illustrative examples have been provided
throughout the book to illuminate and aid understanding. You can use these essential tools
to evaluate the risks to your company: Determine which risks might impact your operations;
document the processes over which you have decision rights; establish controls and key
performance indicators; and monitor the health of your operations.

If a positive control culture is nirvana, then key performance monitoring is the lighted path
to that coveted place. Over time, good managers develop a feel for their key performance
indicators (KPIs) in much the same way a doctor can tell from a chart how a patient is
doing. The metrics will focus managers' attention where it is needed most and will alert
them if a control break occurs. I've designed these practical methods to apply to almost any
process and to be used by almost any manager. While these techniques can help
implement fundamental control, nothing takes the place of the judgment of seasoned
managers and their ability to truly understand a business, its operations, its culture, and,
most importantly, its
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Epilogue

There are inherent limitations to even the best legislation, as represented by the post—
Sarbanes-Oxley mutual fund scandals. Despite the fact that the Sarbanes-Oxley Act will not
prevent fraud from reoccurring, or market bubbles from bursting and causing investors
financial pain, the record of the act since its inception does contain some real
accomplishments. Companies are getting their financial houses in order. Restatement of
financial statements is at a record high, as companies correct past accounting and
disclosure errors or adjust to refined accounting guidance. Financial analysts are reporting
improvements in the quality of earnings and financial disclosures.

Independence on public boards of directors is also increasing. According to the American
Society of Corporate Secretaries, 62 percent of the corporate boards of its membership now
have an independent chairperson, lead director, or presiding outside director. This is up
from only 26 percent the year before. Directors are more active, and independent audit
committees have been strengthened. They now have real oversight authority, including the
ability to retain their own independent counsel.

Much remains to be done under the act, however. As this book goes to press, the New York
Stock Exchange and the NASDAQ issued their final rules for corporate governance
standards for public companies. Listed companies have until the earlier of either their first
annual meeting after January 15, 2004 or October 31, 2004 to comply.

The NYSE rules include:

e A requirement that listed companies must have a board that consists of an independent
majority
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e That a company's board must make a determination regarding each director's
independence and may adopt categorical standards to assist in this determination

e Certain independence guidance that covers not only employees of the listed company, but
also business relationships where a director receives more than $100,000 in compensation
(other than his compensation from his board service), or where a company he or she is
affiliated with pays the listed company more than $1 million or 2% of the of other
company's consolidated gross revenues. Internal and external auditors are also not
independent. These rules extend to immediate family members and will disqualify a director
from being independent until 3 years after the end of the employment, auditing
relationship, or affiliation.

e That nonmanagement directors are required to meet at regularly scheduled executive
sessions without management

e A requirement that a company have a hominating/corporate governance committee that is
composed entirely of independent directors. The committee must have a charter that
outlines their responsibilities and that must include director succession, corporate
governance principles applicable to the corporation, oversight of the evaluation of
management, and annual evaluation of committee workings.

e A requirement that a company have a compensation committee composed entirely of
independent directors. The committee must also have a charter that enables it to review
and approve corporate objectives and determine executive compensation based on their
evaluation, make recommendations to the board regarding nonexecutive compensation,
and prepare a compensation report as required by the SEC for inclusion in the annual proxy
statement or 10-K filed with the SEC.

e A requirement that a company have an audit committee consisting of at least three
directors, all whom must be independent, that are financially literate and at least one
member with accounting or related financial management expertise. The committee must
have a charter that enables it to assist the board with oversight of the integrity of the
financial statements, compliance with legal and regulatory requirements, the independent
auditor's qualifications and independence, and the performance of internal and external
auditors. The committee must prepare an audit committee report to be included in the
company's annual proxy statement as required by the SEC. They must also evaluate the
committee's
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work annually. The committee must also obtain and review an annual report by the
independent auditor describing the firm's internal control procedures, any material issues
raised, and any steps taken to deal with such issues within the last 5 years. They must
discuss the company's quarterly and annual "Management's Discussion and Analysis of
Financial Condition and Results of Operations," as well as press releases, earnings
guidance, and other information provided to analysts and rating agencies. They must meet
regularly with internal and external auditors and discuss any audit problems and
management's response to these issues, and set hiring policies for employees of the
independent auditor.

e A requirement that each company have an internal audit department

e That companies must adopt and disclose corporate governance guidelines covering
director qualification standards, director responsibilities, director access to management and
advisors, director compensation, director orientation and continuing education,
management succession, and annual performance evaluation of the board

e A requirement that companies adopt and disclose a code of business conduct and ethics
for directors, officers, and employees, and promptly disclose any waivers of the code for
directors or officers

e That foreign private issuers must disclose any significant ways their corporate governance
practices differ from those followed by domestic companies under NYSE listing standards

e That each CEO must certify to the NYSE each year that he or she is not aware of any
violation of the NYSE corporate governance listing standards

The NASDAQ rules are similar, although some thresholds for independence are lower with
compensation greater than $60,000 or business with the listed company in excess of
$200,000 disqualifying a director's independence. The NASDAQ rules also do not require
independent compensation or nominating committees; rather, approval of compensation
and nominations by a majority of the independent directors is required.

While it is not entirely clear at this early date how these rules will impact sitting directors,
there is little doubt that board independence will be improved.

The SEC and Financial Accounting Standards Board (FASB) still face an enormous
undertaking in making the move from rules-based standards to a principles-based
approach, as mandated by Sarbanes-Oxley. The product
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of this initiative could have a significant and wide-range impact on companies, not only in
the United States, but throughout the world. The Public Company Accounting Oversight
Board, the new body established to regulate the accounting profession, is implementing
registration requirements for all accounting firms doing business in the United States,
including foreign-based firms. It also will be producing final standards the profession must
adhere to for maintaining independence and performing audits.

Implementation has not been a bed of roses. Many companies complain of the costs of
complying with the act. Some even claim to have gone private in an effort to avoid these
costs, but evidence that the act is creating a stampede to privatize is notably absent.
Importantly, the number of companies "going private" has not increased markedly when
compared to recent years. Furthermore, a survey of costs conducted by
PricewaterhouseCoopers found that 61 percent of senior executives surveyed did not
believe the initial expense of complying with Sarbanes-Oxley to be particularly costly.
Granted, this leaves a good number of executives who believe implementation costs to be
burdensome. In fact, the cost to meet the internal control requirements of Sarbanes-Oxley,
which are not mandated until June 15, 2004, could be the most expensive element for
companies to implement. Some of the largest companies will be billed more than $1 million
annually to support the new Public Company Accounting Oversight Board.1 There are
estimates that documentation of systems and procedures used to produce financial data
could increase accounting costs from 25 percent to 100 percent. In truth, these practices
should have been in place prior to the act, and now companies must spend to catch up to
where they should have been all along. And there are less expensive ways to document
controls than to hire outsiders. Control self-assessment using tools such as those found in
this book can keep costs in check.

While I am concerned about overregulation killing initiative and prudent risk-taking by our
public companies, it appears at this early stage that the benefits of the act have been well
worth the costs. | often think back to a program | watched on television on which the
lawyer for Bernie Ebbers, the former CEO of WorldCom, professed that his client had
nothing to do with the decisions made at the bankrupt company. | remember asking
myself, "If he had nothing to do with decisions at the company, what were shareholders
paying him to do?" Mr. Ebbers was paid more than $70 million the last five years of his
tenure for his efforts. For this money, he accepted responsibility to operate the company on
behalf of its owners. Is it too
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APPENDIX C

Examples of Key Performance Indicators

This table lists common types of key performance indicators. These generic indicators can
be applied to a wide range of businesses and operations and may be a helpful tool for
identifying KPIs critical to your business.

Operational Metrics
e Throughput
e Throughput as a percent of capacity

e Defects as a percent of throughput
e Number of order deliveries past due

e Rush order percent

e On-time delivery percent

e Customer satisfaction rating
e Number of complaints

e Number of complaints to revenue (e.

g., 10 per $1 million)

e Returns as a percent of units
delivered

e Number of manual journal vouchers
(accounting entries) per full-time
equivalent employee

e Ratio of support staff to total
number of employees

e Days of inventory outstanding

e |[nventory turns

e Market share

e Number of outstanding audit issues
e Book-to-bill ratio

e Days sales outstanding

e Overtime percent

e Days without a workplace injury

e Number of hours production is off-
line

e Personnel/material requisitions open
past threshold or benchmark

Exception Reporting
e Audit reports
e Assets assigned to employees in
excess of threshold or benchmark
e Unauthorized system access attempts
e General ledger accounts without
assigned owners
e Assets without assigned owners
e Unreconciled accounts
e Inventory aged over threshold
e Wires/checks issued over $ threshold
e Deliveries over past-due threshold

e Sales to unapproved customers

¢ Sales to customers over established
limits

e Wash or suspense accounts (or
other accounts that should have a
zero balance) with a balance

e Unavailable materials report

e Inventory count differences

e Purchase orders aged over threshold
e Unmatched receipts

e Unsigned management
representation of financial results
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Financial Metrics
e Cost per unit

e Revenue per full-time equivalent

e Employee expenses/headcount
e Accounts receivable turnover

e Write-offs as a percent of sales

e Reserves as a percent of assets

* Reserves as a percent of accounts
receivable over 90 days past due

e Budget-to-actual variances

e Value at risk

e Market value to contract value of
financial instruments

e Unreconciled accounts exposure
e Accounts payable aging

e Financing costs as a percent of
revenue

e Margin percent

e Regulatory capital charges (where
applicable)

e Working capital

e Interest coverage

e Sales, general, and administrative
(SG&A) expenses as a percent of
revenue

e Earnings per share

e Operating cash flow per share

e Risk-adjusted return on capital

e Debt/equity trend

Monitoring
e Internal threat analysis of
competitor control incidents
e Evaluation of proposed or pending
legislation effects on current
operations
e Periodic threat analysis of extremist
groups on current ops
e Camera surveillance of key areas to
identify illegal activity
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APPENDIX D
Control Activities

It is not always easy for a manager who is not trained in control analysis to identify a
control that addresses a specified weakness. A tool that lists generic activities and related
control activities can help make that connection. For each Smart Link step, the following
table provides examples of control activities that can be found in most generic processes.
Additionally, KPIs are identified that can be used to monitor these activities.
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StepGeneric Activity

e Material, personnel and
information inputs

e Payment for inputs
e Customer request

e Create deliverable
e Deliver to customer
* Receive payment

e Monitor profitability
e Regulatory review
Customer defines
deliverable.

Customer defines
deliverable.

Customer defines
deliverable.

Control Lever
Information
processing

Segregation of
credit and sales

Segregation of
contract
negotiation and
review
Segregation of
sales and
compliance

Control
Activity
Document all
processes,
determine who
IS responsible
for each
process, and
ensure
appropriate
policies govern
the processes.

Orders are
accepted only
within credit
parameters
established
independent of
sales.
Contracts are
reviewed by
legal prior to
execution.
Legal or
compliance

evaluates clients

and customers
against
regulatory
requirements.
Authorization
needed to set
up new
customer in the
sales system.

KPIs
Number of
exceptions

Number of
credit
exceptions/
overrides

Periodic review
and testing of
contracts

Number and
aging of
accounts with
missing
customer
information



Information inputs

Information inputs

Material inputs

Material inputs

Information
processing

Segregation of
purchase request
and execution.

Information
processing

Information
processing

A schedule of
information
Inputs is
maintained by
due date and
source.
Information
sources that
need to be
purchased are
properly
authorized and
processed by
purchasing.
Inputs budgeted
and scheduled
are compared to
material
available.
Manual or
automated
procedures
prevent an
invoice from
being paid twice.

On-time
performance

Exception
reporting by
purchasing;
periodic review
and testing of
payments to P.O.
S

Unavailable
materials report

Periodic review
and testing of
payments
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3Material inputs

3Material inputs

3Material inputs

3Material inputs

3Material inputs

3Material inputs

3Payment for
material inputs

Information Month-end procedures

processing to ensure all receipts
are properly recorded
into inventory and
recorded in the proper

period.
Information Material receipts are
processing matched to P.O.s or

contracts. Unauthorized
purchases are rejected.
Physical controls Release of inputs to
create deliverables is
restricted to appropriate

personnel.
Segregation of Additional inputs
purchasing request required are approved
and execution for acquisition at the

appropriate level. All
prenumbered P.O.s are
issued by the
purchasing department
to approved vendors.

Segregation of Only invoices that are
inventory custody = matched to a properly
and payment authorized P.O. and

receipt are processed
for payment
independent of
purchasing and
receiving.
Segregation of A program of periodic
purchase requests  bidding on input items
and vendor selection is performed,
documented, and
reviewed by
management. Contracts
are approved by legal.
Information Access to accounts
processing payable files and cash
disbursement files is
restricted.

Periodic review and
testing end-of-period
material receipts cutoff

Missing or aged P.O.s;
unmatched receipts

Inventory count
differences

Missing or aged P.O.s

Exception reporting of
unmatched payments/
P.O.s/invoices

Price variances; clean
audits with no material
findings

Unauthorized access
attempt



3Payment for  Physical security/ Checks are Number of missing or

material inputs segregation of check prenumbered and voided checks
custody and record- secured independent of
keeping the record-keeping

function. Check-signing
machine and signature
plates are properly
secured. A log of checks
IS maintained, and
missing or voided
checks are investigated.
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3Payment for
material inputs

3Payment for
material inputs

3Payment for
material inputs

3Personnel inputs

3Personnel inputs

3Personnel inputs

3Personnel inputs

4Information inputs

Segregation of
purchasing,
receiving, and
payables

Segregation of
purchase request
and authorization

Segregation of check
custody and
recording

Information
processing

Segregation of
request and
authorization

Segregation of
approval and
recording payroll

Segregation of
recording and
approval

Information
processing

Payments are
approved by
individuals
independent of
procurement,
receiving, and
accounts payable.
Authorization levels
for check and wire
iIssuance are
determined by dollar
amount. Confirmation
of authority levels is
performed in finance
independent of
authorization and
payment request.
Payments are mailed
independent of
accounts payable
recording function.
Labor budget and
schedule are
compared to
personnel available.
All hires are
processed through
HR and are approved
at the appropriate
level.

The individual in
charge of approving
time cards or payroll
does not have access
to the payroll system.
Ensure all time cards
are collected and
reconciled to
approved hires in HR.
Computers are
password-protected
and access rights
restricted.

Approval of exception
report from finance;
periodic review and
testing

Approval exception

report from finance;
periodic review and
testing

Periodic review

Overtime percentage

HR exception
reporting: number of
payroll employees
without applications

Periodic review and
testing

Exception reporting
by HR

Unauthorized
attempts report



4Information inputs Physical security Access to sensitive  Periodic review and
information is testing
restricted by manual
or electronic locks.
4Material inputs Segregation of The individual in Unauthorized
custody and charge of issuing attempts report
recording inventory material does not
have access to
update raw materials
inventory (unless
alternative
independent
reconciling control to
authorized release is
present), purchasing,
or payment systems.
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4Payment for
material inputs

4Payment for
material inputs

4Payment for
material inputs

4Payment for
material inputs

4Payment for

material inputs

4Payment for

material inputs

4Personnel inputs

4Personnel inputs

Segregation of
procurement and
payment of
materials

Segregation of
accounts payable
and purchasing

Physical security

Physical security

Physical security

Segregation of
payroll approval
and recording
functions

Information
processing

Segregation of
payroll record and
custody functions

Bank statements are
reconciled to cash in the
general ledger
independent of accounts
payable, purchasing, and
physical check custody
functions. Differences
are investigated and
aged.

Intercompany accounts
are reconciled and
confirmed with the
counterpart independent
of accounts payable and
purchasing.

Checks are
prenumbered, logged,
secured, and released
independent of the
record-keeping function.
Check-writing machines
and signature plates are
properly secured.

Access to payroll systems
and files are restricted.
Passwords are changed
regularly.

Payroll is reviewed and
released by a manager
independent of employee
adds, deletes, and
change capability, and
payroll setup.

HR performs background
checks on all new hires.

Payroll accounts are
reconciled regularly
independent of the

payroll function.

Unreconciled items

Unreconciled items;
confirmation
percentage

Periodic review and
testing

Periodic review and
testing

Unauthorized access
attempts; password

aging

Periodic review and
testing

Number of hires
rejected; periodic
review and testing
Aged reconciling
items



5Create Information Run new programming  Number of

information processing or systems in a test production

deliverable. environment parallel to  problems; number
the production of IT service
environment before complaints/outages

implementation.
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5Create information Information

deliverable.

5Create product

deliverable.

5Create product
deliverable.

5Create service
deliverable.

6Create deliverable

—IT capacity
constraints

6Create deliverable

—IT constraints

processing

Segregation of
production and
testing

Segregation of
custody and
recording assets

Segregation of
recording and
approval
Information
processing

Information
processing

Information is compared Exception reporting
to another independent
source for confirmation,
if available, or reviewed
using trend analysis and
other techniques.
Unexpected results are
investigated.

Procedures are
implemented to identify
defective inputs, such as
independent QA testing
and defect reporting.
Procedures are
implemented to confirm
asset values, such as
physical counts and/or
repricing, and so on.
Senior management
compares deliverable to
engagement letter.
Backup procedures are
executed regularly, and
backup files are
maintained in a safe, off-
site location. Retrieval
and preparation of
backup information are
tested regularly.

Prepare and approve an Periodic review
IT plan to address future

capacity needs.

Defect percentage;
inventory aging

Count and pricing
variances

Exception reporting

Periodic review and
testing

6Create deliverable Performance reviews Safety metrics (worker's Number of injuries;

—personnel

compensation, insurance lost days
claims, etc.) are

monitored. Accidents are

fully investigated,

violations censored, and
safeguards implemented.



6Create deliverable Information Procedures to ensure Periodic review and
—personnel processing continued operations are testing
constraints prepared and
communicated.
Alternative procedures to
perform tasks are
developed, tested, and
made available.
6Create deliverable Performance reviews Backup vendors and/or Unavailable
—material sufficient inventory are  materials
constraints maintained.
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6Create deliverable Performance reviews Capacity utilization is

—operational
constraints

6Create deliverable Physical security
—personnel
constraints

7Deliver Information
information to processing
customer.

7Deliver Information
information to processing
customer.

7Deliver product to Information
customer. processing

7Deliver product to Segregation of
customer. production and
testing

Periodic review and
monitored, and capital testing
expenditures for
upgrades are planned
and budgeted. Backup
facilities or business-
interruption insurance is
maintained.

Safety procedures are
prepared, reviewed by
legal and safety experts,
communicated, and
tested periodically.
Execute a change
program, including user-
acceptance testing, prior
to implementing any
change to production.
Integrate quality
assurance procedures
into production
processing. Number of
batch jobs processed
are verified, check
numbers are reconciled,
delivery versus schedule
analysis is conducted for
critical path processing.
Orders are reviewed Open order aging;
daily. and those nearing rush order
delivery dates are percentage
evaluated. Orders past
delivery dates are
investigated and
expedited.

Quality assurance
procedures are
independently
implemented, and
defect analysis is
performed and reported.

Periodic review and
testing

User sign-off

Defect percentage;
unprocessed jobs

Defect percentage



8Deliver
information to
customer.

8Deliver product to
customer.

Segregation of
shipping and
customer feedback

Segregation of
production and
customer feedback

Delivery times are
independently
confirmed. Late or
inaccurate delivery of
information is
investigated.
Customer complaints/
warranty claims are
logged, analyzed, and
reported independent of
production.

On-time
performance

Percentage of
customer returns
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8 Deliver service Performance reviews Independent from the  Average service
to customer. service team, service level rating
evaluations are
requested from every
client, and are
evaluated.
Compensation is tied to
client satisfaction.
9 Expense Information Allocation Exception reporting
allocation processing methodologies are
agreed on with clients,
and all expenses are

allocated.
9 Receipt of Information Aged receivables are A/R aging
payment processing investigated, and

collection procedures
are implemented.

9 Receipt of Physical security Direct customer Number of
payment payments are made to a payments not sent
bank lockbox or bank  to lockbox
wire.
9 Receipt of Physical security Surveillance cameras Exception reporting
payment are used to record thefts
or other activity.
9 Receipt of Segregation of The individual Return percentage;
payment custody and responsible for issuing  return dollar amount
recording of returned credit memos for
goods returned goods is

independent of accounts
receivable and sales,
both physically and
electronically. Returns
are tracked by customer
and salesperson, and
reviewed by senior
management.



9 Receipt of
payment

10Expense
allocation

Segregation of
custody and
recording of cash or
checks

Segregation of billing
and recording

Assign opening of mail  Periodic review and
to an individual who is  testing
independent of accounts

receivable or cash

accounts, physically and

systemically. Compare

receipts to bank

deposits.

Internal clients are Complaints;
notified of allocations by periodic review and
individual independent testing

of those calculating the

allocations.
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12Regulatory review—Segregation of Outside independent Annual report
financial reporting preparation, custody, accountants evaluate
and approval all financial policies
oversight and procedures of

the company.
12Regulatory review—Performance review Each senior manager Exception reporting
financial reporting attests to the
accuracy and
fairness of the
financial statements.
12Regulatory review Segregation of A hotline is Number of calls;
custody, recording, established to aging of unresolved
and authorization outside legal counsel issues
for reporting fraud
and regulatory

violations.
13e Material, Performance reviews Evaluate employees 360 performance
personnel, and for compliance with  reviews; OSHA, IRS,
information inputs company objectives, SEC, and other

laws, and regulations government
(OSHA, IRS, SEC, agencies; external
etc), control accountants and
procedures, and risk internal audits;
management client evaluations
objectives.

e Payment for

inputs

e Customer request

e Create

deliverable.

e Deliver to

customer.

e Receive payment.

e Monitor

profitability.

e Regulatory review
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the registrant, including its consolidated subsidiaries, is made known to us by others within
those entities, particularly during the period in which this report is being prepared;

(b) Designed such internal control over financial reporting, or caused such internal control
over financial reporting to be designed under our supervision, to provide reasonable
assurance regarding the reliability of financial reporting and the preparation of financial
statements for external purposes in accordance with generally accepted accounting
principles;

(c) Evaluated the effectiveness of the registrant's disclosure controls and procedures and
presented in this report our conclusions about the effectiveness of the disclosure controls
and procedures, as of the end of the period covered by this report based on such
evaluation; and

(d) Disclosed in this report any change in the registrant's internal control over financial
reporting that occurred during the registrant's most recent fiscal quarter (the registrant's
fourth fiscal quarter in the case of an annual report) that has materially affected, or is
reasonably likely to materially affect, the registrant's internal control over financial
reporting; and

5. The registrant's other certifying officer(s) and | have disclosed, based on our most recent
evaluation of internal control over financial reporting, to the registrant's auditors and the
audit committee of the registrant's board of directors (or persons performing the equivalent
functions):

(a) All significant deficiencies and material weaknesses in the design or operation of internal
control over financial reporting which are reasonably likely to adversely affect the
registrant's ability to record, process, summarize and report financial information; and

(b) Any fraud, whether or not material, that involves management or other employees who
have a significant role in the registrant's internal control over financial reporting.

Date:

[Signature]
[Title]
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operational, 34, 36, 112, 117

payment, 91, 92

shipping, 112, 113

Control Smart:

introduction to, 23-30
Cooper, Cynthia, 137-139
Corzine, Jon, 16

Daniels, Mitchell E., 131
Davis, Thomas, 4

Disaster Recovery Planning (DRP) 45, 108, 109, 110, 212. See also Business Continuity
Planning
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Duncan, David, 4
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Egan, John, 130


file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_34.html#PAGE_34
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_36.html#PAGE_36
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_112.html#PAGE_112
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_117.html#PAGE_117
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_91.html#PAGE_91
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_92.html#PAGE_92
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_65.html#PAGE_65
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_66.html#PAGE_66
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_75.html#PAGE_75
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_152.html#PAGE_152
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_172.html#PAGE_172
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_38.html#PAGE_38
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_64.html#PAGE_64
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_71.html#PAGE_71
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_72.html#PAGE_72
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_75.html#PAGE_75
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_78.html#PAGE_78
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_79.html#PAGE_79
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_89.html#PAGE_89
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_90.html#PAGE_90
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_116.html#PAGE_116
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_X.html#PAGE_X
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_20.html#PAGE_20
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_41.html#PAGE_41
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_88.html#PAGE_88
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_120.html#PAGE_120
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_208.html#PAGE_208
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_1.html#PAGE_1
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_36.html#PAGE_36
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_41.html#PAGE_41
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_64.html#PAGE_64
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_96.html#PAGE_96
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_112.html#PAGE_112
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_113.html#PAGE_113
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_IX.html#PAGE_IX
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_X.html#PAGE_X
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_XI.html#PAGE_XI
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_20.html#PAGE_20
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_21.html#PAGE_21
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_183.html#PAGE_183
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_184.html#PAGE_184
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_23.html#PAGE_23
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_137.html#PAGE_137
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_16.html#PAGE_16
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_131.html#PAGE_131
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_4.html#PAGE_4
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_45.html#PAGE_45
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_108.html#PAGE_108
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_109.html#PAGE_109
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_110.html#PAGE_110
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_212.html#PAGE_212
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_76.html#PAGE_76
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_4.html#PAGE_4
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_3.html#PAGE_3
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_3.html#PAGE_3
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_138.html#PAGE_138
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_188.html#PAGE_188
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_130.html#PAGE_130

Fastow, Andy, 3, 30—-32
Federal Bureau of Investigation, 100
Federal Reserve Bank, 10, 79, 189

Federal Trade Commission, 89

121, 139, 141, 143, 156, 158, 163, 172, 173, 202

Financial Reporting 31, 20, 64, 133, 137, 157, 164-169, 188, 205, 208. (See also Control:
objectives: presentation and disclosure and Fraud: accounting)

Fishbach, Philip D., 3

Food & Drug Administration (FDA) 25, 79, 112, 136, 204

Fort, John 93
Foster, Gene S., 4
Franklin, Ben, 63

Fraud(s): See also Collusion and Embezzlement

accounting, viii, 55, 58, 73, 125, 130, 136



file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_X.html#PAGE_X
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_XI.html#PAGE_XI
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_28.html#PAGE_28
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_34.html#PAGE_34
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_36.html#PAGE_36
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_37.html#PAGE_37
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_42.html#PAGE_42
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_75.html#PAGE_75
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_90.html#PAGE_90
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_159.html#PAGE_159
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_3.html#PAGE_3
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_30.html#PAGE_30
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_100.html#PAGE_100
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_10.html#PAGE_10
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_79.html#PAGE_79
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_189.html#PAGE_189
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_89.html#PAGE_89
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_20.html#PAGE_20
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_23.html#PAGE_23
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_26.html#PAGE_26
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_28.html#PAGE_28
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_30.html#PAGE_30
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_52.html#PAGE_52
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_56.html#PAGE_56
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_59.html#PAGE_59
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_61.html#PAGE_61
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_83.html#PAGE_83
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_84.html#PAGE_84
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_88.html#PAGE_88
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_96.html#PAGE_96
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_105.html#PAGE_105
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_106.html#PAGE_106
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_114.html#PAGE_114
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_115.html#PAGE_115
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_118.html#PAGE_118
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_120.html#PAGE_120
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_121.html#PAGE_121
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_139.html#PAGE_139
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_141.html#PAGE_141
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_143.html#PAGE_143
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_156.html#PAGE_156
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_158.html#PAGE_158
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_163.html#PAGE_163
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_172.html#PAGE_172
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_173.html#PAGE_173
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_202.html#PAGE_202
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_31.html#PAGE_31
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_20.html#PAGE_20
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_64.html#PAGE_64
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_133.html#PAGE_133
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_137.html#PAGE_137
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_157.html#PAGE_157
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_164.html#PAGE_164
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_188.html#PAGE_188
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_205.html#PAGE_205
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_208.html#PAGE_208
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_3.html#PAGE_3
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_5F25.html#PAGE_25
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_79.html#PAGE_79
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_112.html#PAGE_112
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_136.html#PAGE_136
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_204.html#PAGE_204
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_93.html#PAGE_93
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_4.html#PAGE_4
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_63.html#PAGE_63
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_VIII.html#PAGE_VIII
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_55.html#PAGE_55
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_58.html#PAGE_58
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_73.html#PAGE_73
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_125.html#PAGE_125
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_130.html#PAGE_130
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_136.html#PAGE_136
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_X.html#PAGE_X
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_4.html#PAGE_4
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_7.html#PAGE_7
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_30.html#PAGE_30
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_32.html#PAGE_32
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_68.html#PAGE_68
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_99.html#PAGE_99
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_100.html#PAGE_100

Page 230

Occupational Safety and Health Administration (OSHA), 79, 163, 178
Olis, Jaime, 4

Orange County, California, 129

Orlando, Linda, 85—88

Osborne, Tom, 12

Papoulis, Kyriacos, 7, 103

Paulin, George B., 135

Paulson, Henry, 16

Pension Benefit Guarantee Corporation, 132

Pension Plans:

401(k), 131

blackout period, 2

defined benefit, 131-133
defined contribution, 131
losses, viii, 1, 5, 32, 131-133

under-funded, 131-133

Pentagon, 104

Pitt, Harvey, 10


file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_79.html#PAGE_79
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_163.html#PAGE_163
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_178.html#PAGE_178
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_4.html#PAGE_4
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_129.html#PAGE_129
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_85.html#PAGE_85
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_12.html#PAGE_12
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_7.html#PAGE_7
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_103.html#PAGE_103
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_135.html#PAGE_135
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_16.html#PAGE_16
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_132.html#PAGE_132
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_131.html#PAGE_131
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_2.html#PAGE_2
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_131.html#PAGE_131
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_131.html#PAGE_131
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_VIII.html#PAGE_VIII
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_1.html#PAGE_1
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_5.html#PAGE_5
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_32.html#PAGE_32
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_131.html#PAGE_131
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_131.html#PAGE_131
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_104.html#PAGE_104
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_20.html#PAGE_20
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_53.html#PAGE_53
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_67.html#PAGE_67
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_84.html#PAGE_84
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_140.html#PAGE_140
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_157.html#PAGE_157
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_158.html#PAGE_158
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_176.html#PAGE_176
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_10.html#PAGE_10

Plum Island Animal Disease Center, 54

Policies and procedures, 64, 83, 128, 130, 141, 162, 163, 209, 210, 212, 213

Pomey, Suzanne 90

Porter, Michael 49, 214, 220
Public Accounting Oversight Board, 2, 10, 188
Quattrone, Frank, 4

Rabi, David Elie, 55
Redford, Robert, 99

Rice, Kenneth, 3

Rigas, 126-127

John, 3

Timothy, 3

Risk:

analysis, assessment or evaluation, xi, 29, 34, 39-44, 71, 72, 111, 179, 208-210, 213

appetite or tolerance, 35, 71, 72
concentration, 34, 36—38, 44, 45
credit, 23, 34, 44, 45

currency, 42

management, 31, 97, 122, 205, 211, 213



file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_54.html#PAGE_54
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_64.html#PAGE_64
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_83.html#PAGE_83
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_128.html#PAGE_128
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_130.html#PAGE_130
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_141.html#PAGE_141
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_162.html#PAGE_162
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_163.html#PAGE_163
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_209.html#PAGE_209
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_210.html#PAGE_210
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_212.html#PAGE_212
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_213.html#PAGE_213
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_90.html#PAGE_90
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_49.html#PAGE_49
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_214.html#PAGE_214
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_220.html#PAGE_220
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_2.html#PAGE_2
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_10.html#PAGE_10
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_188.html#PAGE_188
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_4.html#PAGE_4
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_55.html#PAGE_55
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_99.html#PAGE_99
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_3.html#PAGE_3
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_126.html#PAGE_126
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_3.html#PAGE_3
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_3.html#PAGE_3
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_XI.html#PAGE_XI
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_29.html#PAGE_29
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_34.html#PAGE_34
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_39.html#PAGE_39
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_71.html#PAGE_71
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_72.html#PAGE_72
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_111.html#PAGE_111
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_179.html#PAGE_179
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_208.html#PAGE_208
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_213.html#PAGE_213
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_35.html#PAGE_35
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_71.html#PAGE_71
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_72.html#PAGE_72
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_34.html#PAGE_34
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_36.html#PAGE_36
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_44.html#PAGE_44
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_45.html#PAGE_45
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_23.html#PAGE_23
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_34.html#PAGE_34
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_44.html#PAGE_44
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_45.html#PAGE_45
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_42.html#PAGE_42
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_34.html#PAGE_34
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_5F40.html#PAGE_40
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_41.html#PAGE_41
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_44.html#PAGE_44
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_107.html#PAGE_107
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_109.html#PAGE_109
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_148.html#PAGE_148
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_23.html#PAGE_23
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_34.html#PAGE_34
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_39.html#PAGE_39
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_5F40.html#PAGE_40
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_41.html#PAGE_41
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_44.html#PAGE_44
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_45.html#PAGE_45
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_70.html#PAGE_70
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_121.html#PAGE_121
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_129.html#PAGE_129
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_147.html#PAGE_147
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_165.html#PAGE_165
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_31.html#PAGE_31
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_97.html#PAGE_97
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_122.html#PAGE_122
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_205.html#PAGE_205
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_211.html#PAGE_211
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_213.html#PAGE_213

market, 34, 38, 44, 148

migration, 34, 39, 163

owners, 34, 43—-45
profiles, 27

technology, 36, 97-100
Romeril, Barry D, 3
Rubin, Robert, 15
Rusak, John, 7, 62, 103
Salsbury, Michael H., 3

Sarbanes-Oxley Act:

code of ethics, 19
date of implementation, xvi, 188
deadline to comply with NYSE/NASD listing requirements, 185

financial reporting controls, 163—-170, 185. (See also Control: objectives: presentation and
disclosure)

internal control frameworks, ix, Xi

new requirements and powers, 1, 10, 11, 55

rule 302 (certification), 1, 55, 176, 179, 186, 206

rule 404, 163, 176
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Segregation of duties. See Control: objectives, segregation of duties

Seton Hall, 93
Sharkey, Helen C., 4
Shelby, Rex, 3
Sherman, David, 123
Shew, Joseph, 4

Six Sigma, 20, 100, 101, 177, 178

Skilling, Jeffrey, 3, 31

Smith, Adam, 24

Sonnenfeld, Jeffery, 123

Special Purpose Entities (SPE's), 31

Steinbrenner, George, 37


file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_3.html#PAGE_3
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_4.html#PAGE_4
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_135.html#PAGE_135
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_4.html#PAGE_4
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_55.html#PAGE_55
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_95.html#PAGE_95
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_125.html#PAGE_125
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_10.html#PAGE_10
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_XII.html#PAGE_XII
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_8.html#PAGE_8
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_78.html#PAGE_78
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_122.html#PAGE_122
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_2.html#PAGE_2
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_11.html#PAGE_11
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_187.html#PAGE_187
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_VI.html#PAGE_VI
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_IX.html#PAGE_IX
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_1.html#PAGE_1
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_2.html#PAGE_2
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_6.html#PAGE_6
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_10.html#PAGE_10
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_12.html#PAGE_12
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_64.html#PAGE_64
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_126.html#PAGE_126
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_133.html#PAGE_133
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_5.html#PAGE_5
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_93.html#PAGE_93
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_4.html#PAGE_4
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_3.html#PAGE_3
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_123.html#PAGE_123
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_4.html#PAGE_4
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_20.html#PAGE_20
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_100.html#PAGE_100
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_101.html#PAGE_101
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_177.html#PAGE_177
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_178.html#PAGE_178
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_3.html#PAGE_3
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_31.html#PAGE_31
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_24.html#PAGE_24
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_123.html#PAGE_123
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_31.html#PAGE_31
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_37.html#PAGE_37

Stewart:

James, 75, 76, 103

Martha, 4


file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_75.html#PAGE_75
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_76.html#PAGE_76
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_103.html#PAGE_103
file:///C|/download/www.netlibrary.com/nlreader/15.06.2008/Manager's%20Guide%20to%20the%20Sarbanes-Oxley%20Act%20Improving%20Internal%20Controls%20to%20Prevent%20Fraud_9780471569756/nlReader.dll@BookID=104986&FileName=PAGE_4.html#PAGE_4



